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Preface

As a motivating example for the cryptographic protocols covered in these lecture notes con-
sider the Dutch tradition of “Sinterklaaslootjes trekken,” internationally known as “Secret
Santa,” in which a group of people anonymously exchange small gifts—often accompanied by
poems quite a few rhyming couplets long. A lot of websites are available to help people orga-
nize such drawings over the internet; see, for example, lootjestrekken.nl and the “Secret
Santa” service at elfster.com. The interesting question is how to do this securely! That is,
without trusting the website or program providing this service, but with the guarantee (a)
that indeed a random drawing is performed, corresponding to a random permutation without
fixed points, and (b) such that each participant learns nothing except who he or she is a
Secret Santa for.

More serious applications of such privacy-protecting cryptographic protocols are emerging
in lots of places. For instance, over the last two decades many electronic elections using
advanced cryptography have already been conducted. Other applications involve the use of
anonymous cash, anonymous credentials, group signatures, secure auctions, etc., all the way
to (secure) multiparty computation.

To this end we study cryptographic techniques that go beyond what we like to refer to
as Crypto 1.0. Basically, Crypto 1.0 concerns encryption and authentication of data during
communication, storage, and retrieval. Well-known Crypto 1.0 primitives are symmetric (se-
cret key) primitives such as stream ciphers, block ciphers, and message authentication codes;
asymmetric (public key) primitives such as public key encryption, digital signatures, and key
exchange protocols; and, keyless primitives such as cryptographic hash functions. The com-
mon goal is to protect against malicious outsiders, say, attacking storage or communication
media.

On the other hand, Crypto 2.0 additionally aims at protection against malicious insiders,
that is, against attacks by the other parties engaged in the protocol that one is running.
Thus, Crypto 2.0 concerns computing with encrypted data, partial information release of
data, and hiding the identity of data owners or any link with them. Well-known Crypto 2.0
primitives are homomorphic encryption, secret sharing, oblivious transfer, blind signatures,
zero-knowledge proofs, and multiparty computation, which will all be treated to a certain
extent in these lecture notes.

The treatment throughout will be introductory yet precise at various stages. Familiarity
with basic cryptography is assumed. We focus on asymmetric techniques for cryptographic
protocols, also considering proofs of security for various constructions. The topic of zero-
knowledge proofs plays a central role. In particular, ¥-protocols are treated in detail as a
primary example of the so-called simulation paradigm, which forms the basis of much of
modern cryptography.

The first and major version of these lecture notes was written in the period of December
2003 through March 2004. Many thanks to all the students and readers over the years for their
feedback, both directly and indirectly, which helped to finally produce the first full version of
this text. Berry Schoenmakers
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CHAPTER 1

Introduction

1.1 TERMINOLOGY

The field of cryptology is generally divided into the two mutually dependent fields of cryp-
tography and cryptanalysis. Cryptography concerns the design of (mathematical) schemes
related to information security which resist cryptanalysis, whereas cryptanalysis is the study
of (mathematical) techniques for attacking cryptographic schemes.

The following distinction is commonly made between cryptographic algorithms, crypto-
graphic protocols, and cryptographic schemes.

DEFINITION 1.1 A cryptographic algorithm is a well-defined transformation, which on
a given input value produces an output value, achieving certain security objectives. A cryp-
tographic protocol is a distributed algorithm describing precisely the interactions between
two or more entities, achieving certain security objectives. A cryptographic scheme is
a suite of related cryptographic algorithms and cryptographic protocols, achieving certain
security objectives.

Entities interact in a cryptographic protocol by exchanging messages between each other
over specific communication channels. A basic distinction can be made between point-to-point
channels linking two entities, and broadcast channels connecting a sender to multiple receivers.
Communication channels are often assumed to provide particular security guarantees. For
example, a private channel (or, secure channel) is a point-to-point channel employing some
form of encryption to protect against eavesdropping and, possibly, employing some form of
authentication to protect against tampering with messages. A channel without any protec-
tion against eavesdropping and tampering is sometimes called a public channel (or, insecure
channel). Another example is a bulletin board which is a public authenticated broadcast
channel, allowing a sender to broadcast authenticated messages. A communication model
describes what type of channels are available between which pairs or sets of entities. The
communication model hides the implementation details of the channels, which may be far
from trivial and which may incur substantial cost.

The following distinction is commonly made between passive and active attacks. Both
types of attack are defined in terms of an adversary. The adversary represents the coalition
formed by an attacker and/or one or more of the entities taking part in the cryptographic
scheme. The entities under control of the adversary are said to be corrupt and the remaining
entities are said to be honest. The attacker itself may be thought of as an outsider, while the
corrupt entities can be viewed as insiders. It is essential that the attacker and the corrupt
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entities may coordinate their efforts.

DEFINITION 1.2 In a passive attack, the adversary does not interfere with the execution
of the algorithms and protocols comprising a cryptographic scheme. A passive adversary
merely eavesdrops on the communication between the entities, and records all information it
has access to, including all private information of the corrupt entities.' In an active attack,
the adversary may—in addition—interfere with the communication within a cryptographic
scheme by deleting, injecting, or modifying messages; moreover, the adversary may have the
corrupt entities deviate from their prescribed behavior in an arbitrary way.’

Hence, a passive attack on an encryption scheme corresponds to the classical case of
an eavesdropper. The classical man-in-the-middle attack on a key exchange protocol is an
example of an active attack.

1.2 PRELIMINARIES

Throughout these lecture notes, basic familiarity with the following notions from mathematics
and theoretical computer science is assumed: number theory, group theory, probability theory,
and complexity theory. Particularly relevant aspects of these theories are highlighted below.

1.2.1 NUMBER THEORY

Throughout, n is a positive integer. We use Z,, = Z/nZ to denote the set of integers modulo
n (or, more formally, the set of residue classes modulo n), and Z} = {x € Z,, : gcd(z,n) = 1}
to denote the set of integers that have a multiplicative inverse modulo n. Further, we write
¢(n) = |Z}| for the Euler totient function (Euler’s phi function), for which we have ¢(n) =
an|n(1 — 1/p) as a basic fact, implying that ¢(n) can be computed efficiently given the
prime divisors of n. As another useful fact, we mention that n/¢(n) = O(loglogn).

EXERCISE 1.2.1 Prove the elementary bound n/¢(n) = O(logn), using that the number of
distinct prime factors w(n) of n is O(logn), and that the ith smallest prime factor of n is at
least i +1 for i =1,2,...,w(n).

Interestingly, the following generalization of Euler’s phi function will play a role in the analysis
of a variant of the decision Diffie-Hellman problem (see Exercise 1.3.5(b)). The (order-2)
Schemmel totient function is defined as ¢2(n) = {z € Z,, : ged(z,n) = ged(z + 1,n) = 1}].
For n odd, we have ¢2(n) = n[],,(1 —2/p) and n/¢2(n) = O((loglog n)?).

EXERCISE 1.2.2 For n odd, prove the elementary bound n/¢s(n) = O(log®n), using again
that w(n) = O(logn) and that the ith smallest prime factor of n is now at least i + 2 for
i=1,2,...,w(n).

1.2.2 GROUP THEORY

Throughout, G,, denotes a finite cyclic group of order n, written multiplicatively. Usually,
but not necessarily, we assume the group order n to be prime. Recall that any group of prime
order is cyclic, and that any cyclic group is abelian (commutative). For h € G,,, we let ord(h)

!Passively corrupt entities are also known as semi-honest (or, honest-but-curious) entities.
2 Actively corrupt entities are also known as malicious (or, cheating) entities.
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denote its order, hence ord(h) | n by Lagrange’s theorem. Any g € G,, with ord(g) = n is a
generator of G, that is, G, = (9) = {¢* : * € Z,}, or equivalently, the elements of G,, can
be enumerated as 1, ¢, g%, ¢°,...,¢" !, noting that ¢" = 1.

The discrete logarithm (or, discrete log) of an element h € (g) is defined as the
unique integer x € Zj, satisfying h = ¢g*. We write z = log, h. For the following groups it is
commonly assumed that computing discrete logarithms is hard for appropriate values of n.

EXAMPLE 1.3 Take G, = Z,, for a prime p. Then G, is a cyclic group of order n =p — 1.
Clearly, n is not prime (unless p = 3, of course).

More generally, one may take Gy, = Iy, the multiplicative group of a finite field of order
q = p?, for some positive integer d. Then G,, is a cyclic group of order n = q — 1.

EXAMPLE 1.4 Take G, = (g), where g denotes an element of order p' in Zj, with p' | p—1,
p,p’ prime. Then G,, is a cyclic group of order n = p’. Clearly, n is prime in this case.

More generally, one may take G,, = (g), where g denotes an element of order p’ in F},
with p' | ¢ — 1.

EXAMPLE 1.5 Consider E(F,), the finite group of points of an elliptic curve over F,, which
is usually written additively, with the point at infinity O as identity element. Then E(F,) is
abelian, but not necessarily cyclic. In general, E(F,) is isomorphic to Zy, X Zy,, where n | na
andny | ¢ — 1. So, E(F,) is cyclic if and only if ny = 1. Hence, one may take G,, = E(F,) if
ny = 1; otherwise, one may take a cyclic subgroup of E(F,) for G,,.

Finally, as a convenient notation, we let (¢)* = {¢” : = € Z}} denote the set of all
generators of (g). Clearly, |(g)*| = ¢(n), which is the number of generators of any cyclic
group of order n.

EXERCISE 1.2.3 Show that for any h € (g), the following conditions are equivalent:
(i) he{g)"

(if) ord(h) = ord(g),

(iii) (h) = (9),

(iv) (m)* = (g9)".

EXERCISE 1.2.4 (a) Show that a'°8:® = pl°gn¢ for any a,b € (g) and h € (g)*. (b) For
a,b € (g), define axb = a'°%s® as the Diffie-Hellman (DH) product of a and b. Show that
((9)*, *) is an abelian group.

1.2.3 PROBABILITY THEORY

Throughout, we will use basic notions from probability theory, such as sample space, events,
probability distributions, and random variables. We will only be concerned with discrete
random variables. Specifically, for a nonempty, finite set V', we write X €r V to define X
as a random variable distributed uniformly (and independently) at random on V, that is,
PriX =v]=1/|V|forallve V.

The notion of statistical distance® plays a fundamental role.

3This quantity is also known as, among other names, the (total) variation(al) distance, Kolmogorov distance,

1

trace distance, L1-distance, or Manhattan distance, possibly without the scaling factor 3.
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DEFINITION 1.6 The statistical distance A(X;Y') between random variables X and Y

is defined as
:%Z]mw:
veV

— Pr[Y =],

where V' denotes the set of possible values for X and Y .

For our purposes, it suffices to consider the case that V is finite.

Note that Definition 1.6 can also be read as the statistical distance between the (proba-
bility) distributions of X and Y. So A(X;Y) = 0 if and only if the probability distributions
of X and Y are identical, that is, Pr[X = v] = Pr[Y = v] for all v € V. In general, this is not
equivalent to equality of X and Y as random variables: for example, let X € {0,1} and let
Y =1-X, then A(X;Y) =0 but clearly X # Y (in fact, Pr[X = Y] =0).

The statistical distance is a bounded metric in the following sense.

PROPOSITION 1.7 For random variables X, Y, and Z:

(i) 0 < A(X;Y) <1, “nonnegativity” and “boundedness”
(ii) A(X;Y) =0 if and only if V,ey Pr[X = v] = Pr[Y =], “identical distributions”
(iii) A(X;Y) =1 if and only if Vyey Pr[X = v] Pr[Y = v] =0, “disjoint distributions”
(iv) A(X;Y) =AY X), “symmetry”
(v) A(X;2) <AX;Y)+A(Y; Z). “triangle inequality”

Clearly, A(X; X) = 0.
Alternative ways to characterize or compute statistical distance are as follows.

PROPOSITION 1.8 For random variables X and Y:

1) AX;Y) =Y cp+ (Pr[X =v]—-Pr[Y = v]), with VT={v € V: Pr[X=v] > Pr[Y=0]},
(i) A(X;Y) =3 cv (Pr[X =v] = Pr[Y =v]), with -y = max(z—y,0) (“z monus y”),
(iii) A(X;Y) =1-Y, oy min (Pr[X = o], Pr[Y = v]),

(iv) A(X;Y) = maxwcy |Pr[X € W] —Pr[Y € W]|.

EXERCISE 1.2.5 (a) Prove Proposition 1.7. (b) Prove Proposition 1.8.
EXERCISE 1.2.6 Prove that A(f(X); f(Y)) < A(X;Y) for any function f defined on V.

EXERCISE 1.2.7 For n,d > 1, consider distributions X and Y given by

X
Y

Determine A(X;Y’), assuming d < n. Also, what is A(X;Y) if d > n?

{u:ueprA0,...

an_l}},
{u+d:uegr{o,...
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EXERCISE 1.2.8 For n > 1, consider distributions X, Y, Z given by

X = {u:uegr{0,...,n—1}},
Y = {2u:uer{0,...,n—1}},
Y a— {2U+1ueR{077n_1}}

Show that A(Y; Z) = 1. Show that A(X;Y) = A(X; Z) = 1/2 for even n, and also determine
A(X;Y) and A(X; Z) for odd n.

EXERCISE 1.2.9 Forn > 1,let X €g Z, and Y € Z}. (a) Determine A(X;Y’). (b) Show
that A(X +Y; XY) =0, where addition and multiplication are done modulo n.

EXERCISE 1.2.10 For n prime, let h and My be arbitrary, fixed elements of G,, = (g), h # 1.
Consider distributions X, Y, and Z given by

X = {(A,B): Aeg(g),Ber (g},
Y = {(¢",h"M):u €R Zn, M €R (9)},
Z = {(¢g".h"Mo) : uw €R Zn}.

Show that A(X;Y) =0 and A(Y;Z) = 1— 1/n. Show that also A(X;Z) =1—-1/n (e.g.,
using triangle inequalities).

EXERCISE 1.2.11 For n > d > 1, let random variable X take on values in {0,...,d — 1},
and let U € {0,...,n —1}. Show A(U; X +U) < (d — 1)/n, and that this bound is tight.

The result of Exercise 1.2.11 implies that A(U; X + U) is small if d < n. For instance, if
one sets n = d2¥, we see that the statistical distance between U and X + U is less than 1/2%,
which approaches 0 exponentially fast as a function of k. In other words, one can mask an
integer value X from a bounded range {0,...,d — 1} by adding a uniformly random integer
U from a much larger range {0,...,n — 1}.

This way one can do one-time pad encryption with integers, using X as plaintext, U as
one-time pad, and X + U as ciphertext. The next exercise confirms that near-perfect secrecy
is achieved as the mutual information I(X; X +U) between plaintext X and ciphertext X +U
vanishes for d < n.

EXERCISE 1.2.12 See Exercise 1.2.11. Define I(X;C) = H(X) — H(X|C) as the mutual
information between X and C = X + U, where

d—1
H(X) = —) Pr[X =uw]log, Pr[X = w],
w=0
d+n—2 d—1
HX|C) = = ) PrlC=0v]) Pr[X =w|C=0]log, Pr[X =w | C =1
v=0 w=0

denote the (Shannon) entropy of X and the conditional entropy of X given C| respectively.
Show that I(X;C) < H(X)(d—1)/n.

EXERCISE 1.2.13 For nonempty sets S and T, let X €z S and Y €r T. Prove that

ST

AX;Y)=1- e IGATE
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1.2.4 COMPLEXITY THEORY

Familiarity with basic notions from (computational) complexity theory is assumed. Examples
are the notion of a Turing machine and the complexity classes P and NP. Below, we briefly
discuss the essential role of randomized complexity in cryptology.

Taking Church’s thesis for granted, Turing machines are powerful enough to describe any
kind of algorithm. A basic Turing machine consists of a (finite) control part and an (infi-
nite) tape used to store data. Many variations exist, e.g., Turing machines with multiple tapes
(possibly divided into input tapes, work tapes, output tapes, etc.), with one-way infinite vs.
two-way infinite tapes, tapes with several heads instead of just one, and so on. The basic Tur-
ing machine, however, already captures the essence of an algorithm, and thereby defines the
borderline between problems which are computable and which are not (and, which languages
are decidable or not, acceptable or not). In particular, the computability of a problem does
not depend on whether a Turing machine is deterministic, hence on each step moves from
its current configuration to a unique successor configuration, or nondeterministic, hence
moves on each step to one of several possible successor configurations.

When efficiency is taken into account, the situation changes quite dramatically. To define
efficient algorithms one uses some form of time-bounded Turing machine. A Turing machine
is said to be polynomial time if it halts within p(|z|) steps on any input string x, where p
denotes some polynomial and |x| denotes the length of string . The complexity class P is
then defined as the set of all problems which can be solved by a deterministic polynomial
time Turing machine. In terms of class P one may say that a problem is feasible (can be
handled efficiently) exactly when it is in P.

An issue with characterizing efficiency in terms of P is that the feasibility of a problem
is thus considered in terms of its worst-case complexity only. For cryptographic and for
cryptanalytic purposes, however, it is much more relevant to consider average-case complex-
ity instead. The critical notion is that of a probabilistic Turing machine, which behaves
similarly to a nondeterministic Turing machine, except that on each step it chooses the suc-
cessor configuration uniformly at random from the possible ones. Hence, an operational way
of viewing a probabilistic Turing machine is to think of one of its tapes as the “random tape,”
which is a read-only tape containing uniformly random bits. A problem is now considered
feasible if it can be solved by a probabilistic polynomial time (p.p.t.) Turing machine.*

The algorithms constituting a cryptographic scheme are thus all understood to be p.p.t.
algorithms. This is important because efficient algorithms for tasks such as primality testing’
and prime number generation are probabilistic (randomized). More importantly, the adver-
sary is also viewed as a p.p.t. algorithm, which means that it does not suffice to show that the
security of a cryptographic scheme is guaranteed if an underlying problem (e.g., the discrete
log problem) is not in P. Instead we need problems that are not in the complexity class
BPP, which are those problems that can be solved with bounded-error by a p.p.t. Turing
machine. Without going into details, we mention that a decision problem is said to be solved
with bounded-error by a p.p.t. Turing machine if for every YES-instance x, the probability
(over all internal random choices) of accepting it is at least 2/3, and if for every NO-instance

4Throughout these lecture notes we ignore the distinction between strict polynomial time and expected
polynomial time. For strict polynomial time, a probabilistic Turing machine must halt on each input after a
polynomial number of steps (as a function of the input size), whereas for expected polynomial time this only
needs to hold for each input on the average (averaged over all random choices made by the Turing machine).

5The Miller-Rabin test is a well-known example. Note that until the discovery of the AKS algorithm in
2002, it was not known that primality testing is actually in P.
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x, this probability is at most 1/3. Throughout, we will thus say that a problem is “easy”
(or, “feasible”) if it is in BPP, hence can be solved by a p.p.t. algorithm, and we say it is
“hard” (or, “infeasible”) otherwise. Thus, “hard” means that any efficient algorithm only
succeeds with negligibly small probability in computing the correct output.

1.3 ASSUMPTIONS

Throughout these lecture notes, we focus on a discrete log (DL) setting in terms of an abstract
cyclic group G,, = (g). The well-known computational and decisional hardness assumptions
for this generic DL setting are introduced informally below. Three notions of indistinguisha-
bility playing a central role in cryptography are introduced next, all defined in terms of statis-
tical distance. The fundamental notion of random self-reducibility is introduced as well—for
lots of reasons actually, but in particular to show that the hardness assumptions for the DL
setting formulated in terms of average-case complexity are no stronger than their worst-case
cousins. Finally, the random oracle model is presented, which is essentially a particular way
to formulate hardness assumptions for cryptographic hash functions.

1.3.1 DISCRETE LOG AND DIFFIE-HELLMAN ASSUMPTIONS

The following three hardness assumptions are commonly used in cryptographic schemes based
on a discrete log setting.

DEFINITION 1.9 The Discrete Logarithm (DL) assumption for group (g) states that
it is hard to compute x given a random group element g*.

DEFINITION 1.10 The Diffie-Hellman (DH) assumption for group (g) states that it
is hard to compute g*¥ given random group elements g* and g¥.

DEFINITION 1.11 The Decisional Diffie-Hellman (DDH) assumption for group (g)
states that it is hard to distinguish g*¥ from a random group element g* given random group
elements g* and gY.

The DH assumption is sometimes called the Computational Diffie-Hellman (CDH) as-
sumption to stress the difference with the DDH assumption.

Evidently, these assumptions satisfy: DL <= DH < DDH. Therefore it is better if a scheme
can be proved secure under just the DL assumption. It turns out, however, that in many

5The role of BPP should not be confused with the role of the complexity class NP, which is defined as
the set of all problems which can be solved by a nondeterministic polynomial time Turing machine. Here,
the time needed by a nondeterministic Turing machine on a given input string is defined as the least number of
steps before it halts (as if one—by magic—always makes the right choice to solve a problem instance as quickly
as possible). The big open question is whether P = NP, or not. If indeed P # NP7, then it would follow that
the so-called NP-complete problems take more than polynomial time to solve in the worst case—but, this says
nothing about the average case.

“If P # NP, then there exist so-called NP-intermediate problems which are problems in NP that are not
NP-complete but are also outside P. The discrete logarithm problem and the integer factorization problem are
conjectured to be NP-intermediate. Of course, both problems are also conjectured to be outside BPP. Shor’s
algorithm, however, puts these two problems in the complexity class BQP, the class of problems that can
be solved with bounded-error by a p.p.t. quantum Turing machine. Quantum Turing machines and equivalent
notions such as quantum circuits capture the potential of universal quantum computation. Physical realization
of universal quantum computers of significant size, though, is probably still decades away.
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cases the security can only be proved under the DH assumption, or even only under the DDH
assumption.®

1.3.2 INDISTINGUISHABILITY

DEFINITION 1.12 A nonnegative function f : N — R is called negligible if for every
v € N there exists a kg € N such that for all k > ko, f(k) < 1/k7.

A typical example of a negligible function is 2%, which converges exponentially fast to 0.
Other examples are 2-Vk and k—logk, However, 1/k and 1/k'% are clearly not negligible.
Note that limy_, f(k) = 0 if f is negligible; the converse does not hold in general.

DEFINITION 1.13 Let X = {X;}ier and Y = {Y;}ier be two families of random variables,
or probability distributions, indexed by I. (Suppose that |X;| = |Y;| for all i € I, and that
these sizes are both polynomial in |i|.) Then X and Y are said to be:

(i) perfectly indistinguishable if A(X;;Y;) = 0 (hence identically distributed);
(ii) statistically indistinguishable if A(X;;Y;) is negligible as a function of |i|;

(iii) computationally indistinguishable if A(D(X;); D(Y;)) is negligible as a function
of |i| for every p.p.t. algorithm D with output in {0,1} (Boolean distinguisher).

Equivalently, X and Y are computationally indistinguishable if for every distinguisher D,
the advantage Advp(X;,Y;) is negligible,” where
Advp(X;,Y;) = | Pr[D(X;) = 1] — Pr[D(Y;) = 1]].

This equivalence follows from Proposition 1.8(iv): clearly, Advp(X;,Y;) < A(D(X;); D(Y:));
moreover, for any distinguisher D, one obtains a distinguisher D’ with Advp/(X;,Y;) =
A(D(X;); D(Y;)) by defining D'(v) = 1 if and only if D(v) € W, where W is any set maxi-
mizing | Pr[D(X;) € W] — Pr[D(Y;) € W]|.

In practice, one often uses Boolean distinguishers D with output D(v) € {0, 1}.
EXERCISE 1.3.1 Show Advp(X;,Y:) = A(D(X;); D(Y;)) for any Boolean distinguisher D.

EXERCISE 1.3.2 Show that computational indistinguishability is implied by statistical in-
distinguishability. Hint: use Proposition 1.8(iv), cf. Exercise 1.2.6.

A more formal version of the DDH assumption, stated in terms of computationally indis-
tinguishable distributions, can now be rendered as follows. The DDH assumption is obtained
by letting elements of index set I correspond to groups G, = (g). For i = (g), the size [i] is
defined as the length of the bit string representing (g). The distributions are given by

X = {(¢%,9%,9™) 2,y €r Ln}, “DH triples”
= {(9°,9%,9°) : 2,y,2 €ER Ln, 2 # wY}. “non-DH triples”

8In some cases one can prove that the DH assumption is equivalent to the DL assumption. The DDH
assumption, though, appears to be stronger than the DH assumption. In fact, there exist groups based on
elliptic curves for which the DDH assumption is false, while the DH problem is considered hard. For these
particular groups the DDH problem is actually easy.

A nonnegative family {f; € R}icr of values is called negligible (as a function of |i|) if for every v € N there
exists a ko € N such that for all ¢ € I with |¢| > ko, f; < 1/[i|”, cf. Definition 1.12.



§1.3 Assumptions 15

The DDH assumption is then that X, and Y/, are computationally indistinguishable.
Note that it does not matter whether we take distribution Y, or the related distribution

Y/  given by

(g

Y</9> = {(¢".9".9°) 1 ,y,2 €R Ln}, “random triples”

since these two distributions are statistically indistinguishable. This can be verified as follows,
using Definition 1.6:

AWSY) = 5 (Soyez, [PV = (67,97 6°)] = P! = (g%, g%, °)]|)

S e ez aray | PIY = (9%, 9%, 9%)] = Pr[Y" = (g%, g%, g7)]]
3y ez ey | PIY = (9%, 97, 97)] = Pr[Y' = (9%, 6%, 9°)] \)

= 3 ((n3 — )| st — | + 0?0 - #D

= 1/n.

NI—= NI

Since n is exponentially large, the statistical distance is negligible. By saying that n is
exponentially large, we mean that logan ~ k for some security parameter k. Typically,
k = 256 is recommended for discrete log based cryptography. (For RSA based cryptography,
see also Exercise 1.3.7, k is typically the bit length of the RSA modulus N, e.g., k = 2048
or larger. Note that one cannot simply compare these security parameters across different
cryptosystems.)

Note that the statistical distance between X4 and Y, is given by

AXY) = 5 (XLayeez, | PrX = (47,97, 97)] - Pr[Y = (gx,gy,gz)]\)

S wyecznmay | PIIX = (9%, g%, 9%)] = Pr[Y = (¢°, 9%, 9°)]|
2 yczy atay | PTIX = (9%, 9%, 97)] = Pr[Y = (9%, 9", 97)] \)

= 3 (”2\% = 0]+ (n? =n*)|0 -z D

- 1L

NI—= N

Hence, A(X;Y) is maximal, which is no surprise as X, and Y/, are disjoint. Yet, the
distributions cannot be distinguished from each other, under the DDH assumption. By the
triangle inequality for statistical distance, it follows that

AX;Y) > AX;Y) - AY;Y ) =1-1/n,
hence also the distance between X, and Y<’g ) is nonnegligible.

EXERCISE 1.3.3 Check that actually A(X;Y')=1—1/n.

1.3.3 RANDOM SELF-REDUCIBILITY

The following notion of random self-reducible problems is sufficiently general for our purposes.
Recall that one commonly refers to the input of a problem and a corresponding output as a
(problem) instance and its solution.
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DEFINITION 1.14 A problem is called (perfectly) random self-reducible if any in-
stance I of the problem can be solved by these three steps:

1. Transform instance I into a uniformly random instance I’.
2. Solve instance I'.
3. Extract the solution for I from the solution for I'.

Only steps 1 and 3 are required to run in polynomial time.

For cryptographic purposes, it is a good sign if a presumably hard problem is random
self-reducible. In that case, it is excluded that even though the problem is hard in the worst
case, the problem is actually easy on the average. To see why, consider a random self-reducible
problem and suppose that the problem is easy on the average. Then there cannot be any hard
instances at all, since any such instance can be solved by solving a transformed, uniformly
random instance due to random self-reducibility.

PROPOSITION 1.15 Any random self-reducible problem that is hard in the worst case is
also hard on the average.

It is reassuring that the standard discrete log and Diffie-Hellman problems are all random
self-reducible, where these problems are formulated as follows, for any group (g) of order n:
DL problem: compute x, given ¢g* with = € Z,,.

DH problem: compute ¢g*¥, given ¢*, ¢¥ with x,y € Z,.
DDH problem: distinguish ¢*¥ from g7, given ¢*, ¢¥ with z,y,z € Z,,, z — zy € Z;,.

Note that for n prime the DDH problem corresponds to distinguishing the (disjoint) distri-
butions Xy = {(9%,9%,9") : 2,y €r Zn} and Yy = {(9",9",9°) : ©,Y, 2 €R Ln, 2 # Ty}, a8
explained in Section 1.3.2.

The above problem formulations allow for arbitrary—potentially, worst-case—problem
instances. In cryptography, however, we generally need to allow for random problem instances,
cf. the hardness assumptions in Definitions 1.9-1.11. The following proposition implies that
these assumptions are not stronger than their worst-case cousins.

PROPOSITION 1.16 The DL, DH, and DDH problems are random self-reducible.
PROOF For the DL problem, any given instance h = ¢g* with z € Z,, is solved as follows:

1. Transform A into a uniformly random instance h’ = hg" with u €g Z,.
2. Solve instance b’ yielding x' = log, h'.
3. Extract the solution as x = log, h = 2’ — v mod n.
Clearly, b/ is distributed uniformly on (g).
For the DH problem, any given instance I = (g%, ¢¥) with x,y € Z, is solved as follows:
1. Transform I into a uniformly random I’ = (gxl, gy/) = (¢%gt, gYg") with t,u €Eg Zy,.
2. Solve instance I’ yielding g%’V = gletty+u) — grytauttyttu,

3. Extract the solution as ¢*¥ = ¢*¥' /((¢%)*(g¥)!g™™).
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Note that indeed the pair (¢, g¥') is distributed uniformly on (g) x (g).

For the DDH problem, random self-reducibility amounts to transforming each triple given
as input to the Boolean distinguisher into a uniformly-random triple of the “same type.”
Given any instance I = (g%, ¢¥, g*), we do so as follows:

L. Transform I into I" = ((¢%)°g", 9%g", (9°)°(¢*)*"(¢¥)"¢"") with s €g Z}, and t,u €g Zp.
2. Solve instance I’ yielding bit ¢'.
3. Output b=1"V".

First, note that s €g Z; can be generated in polynomial time by testing on average n/¢(n) =
O(loglogn) uniformly random values s € Z,, until ged(s,n) = 1; see also Section 1.2.1.
Next, let I’ = (gx/,gy/, gZ/). Then instances I and I’ are of the same type as

2 =2y =zs+wsu+yt +tu— (zs+t)(y+u) = (2 — xy)s,

hence z = zy if and only if 2/ = 2y/, using that s € Z.

Furthermore, if z = xy, triple I’ is uniform among all DH triples (gx/, qv, gz/y/), indepen-
dent of I. That is, for any values v, w € Z,:

/ / / ]‘
Priz’ = v,y =w, 2 =vw] = —.
n

Similarly, if z — xy € Z, then s,t,u are determined uniquely by s = (2/ — 2'y") /(2 — zy),
t =2’ —xs, and v = ¢/ —y, implying that I’ is uniform among all non-DH triples (¢*', ¢¥', g% )
with 2/ — 2y € Z?, independent of I as well. That is,

T — oW 1
Pr[z’ =v,¢ =w,7 =r] =Pr[s = Jdt=v—zs,u=w—y| = ,
[ Y ] [ Pp—— Yl S
for any values r,v,w € Z, with r —vw € Z. ]

We will often use the following variants of the discrete log and Diffie-Hellman problems:

DL* problem: compute x, given g* with x € Z; .

DH* problem: compute g™, given ¢*, ¢¥ with x € Z} and y € Z,.

DH" problem: compute g™, given ¢, ¢¥ with z,y € Z.

DDH* problem: distinguish ¢*¥ from g¢*, given ¢*,¢¥ with x € Z}, y, 2 € Zy,, z — xy € Zy,.
DDH** problem: distinguish ¢*¥ from g7, given ¢*, ¢¥ with x,y,z € Z, z —zy € Z;.
Since Z; = Zy \ {0} in the common case that the group order n is prime, the only differ-
ence with the basic problems is that 1 € (g) is not a valid input anymore in some cases.
Using slightly different transformations, each of these variants can be seen to be random

self-reducible as well, except that for the DDH** problem we need to assume that the prime
factorization of n is given.

EXAMPLE 1.17 It is easy to see that the DL* problem is random self-reducible as follows.
Given any instance h = g* with x € Z, (hence, h € (g)*):

1. Transform h into a uniformly random instance h' = h* with u € Z,.

2. Solve instance h' yielding x" = log, h'.
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3. Extract the solution as x = log, h = ' /u mod n.

This time h' is distributed uniformly on {(g)*.

As an alternative approach, the transformation used for the DL problem in the proof
of Proposition 1.16 can also be used here. In this case, one tests in addition in step 1 if
ord(h') = n to make sure h' is a valid input in step 2 satisfying h' € (g)*, cf. Exercise 1.2.3.
However, to ensure that the test ord(h’) = n can be evaluated efficiently, we assume that we
know the prime factorization of n. Then, given any instance h = g* with x € Z),:

1. Transform h into a uniformly random instance h’ = hg" with u € Z,, until ord(h’) = n.
2. Solve instance h' yielding x" = log, h'.
3. Extract the solution as x = log, h = 2’ — v mod n.

In step 2, I/ is distributed uniformly on (g)* as required. To see that the (expected) running
time of step 1 is polynomial in the size of n, we note that on average n/¢(n) = O(loglogn)

*

uniformly random h' € (g) are needed to find one h' € (g)*.

EXERCISE 1.3.4 Show that (a) the DH* problem is random self-reducible, and (b) the DH**
problem is random self-reducible.

EXERCISE 1.3.5 Show that (a) the DDH* problem is random self-reducible, and (b) given
the prime factorization of n, the DDH** problem is random self-reducible. Hints: for both
parts use three random numbers for the transformation in step 1, s,t €r Z; and u €r Zy;
for part (b), also test for invalid inputs, in the same way as at the end of Example 1.17.

EXERCISE 1.3.6 Show that the following problems are random self-reducible for any group
(g) of order n:

(a) given ¢g* with = € Z,, compute ng;
(b) given ¢* with = € Z*, compute g'/%;
(
(
(

c) given g%, ¢¥ with x,y € Z;, compute g*ly:

e) given ¢* with x € Z;, compute gxg;

)
)
)
d) given g%, g¥ with z € Z,, y € Z,, compute gx/y;
)
(f) given g””,g"*“2 with x € Z,,, compute gx3;

)

() given g%, g¥ with z,y € Z,, compute ¢g@+¥)°;

(h) given ¢*, ¢¥ with z,y € Z,,x — y € Z}, compute gt/ @=y),

EXERCISE 1.3.7 Let N = pgq be an RSA modulus, that is, p and ¢ are large, distinct primes
of bit length k, for some integer k. Let integer e > 1 satisfy ged(e,p(N)) = 1, where
$(N) = (p—1)(g—1). The RSA problem is to compute z = '/ mod N given y € Z. Show
that the RSA problem is random self-reducible.

EXERCISE 1.3.8 Let N be an RSA modulus as above. Let Jy = {y € Z} : (y| N) = 1}
denote the set of all integers in Z}, with Jacobi symbol 1. The Quadratic Residuosity (QR)
problem is to decide whether a given y € Jy is a quadratic residue modulo N or not, that
is, whether y € QRy, where QRy = {y € Z} : Jpezs,y = 2?2 mod N}. Show that the QR
problem is random self-reducible.
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1.3.4 RANDOM ORACLE MODEL

Many protocols make use of cryptographic hash functions, commonly defined as hash functions
with some specific security requirements.

DEFINITION 1.18 A function H : {0,1}* — {0,1}*, mapping bit strings of arbitrary length
to bit strings of a fixed length k, k > 0, is called a hash function. Function H is called a
cryptographic hash function, if it is easy to compute H (x) given any string x, and one or
more of the following requirements are satisfied:

e preimage resistance (one-wayness): given a k-bit string y, it is hard to find a bit
string x such that H(z) = y.

e 2nd-preimage resistance (weak collision resistance): given a bit string x, it is
hard to find a bit string x’ # x such that H(z') = H(z).

e collision resistance (strong collision resistance): it is hard to find a pair of bit
strings (x,x') with x # x’ such that H(x) = H(z').

In general, collision resistance implies 2nd-preimage resistance, but collision resistance
need not imply preimage resistance. In practice, however, cryptographic hash functions usu-
ally satisfy all three requirements.

Practical examples of cryptographic hash functions are MD5, SHA-1, SHA-256, with
output lengths k& = 128, k = 160, and k = 256, respectively.'’ If collision resistance is not
required, one may truncate the outputs by discarding, e.g., the last k/2 bits; the resulting
hash function is still preimage resistant.

To prove anything useful on the security of protocols employing hash functions one com-
monly uses the so-called random oracle model. In this model, a cryptographic hash func-
tion is viewed as a random oracle, which when queried will behave as a black box containing
a random function H : {0,1}* — {0,1}*, say. If the oracle is queried on an input value z, it
will return the output value H(x). As a consequence, if the oracle is queried multiple times
on the same input, it will return the same output value, as ‘H is a function. Moreover, if one
observes the distribution of the output value for different input values, the distribution will
be uniform, as H is a random function.

Note that the use of the random oracle model is a heuristic! If we prove a protocol secure
in the random oracle model, it does not follow that the same protocol using, e.g., SHA-256
as its hash function is secure, since SHA-256 is simply not a random function.''

Thus, the practical upshot of the random oracle model is that a protocol proved secure
in it can only be broken if the attacker takes into account special properties of the concrete
hash function used.

The following proposition confirms that finding collisions is indeed easier than finding
(2nd-)preimages.

0The first collisions for MD5 and SHA-0 were reported in August 2004. Collisions for SHA-1—which differs
from SHA-0 only in the addition of 1-bit rotations to the block expansion—were not reported until February
2017. See Mathematica notebook CryptographicHash-Collisions.nb for these concrete collisions.

1Tt is even possible to construct protocols that can be proved secure in the random oracle model, but are
insecure when used with some concrete hash function. Yet, these “counterexamples” are not realistic. See also
Exercise 5.4.1.
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PROPOSITION 1.19 Let H be a cryptographic hash function, which we view as a random
oracle. Let £ be an (unlimitedly powerful) adversary that makes at most t hash queries.

(i) Lety € {0,1}* be given. The probability that £ finds a preimage x such that H(x) =y
is at most t/2%.

(ii) Let x € {0,1}* be given. The probability that £ finds a 2nd-preimage x’, 2/ # x, such
that H(z') = H(x) is at most t/2".

(iii) The probability that £ finds a collision (z,x'), © # 2/, such that H(z) = H(z') is at
most t2 /2%,
PROOF Without loss of generality, assume all hash queries are distinct.
(i) For each hash query, the probability of an output equal to y is exactly 27%.

(ii) Let y = H(z). For each hash query on inputs different from z, the probability of an
output equal to y is again exactly 2%,

(iii) Write m = 2*. If t > /m, then the bound is immediate. So assume ¢ < y/m. For hash
queries on inputs x1,...,x:, the probability of at least one collision is equal to

1—m(m—1)(m—2)---(m—t+1)/m'.
This probability is bounded above by
1= =1/m)(1=2/m)---(1=(t—1)/m)

< 1- e~ 2/me—4/m  =2(t=1)/m
= 1 — e tlt=1)/m

< 1—(1—t{t—1)/m)

— {t—1)/m

< t*/m,

using that 1 — 2 > e 2% for 0 < z < 3/4 and that e > 1+ z for all z € R.
O

EXERCISE 1.3.9 See the proof of Proposition 1.19(iii). Show that the upper bound for the
probability of finding at least one collision is almost tight by showing that this probability is
bounded below by 1t(t — 1)/m, for t < \/m.

There are numerous further requirements that can be demanded of a cryptographic hash
function beyond what is stated in Definition 1.18. In general, any deviation from what can
be statistically expected of a random function should be absent or unlikely, and in any case it
should be infeasible to exploit such statistical weaknesses. By definition, the random oracle
model is robust w.r.t. such additional requirements. For example, partial preimage resistance
(or, local one-wayness) basically states that given a k-bit string y it is hard to find (partial)
information about any input x satisfying H(z) = y. Many applications of hash functions,
such as the bit commitment scheme of Section 3.2.1, rely on this requirement rather than
the (much weaker) requirement of preimage resistance. Clearly, partial preimage resistance
also holds in the random oracle model, in which each hash value is, by definition, statistically
independent of the input value.
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EXERCISE 1.3.10 Let H be a preimage resistant hash function. Show that partial preimage
resistance is strictly stronger than preimage resistance, by constructing a preimage resistant
hash function H' (from H) which is not partial preimage resistant.

EXERCISE 1.3.11 Suppose one demands of a hash function H that it is hard to find a pair
of bit strings (z, ') satisfying H(xz) = H(2'), where 5 denotes the bitwise complement of bit
string s. Analyze the probability that an adversary £ making at most ¢ hash queries finds
such a pair, where H is viewed as a random oracle.

EXERCISE 1.3.12 Let y = H?(z), where 2 € {0,1}*. Let £ be an adversary that, given y
only, makes ¢ hash queries on distinct inputs 1, ...,2; € {0,1}*. View H : {0,1}* — {0,1}*
as a random oracle to show that £ finds a preimage of y with probability ezractly equal to
€(2 — €), with € = ¢/2F. Also, argue why there is no contradiction with Proposition 1.19(i)
even though €(2 —¢€) > e.

1.4 BIBLIOGRAPHIC NOTES

Most of the notions covered in this chapter have become standard, and are widely used
in cryptography. The particular variants of the discrete log and Diffie-Hellman problems
introduced in Section 1.3.3 are among the exceptions, as these are usually studied for the case
that n is prime only. Our study of the (perfect) random self-reducibility of these problems
was motivated by the need for some additional exercises, but is believed to be of independent
interest as well. The Schemmel totient function [Sch69], presented in Section 1.2.1, turns
out to play a role in the analysis of the random self-reducibility of our DDH** problem, cf.
Exercise 1.3.5(b).

Below, we highlight a few of the more recent developments.

The DL assumption has been known for a long time, and nowadays many groups have
been identified for which the DL problem is assumed to be hard. As for the examples given
in the text, we note that Z; and F (Example 1.3) are classical instances. The particular
advantages of using a (prime) order p’ subgroup of Z: (Example 1.4) were identified by
Schnorr [Sch91], noting that p’ can be much smaller than p (e.g., p should be of length at
least 2048 bits to counter index-calculus methods, whereas for p’ a length of 256 bits suffices
to counter Pollard’s rho method). The use of elliptic curves for cryptography (Example 1.5)
was proposed independently by Koblitz [KKob87] and Miller [Mil86].

The DH assumption was part of the seminal paper by Diffie and Hellman [DH76] in-
troducing the basic ideas of asymmetric cryptography. The explicit statement of the DDH
assumption was only identified years later (first in [Bra93]), and is now known to be equivalent
to the semantic security of the ElGamal cryptosystem (see Section 2.1.4). The fact that the
DDH problem is random self-reducible was found independently by [Sta96] and [NRI7]. See
also [Bon98] for an overview of the DDH assumption.

The notions of indistinguishability and their use in cryptography date back to the early
1980s, with the papers by Yao [Yao82b] and Goldwasser and Micali [GM84] playing a major
role in this respect.

The notion of random self-reducibility was introduced in the context of various crypto-
graphic primitives [AL83, TW8T7]; it also plays a role in complexity theory. We have used a
limited form of random self-reducibility, which suffices for our purposes (see Definition 1.14).
More generally, random self-reducibility may comprise solving multiple (polynomially many)
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random instances I, I, ... in order to solve a given instance I, where these instances may
even be determined adaptively (e.g., when I}, is computed as a function of I and the answer
for I7); see, e.g., [FF93].

The idea and use of the random oracle model was first elaborated in [BR93], thereby for-
malizing the use of hash functions in common constructions such as the Fiat—Shamir heuristic
(see Section 5.4). Many papers have employed the random oracle model since. Additional
requirements for hash functions such as partial preimage resistance are considered throughout
the literature; e.g., see [MOV97, p. 331], which also mentions noncorrelation (of input bits
and output bits) and near-collision resistance as specific requirements. The hash collisions
mentioned in footnote 10 are published in [WY05, BCJT05, SBK17], respectively.



CHAPTER 2

Key Exchange Protocols

2.1 DIFFIE-HELLMAN KEY EXCHANGE

2.1.1 BASIC PROTOCOL

The Diffie-Hellman key exchange protocol enables two parties A and B to arrive at a shared
key K by exchanging messages over a public channel. Key K remains unknown to any
eavesdropper.

The protocol runs as follows. Suppose parties A and B have agreed upon a group G,, = (g),
where we require n to be prime. Party A picks a value z4 € Z; uniformly at random, and
sends hg = g"4 to party B. Similarly, party B picks a value xg € Z; uniformly at random,
and sends hg = ¢*8 to party A. Upon receipt of hg, party A computes key K5 = h%“.
Similarly, party B computes key Kpq = hff.

Clearly, K = Kap = Kpu is a shared key for A and B, which means (i) that it is the
same for A and B, and (ii) that it is a private key (only known to A and B), and (iii) that
the key is actually equal to g*A®5, hence uniformly distributed.

EXERCISE 2.1.1 Explain what happens if the secret exponents x 4 and xp are chosen from
Zy, instead of Z}. Confirm your findings by computing the statistical distance A(K; K’),
where K = ¢*A%B with x 4,23 €r Z) and K' = g*A%5 with x4, x5 €ER L.

2.1.2 PASSIVE ATTACKS

A passive attacker (eavesdropper) learns the values hy = g®4 and hp = ¢g*8. Under the DL
assumption (Definition 1.9) it is hard to determine x4 and zp from h4 and hg, respectively.
However, this does not guarantee that the value of K = hff cannot be determined given just
ha and hg. To exclude this possibility we need the DH assumption (Definition 1.10).

A stronger assumption is needed to ensure that an eavesdropper does not learn any in-
formation whatsoever on K. In general, an eavesdropper may learn some partial information
on K, while full recovery of K is infeasible. For example, an eavesdropper might be able to
determine the parity of K, viewing K as an integer, which would mean that the eavesdropper
learns one bit of information. To exclude such possibilities we need the DDH assumption
(Definition 1.11). We will now make this more precise.

First we argue why we require n to be prime. Suppose n is composite, say n = 2p’, where
p’ is an odd prime. For any element h € (g), we have ord(h) € {1,2,p’,2p'} and ord(h) is
easily computed. We have the following table, where each case occurs approximately with

23
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probability 1/4:

ord(h4) ord(hg) ‘ ord(K)

P P p'
P 2p’ P
2p P 24
2p 2p' 2p

Hence, the order of the key K is biased, as Prlord(K) = p'] ~ 3/4 and Prjord(K) = 2p/] ~ 1/4.
If K would be generated uniformly at random in (g), then we would have Pr[ord(K) = p'] =
Prlord(K) = 2p/] = 1/2.

Such a slight deviation in the distribution of K seems innocent. However, suppose key
K is used to encrypt a 1-bit plaintext, say M €gr {0,1}, using C = gMK as ciphertext
(similar to one-time pad encryption). In that case, an eavesdropper would compute ord(C).
If ord(C) = p/ then M = 0 is most likely, and if ord(C') = 2p’ then M =1 is most likely.

EXAMPLE 2.1 Take (g) = Z,, as in Example 1.3, and suppose p—1 = 2p', where p' is prime.
Recall that the even powers of g are quadratic residues modulo p and that the odd powers of
g are quadratic nonresidues modulo p. Hence, Z; = QR,U QR,,, where

QR,=(Z;)* ={L.g*...g" %}, QR,={9.9°....¢" '}.

Note that 1 € QR,, and —1 = ¥ € QR,. Furthermore, all elements of QR,,\ {1} are of order
p" and all elements of QR, \ {—1} are of order 2p’.
We then have the following table:

ha hg | K
QR, QR,| QR,
QR, QR,| QR,
QR, QR,| QR,
QR, QR,| QR,

If a plaintext M €p {0,1} is encrypted as C = g™ K, then we get that Pr[gM ¢ QR, | C €
QR,] = Pr[K € QR,] = 3/4 and also that Pr[g™ € QR, | C € QR,] = Pr[K € QR,] = 3/4.
Hence, M = 0 is most likely if C € QR,, and M =1 is most likely if C € QR,,.

By actually computing ord(K) from ord(h4) and ord(hs), one can see that ord(g™) hence
M itself can be determined from ord(C') in case n = 2p’. See also Exercise 2.1.5.

EXERCISE 2.1.2 Argue that the DDH assumption is false when n contains a small prime
factor.

The simplest and most efficient way to guarantee that n contains no small prime factors
is to require that n itself is a sufficiently large prime. As an additional benefit, we have that
Zy, is a field (rather than a ring)!

We now wish to show that if an eavesdropper would be able to determine any partial
information on key K, then we would get a contradiction with the DDH assumption. For the
scope of these lecture notes, we show this for a limited scenario only.

We consider balanced functions f : (g) — {0,1}, for which the a priori probabilities
satisfy Pr[f(u) = 0] = Pr[f(u) = 1] = 1/2 for u € (g). Now, suppose there exists an
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attacker £ (which is a p.p.t. algorithm) and a balanced function f for which Pr[€(ha, hp) =
f(K)] > 1/2+¢, for some nonnegligible value €. Then, the claim is that we have the following
distinguisher D for DDH:

z o ) L iEE(g"gY) = f(g°),
D" 6",97) = { 0. ifE(g".g") # (5.

By the above assumption on &£, we have that Pr[D(ha,hp, K) = 1] = Pr[E(ha,hp) =
f(K)] > 1/2 + €. On the other hand, we have that Pr[D(h4, hg, g%) = 1] = Pr[E(ha, hg) =
f(g*)] = 1/2, since for random z the value of f(¢g*) will be distributed uniformly on {0,1},
independently of the values of hy4, hp. Hence, the advantage for D is bounded below by
1/2 4+ € — 1/2 = €, which is nonnegligible. This contradicts the DDH assumption (Defini-
tion 1.11).

EXERCISE 2.1.3 Extend the above analysis to the case that the a priori probabilities are
given by Pr[f(u) = 0] = pp and Pr[f(u) = 1] =p1 =1 — po.

2.1.3 A PRACTICAL VARIANT

We now consider the Diffie-Hellman protocol as above, except that the key K is defined as
follows:
K = H(g"™"),

where H is a cryptographic hash function. Clearly, both parties are still able to compute K
by first computing g*A*8 and then applying H. A practical choice for H is the standardized
SHA-256 hash function.

The reason for using a hash function H is that even though g*A*8 will have a sufficient
amount of entropy, it cannot be simply used as an AES key, for example. The value of g*A*58
will be uniformly distributed on the group elements in (g) \ {1}, but usually a redundant
representation is used for the group elements. For example, if (g) is a subgroup of Z;,
then elements of (g) are usually represented as bit strings of length [logs(p + 1)], while the
order of (g) can be much smaller than p. The use of a cryptographic hash function is a
practical way to remove this redundancy. The result will be a random bit string as long as
the order of the group n sufficiently exceeds 2¥, where k denotes the output length of H, i.e.,
H :{0,1}* — {0,1}*.

We now argue that the resulting protocol is secure against passive attacks, assuming the
DH assumption (Definition 1.10) and the random oracle model (Section 1.3.4). As above, we
do so for a limited case, where we show that for any balanced function f : {0,1}* — {0,1}
and for any p.p.t. attacker £ that Pr[€(ha,hp) = f(K)] < 1/2 + ¢, for some negligible value
€.

Without loss of generality, assume £ queries the random oracle H on unique inputs only.
Let L denote the event that £ queries H on ¢g*A%5,

Pr[€(ha, hp) = f(K)]
Pr(€(ha; hp) = f(K) | L] Pr[L] + Pr[€(ha; hp) = f(K) [ 2L] Pr[=L]

< Pr[L] + Pr[€(ha, hs) = f(K) | ~L] Pr[=L]
= Pr[L] + 3(1 —Pr[L])
= 5+ PrlL],
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using that Pr[€(ha, hp) = f(K) | -L] = 1/2, since € has no information on K = H(g"A"8)
if it does not query H on ¢gFA*5,

It remains to bound Pr[L]. We show that Pr[L] is negligible under the DH assumption.
Let & be an algorithm that takes h4 and hg as input and runs £ as a subroutine on these
inputs, while recording all H queries made by £. When & halts, £’ picks one of the inputs used
by £ in an H query at random, and returns this value as output. Clearly, £ is a probabilistic
polynomial time algorithm. We then have

Pr(€(ha, his) = g™47%] = Pr[L) /1,

where t denotes the total number of H queries. Since the running time of £ is polynomial, ¢
is polynomial as well. Then, by the DH assumption, we have that Pr[E'(h, hg) = g"A"8] is
negligible, hence that Pr[L] is negligible.

EXERCISE 2.1.4 Extend the above analysis to the case that the a priori probabilities are
given by Pr[f(u) = 0] = pp and Pr[f(u) = 1] =p; = 1 — po.
2.1.4 ASIDE: ELGAMAL ENCRYPTION

Recall that the ElGamal cryptosystem is defined as follows, given a security parameter k.

Key generation. Pick a group (g) at random among all groups of “size” k. Let n denote
the order of g. Next, pick « €r Z7. The private key is x, the public key is h = g*.

Encryption. Given a plaintext M € (g), pick u €g Z,. The ciphertext for a public key h is
the pair (g%, h“M).

Decryption. Given a ciphertext (A, B), the plaintext is recovered as M = B/A®, using
private key x.

Note that key generation and encryption are randomized, while decryption is deterministic.
In practice, the group (g) may be shared between many users.

The ElGamal cryptosystem is semantically secure under the DDH assumption. That is,
the ciphertext does not leak any (partial) information on the plaintext.

EXERCISE 2.1.5 Show how to break the ElGamal cryptosystem for (g) = Zj, with p =
2p' + 1, p,p’ both prime. Focus on the case that M € {1, ¢}, and show how to recover M.

A practical variant of the ElGamal cryptosystem is obtained as follows, using a crypto-
graphic hash function:

Key generation. As above.

Encryption. Given a plaintext M € {0,1}*, pick u €g Z,. The ciphertext for a public key
h is the pair (g%, H(h") @ M).

Decryption. Given a ciphertext (A, B), the plaintext is recovered as M = H(A")® B, using
private key x.

This variant is secure under the DH assumption, in the random oracle model. One may think
of H(A") as a one-time pad.
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2.2 AUTHENTICATED KEY EXCHANGE

2.2.1 MAN-IN-THE-MIDDLE ATTACKS

Under the DDH assumption, the Diffie-Hellman protocol is secure against passive attack-
ers. Against active attackers, however, the protocol is completely insecure. While a passive
attacker is restricted to eavesdropping on the communication between A and B, an active
attacker is allowed to manipulate the messages exchanged between A and B at its own liking.
That is, an attacker may delete, inject, and modify messages, cf. Definition 1.2.

In the context of key exchange protocols, the most prominent type of active attack is a
so-called man-in-the-middle attack. Here, the idea is that when A and B engage, say, in an
execution of the Diffie-Hellman protocol, the attacker will replace the values h4 and hg by
values h'y and hj; of its own choice, respectively. Below, we consider a few examples.

Attack 1. The attacker uses h/y = g and hjz = g, which results in K = h 4 as the “common”
key for A and K = hp as the “common” key for B. These keys will be known to any passive
eavesdropper as well. Note that an event such as h 4 = g does not happen in practice, as such
a particular event occurs with a negligible probability of 1/n only.

Attack 2. The attacker uses b/, = ¢“4 and h); = ¢%5, with x4, 2 €r Zy,. This will go
completely unnoticed to A and B as h'y and hj; follow exactly the same distribution as h4
and hg. At the end of the protocol, A will compute ng‘”% as its “common” key while B will
compute g“4*5 as its “common” key.

This is the standard man-in-the-middle attack, and it constitutes a complete break of the
protocol. The keys used by A and B are not even equal to each other, and both are fully
known to the attacker.

Attack 3. The attacker uses h'y = hag" and hjz = hp, with v €g Z,,. Then A will compute
Kap = g"A*8, while B computes K'yp = gatwrs_ Clearly, these keys are uncorrelated
(hence different from each other, except with negligible probability). However, the attacker
does not know anything about the keys K45 and Ky, except that K’z = K ashj.

Attack 4. The attacker uses h'y = 1/h4 and hy = 1/hs. Then A and B compute as
common key g~ %4%8. Then A and B agree on the common key and the attacker does not
know any information on the shared key. However, the key is different than intended or
expected.

For instance, suppose (g) is a group of points on an elliptic curve (see Example 1.5).
To perform the attack, the attacker only needs to negate the y-coordinate of the points
exchanged by A and B (assuming the curve equation is of the form Y2 = f(X)). As a result,
the y-coordinate of the resulting common key is negated.

EXERCISE 2.2.1 Consider the two protocols of Figure 2.1 between parties A and BB connected
by an insecure communication channel: protocol I for sending a plaintext M € (g)* securely
from party A to party B, and protocol II for sending a plaintext b € {0,1} securely from
party A to party B. The object of both protocols is that the plaintext remains completely
hidden from other parties than A and B, and that the plaintext cannot be modified by other
parties than A or B.
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FIGURE 2.1: Three-pass encryption?

First, verify that M’ = M and o/ = b if A and B follow protocols I and II, respectively.
Next, determine for protocol I whether it is secure against passive attacks, and whether it is
secure against active attacks. If secure, describe the relevant computational assumption (if
any); if insecure, show an attack. Then, do the same for protocol II.

2.2.2 A PROTOCOL USING DIGITAL SIGNATURES

The Diffie-Hellman protocol only withstands passive attacks. A first, but general, idea to
obtain a key exchange protocol withstanding active attacks is to authenticate the commu-
nication between A and B. For instance, we may assume that A and B know each other’s
public keys in a digital signature scheme.

There are many solutions to this problem, but only few have been proved correct. We will
not give a formal security analysis at this point.

The protocol is as follows. Party A picks x4 € Z; uniformly at random, and sends
ha = g*4 along with a signature on (hu,B) to party B. Similarly, party B picks xp € Z
uniformly at random, and replies with hg = ¢"8 along with a signature on (h4, hg,.A) to
party A. As before, the agreed upon key is K = gTA%5B,

A protocol of this type is secure under the DDH assumption, also assuming that the digital
signature scheme is secure.

2.2.3 A PROTOCOL USING PASSWORD-BASED ENCRYPTION

Suppose no digital signature scheme is available. However, suppose parties A and B share a
password, which is a relatively small secret.

Let E: {0,1}* x (g) — (g) be an encryption algorithm that takes as input a password w
and a plaintext M and produces as output a ciphertext E,,(M). Let D : {0,1}* x (g) — (g)
be the corresponding decryption algorithm such that Dy, (E,(M)) = M for all passwords w
and plaintexts M.

The protocol is as follows. Party A picks x4 € Z; uniformly at random, and sends
E(ha), where h g = g™, to party B. Similarly, party B picks xg € Z} uniformly at random,
and replies with Ey,(hg), where hy = ¢*8. Party A decrypts Ey(hg) to recover the value
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of hg = Dy (Ey(hg)). Similarly, party B recovers the value of h 4, using w. As before, the
agreed upon key is K = gFA*B,

An eavesdropper who wants to guess the password sees E,,(h4) and E,,(hp). These values
do not give any information on the password w, since h4 and hg are random and unknown
to the eavesdropper.

An active attacker may try a candidate password w’ by sending a value E,,(h4) on behalf
of A. When the attacker succeeds, it guessed the password correctly. However, the best
the attacker can do is trying all passwords one by one. The attacker cannot do an off-line
dictionary attack.

2.3 BIBLIOGRAPHIC NOTES

The Diffie-Hellman key exchange protocol is from the seminal paper by Diffie and Hell-
man [DH76], in which the other fundamental notions of public key cryptography, namely
asymmetric cryptosystems and digital signature schemes, were also introduced. The inti-
mately related ElGamal cryptosystem—sometimes called Diffie-Hellman encryption for that
reason—was introduced by ElGamal in [EIG85], together with a secure digital signature
scheme based on a discrete log assumption. Originally, these results were formulated for the
group Zj, only (cf. Example 1.3), but the generalization to any finite cyclic group is easy.

Many ways have been proposed to extend the basic Diffie-Hellman protocol to an au-
thenticated key exchange protocol. The approach of Section 2.2.2 is rather generic, and
leads to provably secure protocols for various settings (see, e.g., Shoup’s paper [Sho99], which
introduces several models for (authenticated) key exchange protocols and formally analyzes
various instances of such protocols). The approach of Section 2.2.3, which allows for password-
based authentication rather than strong authentication, is known as EKE (Encrypted Key
Exchange) and is due to Bellovin and Merritt [BM92].

Key exchange and similar protocols are probably the most widely studied and applied
type of protocol in cryptography. For instance, the book by Boyd and Mathuria [BMO03]
contains over 150 protocols for authentication and key establishment—which is still far from
exhaustive as noted by the authors.

Protocol I in Figure 2.1 is known as Shamir’s no-key protocol and also as Shamir’s three-
pass protocol (cf. [MOV97, Section 12.3)).
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Commitment Schemes

The functionality of a commitment scheme is commonly introduced by means of the following
analogy. Suppose you need to commit to a certain value, but do not want to reveal it right
away. For example, the committed value is a sealed bid in an auction. One way to do this
is to write the value on a piece of paper, put it in a box, and lock the box with a padlock.
The locked box is then given to the other party, but you keep the key. At a later time, you
present the key to the other party who may then open the box, and check its contents.

An immediate application of commitment schemes is known as “coin flipping by tele-
phone.” Two parties, say A and B, determine a mutually random bit as follows. Party A
commits to a random bit by €r {0,1} by sending a commitment on b4 to party B. Party
B then replies by sending a random bit by €r {0,1} to A. Finally, party A opens the
commitment and sends by to B. Both parties take b = b4 @ bg as the common random bit.

If at least one of the parties is honest, the resulting bit b is distributed uniformly at
random, assuming that 4 and B cannot cheat when revealing their bits. Note that party
B sees the commitment of A before choosing its bit by, so no information on bit b4 should
leak from the commitment on by4. Similarly, party A could try to influence the value of the
resulting bit b (after seeing the bit bg) by opening the commitment on b4 as a commitment
on 1 —by. Clearly, party A should not be able to “change its mind” in such a way!

Generating mutually random bits is a basic part of many protocols. Commitments are
used as an auxiliary tool in many cryptographic applications, such as zero-knowledge proofs
and secure multiparty computation.

3.1 DEFINITIONS

A commitment scheme consists of two protocols, called commit and reveal, between two
parties, usually called the sender and the receiver. In many cases, the protocols commit and
reveal can be defined in terms of a single algorithm, requiring no interaction between the
sender and receiver at all. Such commitment schemes are called noninteractive.

DEFINITION 3.1 Let commit : {0,1}* x {0,1}* — {0,1}* be a deterministic polynomial
time algorithm, where k is a security parameter. A (noninteractive) commitment scheme
consists of two protocols between a sender and a receiver:

Commit Phase. A protocol in which the sender commits to a value x € {0,1}* by com-
puting C' = commit(u, ), where u €g {0,1}*, and sending C to the receiver. The
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receiver stores C for later use.

Reveal Phase. A protocol in which the sender opens commitment C' = commit(u,x) by
sending u and x to the receiver. The receiver computes commit(u, x) and verifies that
it is equal to the previously received commitment.

In the special case that the committed value is a bit, that is, € {0, 1}, one speaks of a
bit commitment scheme. The security requirements for a bit commitment scheme are the
following.

The commitment must be binding, i.e., for any adversary £, the probability of generating
u,u’ € {0,1}* satisfying commit(u,0) = commit(u’, 1) should be negligible (as a function
of k). Furthermore, the commitment must be hiding, i.e., the distributions induced by
commit(u,0) and commit(u, 1) (with u € {0, 1}*) are indistinguishable.

Moreover, one makes the following distinctions. A commitment scheme is called com-
putationally binding if the adversary &£ is restricted to be a p.p.t. algorithm. If no such
restriction is made (in other words, the adversary may be unlimitedly powerful), the scheme
is called information-theoretically binding. Similarly, if the distributions induced by
commit(u,0) and commit(u,1) are computationally indistinguishable the scheme is called
computationally hiding and the scheme is called information-theoretically hiding if
these distributions are statistically (or even perfectly) indistinguishable.

The security properties are easily extended to the case that x is an arbitrary bit string.

Note that the above security requirements only cover attacks by either the sender or the
receiver. For example, suppose party A acts as the sender and party B acts as the receiver,
and A sends a commitment C' to . Then there is no guarantee that B will notice if an
attacker replaces C' by a commitment C' = commit(v’, z’) during the commit protocol, and
replaces u,r by v/, 2z’ during the reveal protocol. Such attacks may be stopped by using an
authenticated channel between A and B.

3.2 EXAMPLES

3.2.1 USING A CRYPTOGRAPHIC HASH FUNCTION

Given a cryptographic hash function H, one obtains a bit commitment scheme simply by
defining, for z € {0,1}:

commity(u, z) = H(u || z),

where u € {0, 1}*.

Collision-resistance of H guarantees that the committer cannot (efficiently) prepare u, x
and v/, 1 —z with H(u || 2) = H(v' || 1 — z). Hence, the scheme is binding.

Preimage resistance of H is necessary but not sufficient to guarantee that the value of x
remains hidden (as well as the value of u). Rather, one needs to assume partial preimage
resistance of H, as briefly discussed at the end of Section 1.3.4. In the random oracle model,
the scheme is hiding as long as guessing a bit string of k + 1 bits is infeasible.

Thus, we conclude that the scheme is computationally binding and computationally hid-
ing. Can we do better?
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3.2.2 USING A DISCRETE LOG SETTING

Let (g) be a group of order n, where n is a large prime. Let h €r (g) \ {1} denote a random
group element (such that log, h is not known to any party).
We define the following bit commitment scheme (known as “Pedersen’s commitment
scheme”):
commity (u, z) = g*h”,

where u € Z,." This scheme is computationally binding (under the DL assumption), which
can be seen as follows. Suppose it is computationally feasible to compute u,u’ € Z, such
that commit(u,z) = commit;(u/,1 — z). That means that g“h* = ¢*h'~*, hence that
loggh = (u —u')/(1 —2z). Since u,u’, and z are all known, this means that the discrete log
of h with respect to g would be computed.

On the other hand, the scheme is information-theoretically hiding, since the distribution
of g“h* is statistically independent of the value of x (and hence g* and g“h are perfectly
indistinguishable).

As a complementary bit commitment scheme, one may use the following ElGamal-like
scheme:

commity (u, z) = (g%, h**%),

where u €g Z,. This scheme is information-theoretically binding, since it is easily seen that
there cannot even exist u, u’ € Zj, such that commits(u, z) = commits(u’, 1—2), for x € {0, 1}.

On the other hand, this scheme is computationally hiding, since x can be computed
as follows. Assuming that the DL problem is feasible, one may compute z from a given
commitment commity(u, r) = (4, B), using the formula x = log;, B —log, A. Note, however,
that the DL assumption is not sufficient to guarantee that the scheme is hiding. We need to
use the DDH assumption to ensure the hiding property, as solving for z given commity(u, x)
is equivalent to solving the DDH problem.

Both commitment schemes remain secure when used for x € Z,, instead of = € {0, 1}.

EXERCISE 3.2.1 Analyze the security properties of the schemes commit; and commits for
the case that x € Z,.

EXERCISE 3.2.2 What happens if the receiver knows log, h in scheme commit;? Same
question for scheme commits.

EXERCISE 3.2.3 Discuss the security of the following commitment scheme for values x € (g):
commit(u, x) = gz,

where v € Zy,. Is it binding? Is it hiding?

3.2.3 IMPOSSIBILITY RESULT

A natural question is whether there exists a commitment scheme which is both information-
theoretically binding and information-theoretically hiding. The following informal argument
shows that such a scheme cannot exist.

Consider any bit commitment scheme which is information-theoretically binding. For such
a scheme there cannot exist any u, v’ such that commit(u,0) = commit(u’, 1), because then

u

nterchangeably, Pedersen commitments of the form g®h* are often used as well.
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the (unlimitedly powerful) sender would be able to compute both u and v/, and open the
commitment at its liking. However, if the sender commits to 0, say, using C' = commit(u, 0)
for some w, the (unlimitedly powerful) receiver will notice, by exhausting the finite set of
possibilities, that there does not exist any v’ with C' = commit(u/, 1), hence the receiver
knows that the committed bit must be 0.

3.3 HOMOMORPHIC COMMITMENTS

The basic security requirements for a commitment scheme are that it must be binding and
hiding. Another relevant property of a commitment scheme is that it may be homomorphic.
For the moment we will introduce the homomorphic property by means of an example. Con-
sider Pedersen’s commitment scheme, given by commit; (u,x) = g“h*, where u €g Z,, and
& € Zy. This scheme is additively homomorphic in the sense that:

commity (u, x) commity (v, 2") = commity (u + v, x + 2'),

where the multiplication on the left-hand side is in the group (g) and the additions on the
right-hand side are in Z,. So, the product of two commitments is a commitment to the sum
of the committed values.

Homomorphic properties turn out to be very useful, e.g., for achieving secure multiparty
computation, as we will see later on. As a concrete example, homomorphic commitments
can be used as a building block for secure election schemes: very roughly, during the voting
stage, voters put their votes into homomorphic commitments, and during the tallying stage,
the votes are counted in a verifiable manner by taking the product of all commitments.

EXERCISE 3.3.1 Assume the setting of Exercise 1.3.8. The Quadratic Residuosity (QR)
assumption states that the QR problem is hard.

Let y € Jy denote a quadratic nonresidue modulo N (e.g., y = —1 is a quadratic non-
residue modulo N when N is a Blum integer, that is, N = pg with p = ¢ = 3 (mod 4)).
Consider the following bit commitment scheme:

commit (u, z) = u?y” mod N,

where u €r Z}, and = € {0,1}. In what sense is the scheme binding? In what sense is the
scheme hiding? In what sense is the scheme homomorphic?

3.4 BIBLIOGRAPHIC NOTES

The concept of a commitment scheme emerged in the early 1980s, most notably in the paper
by Blum [Blu82] on “coin flipping by telephone,” which was also used as a motivating example
in the beginning of this chapter. Commitment schemes have been an important cryptographic
primitive ever since.

Pedersen’s commitment scheme first appeared in [Ped92], where it is presented as part of
a noninteractive verifiable secret sharing scheme (see Section 6.2.2).

The impossibility of a commitment scheme which is both binding and hiding in an
information-theoretic sense is folklore.

The commitments of Exercise 3.3.1 correspond to ciphertexts in the Goldwasser—Micali
public key cryptosystem, which was actually the first probabilistic cryptosystem (see [GM84],
where also the notion of semantic security is introduced and proved to hold for this cryp-
tosystem under the QR assumption).
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Identification Protocols

We consider identification protocols between two parties, where one party, called the verifier,
needs to get convinced that the other party, called the prover, is as claimed. A typical
example is when a user wants to gain access to a computer account (secure login), or when
someone needs to enter a secured room.

In general, identification protocols may be based on one or more of the following factors.

o What you are. Biometrics, such as fingerprints, iris scans, etc.
o What you have. Smart cards, SIM cards, or similar hardware tokens.
o What you know. Passwords, PIN codes, secret keys.

In this chapter, we focus on purely cryptographic identification protocols, in which a successful
prover only needs to know some secret key. There are many, many cryptographic constructions
of identification protocols. A general goal is to minimize the computational effort for the
prover and/or the verifier. The security ranges from rather weak for password-based protocols
to strong for zero-knowledge protocols and witness-hiding protocols.

We note that the problem addressed by identification protocols is related to message
authentication (e.g., by means of digital signatures) and also to authenticated key exchange.

Compared to message authentication, an important difference is that there is some notion
of freshness to be fulfilled. On the other hand, compared to digital signatures, there is no such
thing as nonrepudiation: it is not required that the verifier is able to convince an outsider at
a later point in time that a prover indeed successfully identified itself to the verifier. In other
words, it is not a requirement that the prover gets an alibi from engaging in an identification
protocol.

Compared to authenticated key exchange, the problem is easier as there is no requirement
for actually establishing a secure (session) key.

4.1 DEFINITIONS

An identification protocol is actually part of an identification scheme. An identification
scheme consists of two protocols, called registration and identification, between two parties,
called the prover and the verifier.

In a basic symmetric identification scheme, registration will end with both parties sharing
a secret key, which both of them need to store securely. In a basic asymmetric identification
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scheme, registration will end with both parties sharing a public key, for which only the prover
knows the private key. (In more advanced schemes, also the verifier may have a private key.)
A major advantage of asymmetric schemes is that the prover may use its public key with
several, possibly many, verifiers.

We consider attacks on the identification protocol only. Hence, we assume that the regis-
tration protocol is performed in a secure environment. Furthermore, we consider only cryp-
tographic attacks.!

The basic security requirement for an identification protocol is that it stops imperson-
ation attacks, that is, it should be impossible for an attacker to successfully identify itself
as another party. We distinguish several passive and active impersonation attacks.

The main type of passive impersonation attack is eavesdropping on communication be-
tween a prover and a verifier in legal executions of the identification protocol. Another type
of passive attack is a key-only attack for asymmetric schemes, in which the attacker tries to
find the private key from the public key. However, we will not be concerned with key-only
attacks.

A simple form of active impersonation attack is a guessing attack, in which the attacker
poses as the prover and hopes to make the right guesses, without knowing the prover’s secret
key or private key. The success rate of a guessing attack may be increased considerably by
combining it with a cheating verifier attack, in which the attacker poses as a verifier and
hopes to extract some useful information from the prover by deviating from the protocol.

Finally, the attacker may apply a man-in-the-middle attack: an honest prover P thinks
it runs the identification protocol with verifier V* but actually V* relays all messages to a
verifier V who thinks it runs the protocol with P. For example, one may identify itself to
open a certain door X but the attacker will have you open another door Y (while you get the
message that there was some malfunctioning at door X).

The man-in-the-middle attack is reminiscent of the so-called grandmaster chess attack, in
which an amateur chess player tries to increase his or her rating by playing correspondence
chess with two grandmasters at the same time. The amateur chess player will engage in a
chess game with both grandmasters, playing white in one game and black in the other one.
Once started, the amateur simply copies all moves from one grandmaster to the other one.
As a result, the amateur will either win one game and lose the other one, or play two draws.
In any event, the amateur’s rating will increase considerably.

We will be concerned mostly with cheating verifier attacks.

4.2 PASSWORD-BASED SCHEMES

The conventional way to login to a computer is to provide a user-id and a password. Upon
registration it is ensured that the prover gets a unique user-id. The prover is also allowed
to pick a password. During identification, the prover sends the user-id and password to the
verifier.

A password scheme is a symmetric identification scheme, supposed to withstand guessing
attacks. One may think of the password as a random bit string in {0, 1}*. If the password is
human-memorizable, the security parameter k is usually rather small, say k£ < 20. (We will

!Noncryptographic attacks in which one breaks into the prover’s or verifier’s computer to steal or modify
a key are not considered, as such attacks cannot be stopped by purely cryptographic means. Note that for an
asymmetric scheme it is indeed important that the prover’s public key, as stored by the verifier, is authentic.
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not discuss dictionary attacks and related issues.) Clearly, it is possible to withstand guessing
attacks by taking £ = 80, but then the password will be harder to memorize.

A password scheme does not withstand eavesdropping attacks at all. Once the password
is intercepted, the scheme is broken.

4.3 ONE-WAY HASH CHAINS

Lamport’s identification scheme provides a relatively easy way to stop eavesdropping attacks
by using so-called (one-way) hash chains. A hash chain of length ¢ is a sequence of values
z;, 0 < i < ¢, satisfying x;41 = H(x;), for 0 < i < ¢, where H : {0,1}* — {0,1}F is a
cryptographic hash function.

For registration, the prover picks g €p {0,1}*, computes 2, = H*(x¢), and sends z; to
the verifier. Both the prover and the verifier keep a counter ¢, initially ¢ = 0. The prover
stores xq for later use. The verifier keeps a variable v, which is initially set to x,.

For identification, the prover increments counter ¢, computes z,_; = H e_i(:vo) and sends
this value to the verifier. The verifier tests whether H(z,—;) = v. If so, identification is
successful and the verifier increments 7 and sets v = xy_;; otherwise, the verifier discards the
identification attempt.

Lamport’s identification scheme thus requires the prover and the verifier to remain “in
sync” (cf. counter i), but unlike a completely symmetric scheme, the verifier does not need
to store a secret key.

A key-only attack is infeasible (cf. the random oracle model, Section 1.3.4). The scheme
withstands eavesdropping attacks as interception of a value x,_; does not help the attacker
in succeeding in any of the subsequent runs of the identification protocol.

We do not consider active attacks for this scheme.

REMARK 4.1 Hash chains have been considered for applications in which the length of the
hash chain is very large. For such “ultra long” hash chains one takes, for instance, { = 232.

For ultra-long hash chains, the naive implementation in which x,_; is computed from xg
in each run of the identification protocol is not acceptable. Similarly, it is not feasible to store
the entire sequence x;, for i =0,...,£ — 1.

However, using so-called pebbling algorithms it is possible to achieve the following per-
formance. The space complexity is measured as the number of k-bit strings stored, whereas
the time complexity is measured as the number of applications of the hash function H. The
prover uses O(log{) storage, and the verifier uses O(1) storage. For registration the prover
spends O(¥) time, and the verifier needs O(1) time. For each run of the identification protocol,
the prover needs O(log /) time, whereas the verifier needs O(1) time.

4.4 BASIC CHALLENGE-RESPONSE PROTOCOLS

We consider four basic challenge-response protocols. In each of these identification protocols,
the verifier starts by sending a random challenge, which the prover answers by sending a
response, which is then checked by the verifier. The schemes are summarized in Figure 4.1.

We will consider eavesdropping attacks and cheating verifier attacks for each of the
schemes.
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FIGURE 4.1: Four basic challenge-response schemes

4.4.1 USING SYMMETRIC ENCRYPTION

Assume that prover and verifier share a symmetric key K €g {0,1}*. Let Ex denote an
encryption algorithm using key K, and let Dg denote the corresponding decryption algorithm.
Assume for simplicity that Ex, Dy : {0,1}¥ — {0, 1}F.

See Figure 4.1(a). The identification protocol starts with the verifier sending a challenge
¢ €r {0, 1}’“, for which the prover is supposed to return the response r = Ex(c). The verifier
checks that indeed Dg(r) = c.

To withstand eavesdropping attacks an encryption scheme withstanding known-plaintext
attacks must be used. To withstand cheating verifier attacks, the encryption scheme must
withstand adaptive chosen-plaintext attacks.

EXERCISE 4.4.1 Consider the alternative protocol in which the verifier challenges the prover
with ¢ = Ex(M), where M € {0,1}*, and for which the prover is supposed to produce
response r = M. Discuss eavesdropping attacks and cheating verifier attacks for this protocol.

4.4.2 USING SYMMETRIC AUTHENTICATION

Assume that prover and verifier share a symmetric key K € {0,1}*. Let H : {0,1}* —
{0,1}* denote a cryptographic hash function.

See Figure 4.1(b). The identification protocol starts with the verifier sending a challenge
¢ €g {0,1}*, for which the prover is supposed to return the response r = H(K | ¢). The
verifier checks that indeed r = H(K || ¢).
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In the random oracle model, the scheme withstands both eavesdropping and cheating
verifier attacks.

4.4.3 USING ASYMMETRIC ENCRYPTION

Assume that prover and verifier share a public key pk for which the prover knows the pri-
vate key sk. Let E,, denote an encryption algorithm using key pk, and let D, denote the
corresponding decryption algorithm using key sk.

See Figure 4.1(c). The verifier challenges the prover with ¢ = E,, (M) with M €r {0, 1}*,
for which the prover is supposed to produce response r = Dgi(c). The verifier checks that
indeed r = M holds.

To withstand eavesdropping attacks the encryption scheme must be semantically se-
cure. To withstand cheating verifier attacks, the encryption scheme must withstand adaptive
chosen-ciphertext attacks.

4.4.4 USING ASYMMETRIC AUTHENTICATION

Assume that prover and verifier share a public key pk for which the prover knows the private
key sk. Let Sy, denote a signing algorithm using key sk, and let V,,;, denote the corresponding
verification algorithm using key pk.

See Figure 4.1(d). The identification protocol starts with the verifier sending a challenge
c €r {0,1}*, for which the prover is supposed to return the response r = S (c). The verifier
checks that indeed Vj;(c,r) holds, that is, whether r is indeed a signature on message ¢ under
public key pk.

To withstand eavesdropping attacks the digital signature scheme must withstand known-
message attacks. To withstand cheating verifier attacks, the digital signature scheme must
withstand adaptive chosen-message attacks.

4.5 ZERO-KNOWLEDGE IDENTIFICATION PROTOCOLS

The schemes of the previous section are secure when used with sufficiently strong encryption or
authentication schemes. The cost of a digital signature scheme withstanding adaptive chosen-
message attack is quite high, though. In addition, the work for the prover for computing the
response may be costly, in particular considering the work the prover needs to do strictly
after receiving the challenge.

In this section we will consider zero-knowledge identification protocols, which will have
the property that no matter what a cheating verifier does, it will not extract any wuseful
information from the (honest) prover. More precisely, the term “zero-knowledge” refers to
the fact that whatever information the cheating verifier learns from (interacting with) the
prover, that information could have been generated by the cheating verifier on its own—
without interacting with the prover at all. In other words, it is possible to show that the
messages sent by the prover can be (efficiently) simulated without actually involving the
prover. An honest verifier, however, will be convinced that the prover knows the private key,
as required.
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FIGURE 4.2: Schnorr's zero-knowledge protocol

4.5.1 SCHNORR ZERO-KNOWLEDGE PROTOCOL

As a first example of a zero-knowledge protocol we consider Schnorr’s protocol for proving
knowledge of a discrete logarithm. We will describe the protocol somewhat informally at this
point, as Schnorr’s protocol and similar protocols will be revisited extensively in the next
chapter.

Let (g) be a group of order n, where n is a large prime. Let x €r Z, be the prover’s
private key, and let h = ¢g” be the prover’s public key. The verifier gets the public key h
during the registration protocol. One iteration of Schnorr’s identification protocol is given
in Figure 4.2.% In total, k iterations are executed between the prover and the verifier, one
after the other, where k is a security parameter. The three-flow structure of (one iteration
of) Schnorr’s protocol is typical of many zero-knowledge protocols; we will refer to the first
message a as the announcement,® the second message c is called the challenge, and the third
message 7 is called the response.

We first discuss why Schnorr’s protocol convinces the verifier that the prover indeed knows
x = log, h. This property is called the soundness property. If the prover does not know z,
the best the prover can do is prepare announcement a such that it knows response r either
in the case ¢ = 0 or in the case ¢ = 1. To prepare for answering challenge ¢ = 0, a cheating
prover sets a = g%, and sends r = u as response. And, to prepare for answering challenge
¢ = 1, a cheating prover sets a = g*/h, and sends the response r = u; then the verification
g" = ah will hold.

The point is that the prover cannot prepare for answering both cases ¢ = 0 and ¢ = 1,
without knowing the private key x. This follows from the following observation. Suppose
that after sending announcement a, a prover is able to respond to both challenges ¢ = 0 and
¢ = 1 correctly. That is, the prover is able to produce two responses rg and rq, which are
correct for challenges ¢ = 0 and ¢ = 1, respectively. Then it follows that a, rg, and r; satisfy

g°=a, g"=ah,
which implies that
h=g""o.

2We use z <, E to indicate that x is assigned the value of expression E modulo n.

3Technically, announcement a is a commitment to a nonce u. The nonce u is a secret random value generated
for ephemeral (short-term, one-time) use—in contrast with the private key x, which is a secret random value
for persistent (long-term, repeated) use.
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But this means that the prover actually knows x, since x = r; — rg mod n holds!

Consequently, at each iteration of Schnorr’s protocol a cheating prover “survives” with
probability at most 50% essentially. Thus after k iterations, a cheating prover succeeds with
probability at most 2% essentially.*

Now, we discuss why Schnorr’s protocol is zero-knowledge. A cheating verifier may
engage many times in the identification protocol, obtaining a conversation (a;c;r) for each
run of the protocol. Here, “many times” means at most O (k") times for some constant v € N
(polynomially bounded in the security parameter k). The cheating verifier thus obtains many
conversations (a; ¢; ). However, it turns out that the verifier may generate these conversations
completely on its own, without interacting with the prover at all: the verifier may generate
simulated conversations (a; c; r) that follow exactly the same distribution as the conversations
(a; ¢;r) that occur in executions of the identification protocol with a real prover.

We first consider the zero-knowledge property for the case of an honest verifier V, that is,
the verifier picks ¢ uniformly at random in {0,1} as prescribed by the protocol. Below, we
present two p.p.t. algorithms, one for generating real conversations (following the protocol),
and one for generating simulated conversations (deviating from the protocol).

Real conversations Simulated conversations
Input: private key x Input: public key h
Output: conversation (a;c;r) Output: conversation (a;c;r)
1. uweRrZy, 1. cer {0,1}
2. a+ g¥ 2. rE€ER1ln
3. cer{0,1} 3. a<+g'h™°
4. r<pu+cx 4. output (a;c;r)
5. output (a;c;r)

Both algorithms generate accepting conversations (a;c;r) uniformly at random, that is,
Pr[(a;c;r) = (A;C; R)] = 5 for any triple (A; C; R) € (g) x {0, 1} x Z,, satisfying g/ = AhC.
The crux is that the real conversations are generated given access to the private key x, whereas
the simulated conversations are generated given access to the public key h only.

REMARK 4.2 The fact that an identification protocol is zero-knowledge against an honest
verifier essentially reduces any passive impersonation attack to a key-only attack (see Sec-
tion 4.1). In particular, eavesdropping conversations between honest provers and verifiers
does not yield anything about a prover’s private key beyond what can be deduced from the
corresponding public key already.

Next, we consider the zero-knowledge property for the general case of any p.p.t. cheating
verifier V*. We will use probabilistic Turing machine V* as a rewindable black-box, which
means (i) that we access V* in a black-box manner only, restricted to exchanging messages
with V* through its input and output tapes, and (ii) that we can rewind V* to any prior
configuration. Recall from Section 1.2.4 that the configuration of a probabilistic Turing
machine is determined by the state of its finite control part, the contents of its tapes (incl.
the random tape) as well as the positions of its tape heads. By rewinding V* we can test it
on several input values until a desired output value is obtained.

41t is possible to show in a rigorous way that any p.p.t. cheating prover only succeeds with probability 27*
plus a further negligible term representing the success probability of finding z = log, h directly.
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Real conversations Simulated conversations
Input: private key x Input: public key h
Output: conversation (a;c;r) Output: conversation (a;c;r)
1. uw €R Zy 1. cer {0,1}
2. a<+ g* 2. r €R Ly
3. send a to V* 3. a+ g"h™ ¢
4. receive ¢ € {0,1} from V* 4. send a to V*
5. 14 u+cx 5. receive ¢’ € {0,1} from V*
6. send r to V* 6. if ¢ # ¢ rewind V* to point prior to
7. output (a;c;r) receiving a and go to step 1

7. send r to V*

8. output (a;c;r)

At step 6 of the simulation, the probability that ¢ = ¢ is exactly 1/2, since ¢ € {0,1}.
Hence, on average two iterations are required to generate a simulated conversation (a;c;r).

The conclusion is that no matter what algorithm (or “strategy”) a cheating verifier V*
follows in trying to extract useful information from the prover, the same algorithm can be
used to generate identically distributed conversations without needing the cooperation of the
prover. Whereas the real conversations are generated using the private key x as input, the
simulated conversations are generated using only the public key h as input.

4.5.2 SCHNORR PROTOCOL

The protocol of Figure 4.2 is a zero-knowledge protocol. However, as we have argued infor-
mally, the probability that a cheating prover succeeds is 50%. By using k sequential iterations
of this protocol the zero-knowledge property is preserved, but the probability that a cheating
prover succeeds becomes 2%, which is negligible as a function of k.

The computational complexity of the resulting protocol is rather high, since both the
prover and the verifier need to compute O(k) exponentiations in the group (g). Therefore,
Schnorr also proposed to use the variant given in Figure 4.3 (which is actually known as
“Schnorr’s protocol”). In this protocol, the verifier picks its challenge from a large range, say
C E L.

The soundness property of Schnorr’s protocol can be analyzed similarly as above. Suppose
that a prover is able to answer correctly at least two challenges ¢ and ¢, with ¢ # ¢/, after
sending announcement a. That is, the prover is able to produce two valid conversations
(a;c;r) and (a;c;r'"). Then it follows as before that the prover actually knows the discrete
log x = log h, since

g" = ah®, gr/ _ ahc’

implies that
h = g(f—r’)/(C—C’)'

Therefore, intuitively, after sending announcement a, the prover can answer at most one
challenge correctly, if the prover does not know the private key x. Since there are n possible
values for the challenge, the probability of success is basically bounded above by 1/n, which
is negligibly small.
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FIGURE 4.3: Schnorr's identification protocol

The zero-knowledge property can also be proved for Schnorr’s protocol similarly as above
for the case of an honest verifier V. The distributions of the real conversations (generated
using private key = € Z,) and of the simulated conversations (generated using public key
h € (g) only) are, respectively:

{(a;e;7) s uyc €ER Zpsa < g% r <—p u+ cx},
{(a;¢;7) i c,r €p Zpja < g"h™ }.

These distributions are identical, as each valid conversation (a;c;r) (satisfying ¢, r € Z,, and
g" = ah®) occurs with probability 1/n? in both distributions.

In trying to simulate conversations for an arbitrary verifier V*, we run into a problem.
We may use the same algorithm as before, first picking c,r €g Z,,, setting a = ¢g"h~¢, feeding
a to V* and then hoping that the ¢ returned by V* matches c. However, Prjc = /] = 1/n
which is negligibly small, and it will take n tries on average to find a valid conversation this
way. In other words, the running time of the simulator is O(n), which is exponentially large.

In conclusion, Schnorr’s protocol is sound and honest-verifier zero-knowledge. Although
it cannot be proved zero-knowledge in general, no attacks are known for this protocol, hence
it can be used as an identification protocol, if so desired.

Later, we will see how to obtain so-called Schnorr signatures from Schnorr’s identification
protocol. At this point, we remark that if one could prove that Schnorr’s protocol is zero-
knowledge then it would follow that Schnorr signatures can be forged. In a way it is therefore
good that Schnorr’s protocol is not zero-knowledge.

4.5.3 GUILLOU-QUISQUATER PROTOCOL

The identification protocol by Guillou and Quisquater is similar to Schnorr’s protocol, except
that it is defined in an RSA setting instead of a DL setting.

Let N = pg be an RSA modulus, that is, p and ¢ are large, distinct primes of bit length
k, for security parameter k. Let e be a positive integer satisfying ged(e, ¢(N)) = 1, where
d(N)=(p—1)(¢g—1). (See Exercise 1.3.7.) As an additional requirement for e we have that
e is a large prime such that 1/e is negligible in security parameter k. For example, e may be
a 128-bit prime.
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FIGURE 4.4: Guillou—Quisquater's identification protocol

Recall that the RSA problem is to compute z = y'/¢ mod N given y € Z’, which is
assumed to be hard for sufficiently large values of k. For Guillou—Quisquater’s protocol
(Figure 4.4), the private key of the prover is therefore a number z € Z%;, and the corresponding
public key is y = ¢ mod N. One can easily verify that the verifier indeed accepts if the prover
follows the protocol, as we have (modulo N):

r¢ = (uz®)® = u®(2)° = ay”.

The security properties of Guillou-Quisquater’s protocol are as follows. The soundness
property holds as the success probability of a cheating prover is basically bounded by 1/e for
the following reason. Suppose that a prover is able to answer two distinct challenges ¢, ¢’ € Z,
correctly, after sending announcement a to the verifier. In other words, suppose a prover is
able to produce two accepting conversations (a; ¢;r) and (a;c’;7'), with ¢ # ¢/. Then we have
(modulo N):

/ /
re=ay’, r’°=ay,

which implies

(/') =y
To isolate y in this equation, we note that ged(e,c — ¢’) = 1, since e is prime and ¢, €
Ze,c # . By the extended Euclidean algorithm integers s,¢ can thus be computed efficiently
satisfying se + t(c — ¢’) = 1. Raising both sides of the equation to the power t we get:

(T‘/T/)te _ yt(c—c/) _ yl—se7

hence
y = (y*(r/r")")".

Summarizing, given accepting conversations (a;¢;r), (a;c;7"), where ¢ # ¢/, the private key
x can be computed as x = y*(r/r")! mod N, where s,t satisfy se + t(c — /) = 1 (as obtained
by the extended Euclidean algorithm).

The protocol is honest-verifier zero-knowledge, since the distributions of the real conver-
sations (generated using private key = € Z};) and of the simulated conversations (generated
using public key y € Z}; only) are identical:

{(a;¢;7) s u €ER Ly ¢ €ER Le; a <N uss1 N uzt},
{(a;¢;7) : c €R Zesr € Ly a N 7Y~}
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Each valid conversation (a;c;r) (satisfying ¢ € Ze, r € Z}y and r® =y ay®) occurs with
probability 1/(e¢(N)).

REMARK 4.3 Note that the prover does not need to know the factorization of N. This
fact can be exploited by letting several users share the same modulus N. It is even possible
to make the identification scheme identity-based, which means that the public keys of the
users can be computed as a (deterministic) function of their identities. For example, the
public key y 4 of a user A whose identity is represented by a string ID 4, can be computed as
ya = H(ID ), where H is an appropriate cryptographic hash function. The string ID 4 may
consist of the user’s name and/or email address.

A trusted third party T is required to compute the private key of each user. Only T will
know the factorization of the modulus N. Hence, T is able to compute user A’s private key
as x4 = H(ID 4)"/¢ mod N.

The advantage of an identity-based scheme is that the public keys of users need not be
certified anymore by a digital signature from 7. A disadvantage is that T is able to compute
the private key of every user. However, this problem may be alleviated by distributing the
role of T between many parties, using threshold cryptography (see Chapter 6).

4.6 WITNESS HIDING IDENTIFICATION PROTOCOLS

Schnorr’s identification protocol is quite efficient, but it can be proved zero-knowledge only
for an honest verifier. By using k iterations of Schnorr’s protocol (with binary challenges),
the resulting protocol is zero-knowledge for arbitrary verifiers, but, clearly, the computational
complexity of the protocol also increases by a factor of k.

Witness hiding identification protocols strike a nice balance between security and effi-
ciency. Consider a protocol that satisfies the soundness property as described above. It
follows that a prover can only be successful if it actually knows the complete private key.
So, the only problem we need to care about is that a cheating verifier is not able to learn
the complete private key. Therefore, an identification protocol is called witness hiding if a
cheating verifier is not able to obtain the prover’s private key by interacting with the prover.

If a protocol is witness hiding, it is not necessarily zero-knowledge (but the converse is
always true). A cheating verifier may be able to extract some partial information on the
private key, but the amount of information it is able to get is not sufficient for successful
impersonation of the prover.

4.6.1 OKAMOTO PROTOCOL

As before, let (g) be a group of order n, where n is a large prime. In addition, let g, g2 € (g)
be given such that log, g2 is not known to anybody. (If g1,92 are picked uniformly at
random in (g) then log,, g2 is not known under the DL assumption.) Let x1, 22 €g Z;, be the
prover’s private key, and let h = g¢{'g5* be the prover’s public key. Okamoto’s protocol,
see Figure 4.5, may be viewed as a variation of Schnorr’s protocol. The computational
complexity of Okamoto’s protocol and of Schnorr’s protocol only differ by a constant factor.
Also, Okamoto’s protocol satisfies the same properties of soundness and honest-verifier zero-
knowledgeness as Schnorr’s protocol. The important difference is that Okamoto’s protocol
can be proved to be witness hiding.

We first note the following property. For a given public key h (and given generators g1, g2)

there are exactly n possible pairs (z1,22) € Zy, X Zj, satisfying h = g7*g5>. Since if one fixes
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FIGURE 4.5: Okamoto's identification protocol

any x1 € Zy, the corresponding x5 is uniquely defined by xzo = log,, (h/g7"). Such a pair
(z1,x2) is referred to as a witness.

The prover’s private key is one such witness (z1,z2). A crucial property of Okamoto’s
protocol is that it is witness indistinguishable, as the conversations seen by an arbitrary,
possibly cheating, verifier are (statistically) independent of the particular witness used by the
prover.

To see that Okamoto’s protocol is witness indistinguishable we argue as follows. Let
(a;¢;71,7m2) be a conversation between an (honest) prover P, ,,) using witness (z1,x2) and
a possibly cheating verifier V*, and let w1, us be the corresponding random numbers used by
P(21,20)- Now, consider another witness (x,x3). Then there exist unique values u},uy € Zp
that yield the same conversation for a prover P(zﬁ x4 using witness (), xh):

uy < up +c(z — ),

uy 4 U+ c(xe — ).

Indeed,
d =g, 95" = 91" 95 (47" 95°)°/ (91" 92°)° = @,
and (modulo n)

/ !/ / / /
i =ul +cx] =up +c(z —27) + cx] =y,

/ !/ / / /
Ty = Uy + €Ty = ug + c(xg — xh) + cxy = 1o

Phrased slightly differently: for each combination of a conversation (a;c;ry,r2) between an
honest prover P and a possibly cheating verifier V*, and a possible witness (], #}) satisfying

zh xf . . P ul ul
h = g,"g5?, there exist unique u}, ub satisfying a = g, g52, 11 =y, v} +czl, and rh, =,, uh+cx,.

This implies that Okamoto’s protocol is witness indistinguishable.

Now, suppose that a cheating verifier V* is able to find a witness (2, z%) after interacting
with a given prover P(;, ;,) polynomially many times. Since Okamoto’s protocol is witness
indistinguishable, it follows that the witness (2], x%) found by V* will be equal to the witness
used by P(;, .,) with probability exactly equal to 1 /n. In other words, with probability close
to 1, the two witnesses will be different.
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However, now viewing the prover P, ,,) and the verifier V* as one “big” p.p.t. algorithm
&, it follows that £ is able to compute two pairs (z1,x2) # (2], %) satisfying

/

h=9g7"9" h=9"9"

But this implies that
gy = gy )
hence that £ computed log,, g2, which we assumed to be infeasible.
In conclusion, under the DL assumption, Okamoto’s protocol is witness hiding, which
means that no p.p.t. verifier is able to extract a prover’s private key.

REMARK 4.4 As mentioned above, there are n possible witnesses (x1,x2) for a given public
key h = g7 g5* in Okamoto’s protocol. Interestingly, the protocol remains witness hiding even
if the number of possible witnesses used by the prover is limited to just two. For instance, if
either x1 = 0 or x9 = 0 (hence either h = gi* or h = g5*), the same analysis applies, except
that the probability for two different witnesses is now bounded below by 1/2.

4.7 BIBLIOGRAPHIC NOTES

Many identification schemes have been proposed throughout the cryptographic literature.

Lamport’s identification scheme using hash chains is from [Lam81], building on the idea of
iterated hash functions which is attributed to Winternitz (see [Mer87, Mer89], where Merkle
refers to a personal communication with Winternitz). The use of ultra long hash chains (see
Remark 4.1) is from Jakobsson [Jak02] (see also [CJ02]), building on the pebbling algorithm
of [IR01] for efficient key updates in a forward-secure digital signature scheme. See [Sch16,
Sch17] for optimal binary pebbling algorithms, for which the prover stores at most log, ¢ hash
values and uses at most % log, ¢ hashes in each run of Lamport’s identification protocol. Also,
see [Szy04] for extended techniques to generate the successive authentication paths when
traversing Merkle trees (“hash trees”).

The notion of zero-knowledge was formally introduced by Goldwasser, Micali, and Rack-
off in [GMR&89], soon after the first such protocol was presented at Eurocrypt 1984 by Fis-
cher, Micali, and Rackoff [FMR96], and is now more broadly referred to as the simulation
paradigm. A practical scheme for zero-knowledge identification was first presented by Fiat and
Shamir [FS87], followed by the slightly improved scheme of Feige, Fiat, and Shamir [FFS88].
Guillou—Quisquater’s protocol is from [GQ88|, and Schnorr’s protocol is from [Sch91]. For
more on zero-knowledge proofs, see the next chapter.

The notions of witness indistinguishable and witness hiding protocols are due to Feige
and Shamir [FFS90], who also gave applications to identification. The elegant and efficient
variation of Schnorr’s identification protocol is due to Okamoto [Oka93].



CHAPTER 5

Zero-Knowledge Proofs

Zero-knowledge proofs are a general class of protocols between two parties, called the prover
and the verifier. By means of a zero-knowledge proof, the prover convinces the verifier of
the validity of a given statement without revealing any information beyond the truth of the
statement.

In zero-knowledge identification protocols, the statement proved is something like “I know
the private key for this public key.” But much more involved statements are possible, such
as “I know the private key for this public key or for that public key, and that in any case
the private keys are different.” In fact, the theory of zero-knowledge proofs tells us that
any NP-statement can be proved efficiently in zero-knowledge (see also Exercise 5.3.5 and
Exercise 5.3.6).

5.1 ¥-PROTOCOLS

The notion of a Y-protocol generalizes the identification protocols by Schnorr, Guillou—
Quisquater, and Okamoto covered in the previous chapter, as well as many other ones known
from the literature (such as Fiat—Shamir’s and Feige-Fiat-Shamir’s protocols, see Section 4.7).
A Y-protocol is required to be zero-knowledge against an honest verifier only. Despite this
limitation, -protocols will turn out to be versatile building blocks, and their use will become
apparent later on.

For technical reasons, a -protocol is actually required to be special honest-verifier zero-
knowledge, which means that the simulator will take a challenge ¢, say, as an additional input
and then produce conversations with the specified challenge c. It is easily checked that the
protocols mentioned above are all special honest-verifier zero-knowledge.

Let R = {(v;w)} CV x W be a binary relation, where v € V' denotes the common input
to the prover and the verifier, and w € W denotes a witness, which is the private input
to the prover. Let Lr = {v € V : Jyew(v;w) € R} denote the language corresponding to
relation R.'

'Language Lz will usually be an NP language, hence relation R will be an NP-relation. This means that
determining whether (v;w) € R holds for given (v;w) € V x W is in P, that is, in deterministic polynomial
time in the size of v one can determine whether (v;w) € R holds.

More generally, Lr can be an MA language, where MA is the complexity class of Merlin—Arthur languages.
MA contains both NP and BPP. To decide if v € Lgr holds, Merlin (the prover) sends w to Arthur (the
verifier), where the size of w is bounded by a polynomial in the size of v for all (v;w) € R, and the verifier is
a p.p.t. algorithm.

47



48 CHAPTER 5 Zero-Knowledge Proofs

Prover P Verifier V
(v;w) € R) (vevV)
a < a(v;w;up)
announcement a

cerC
challenge ¢

< p(v;w;c;up)
response r

p(vsa;c;r)?
Conversation (a; ¢;r) accepting if ¢(v;a;c;r) holds.
Polynomial time predicate ¢, finite set C' # (),
random tape up, p.p.t. algorithms o and p.

FIGURE 5.1: >-protocol for relation R

DEFINITION 5.1 A X¥-protocol for relation R is a protocol between a prover P and a
verifier V' of the form given in Figure 5.1 satisfying the following three properties.

Completeness. If P and V follow the protocol, then V always accepts.

Special soundness. There exists a p.p.t. algorithm E (extractor) which given any v €
V and any pair of accepting conversations (a;c;r) and (a;c;r") with ¢ # ¢ always
computes a witness w satisfying (v;w) € R.

Special honest-verifier zero-knowledgeness. There exists a p.p.t. algorithm S (simu-
lator) which given any v € Ly and any challenge ¢ € C' produces conversations (a; ¢; 1)
with the same probability distribution as conversations between honest P and V on
common input v and challenge ¢, where P uses any witness w satisfying (v;w) € R.
Furthermore, given any v € V\Lg, simulator S is just required to produce arbitrary
accepting conversations (a;c;r), for any given challenge ¢ € C.

If C' consists of a single element, the Y-protocol is said to be trivial.

It can be proved rigorously that special soundness implies that a cheating prover succeeds
with probability at most 1/n essentially, where n denotes the cardinality of the challenge
space C. Hence, assuming that n is sufficiently large, a Y-protocol proves knowledge of a
witness w for a public input v.”?

As can be seen from the following proposition, the special honest-verifier zero-knowledge
property is not much stronger than (plain) honest-verifier zero-knowledgeness. For conve-
nience, we let (C,+) be an additive finite group.

2Because of the (special) soundness property, S-protocols are actually proofs of knowledge rather than
just proofs of language membership. For v € V| it is not only proved that v € Lr but also that the prover
knows a witness w satisfying (v;w) € R, which is formalized in terms of the existence of an extractor. For some
Y-protocols language membership is trivial, e.g., for Schnorr’s identification protocol Lr = {g) = V. But for
EQ-composition of Schnorr’s protocol (see Fig. 5.8), for instance, we have Lr = {(g1, h1, g2, h2) : log,, h1 =
log,, ha} for which deciding language membership is as hard as breaking the DDH assumption.
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Prover Verifier
((v;w) € R) (veV)
a <+ a(v;w;up)
cp €r C __a’ cp
cy €EgrC
cy
<_—___
7<= p(v;w;cp + ey up)
r
——

o(v;a;ep + cy;r)?

FIGURE 5.2: Transformed 3-protocol for relation R

PROPOSITION 5.2 The transformed protocol in Figure 5.2 is a Y-protocol for relation
R, provided that the original protocol as given in Figure 5.1 satisfies completeness, special
soundness, and plain honest-verifier zero-knowledgeness.

PROOF Completeness holds because «, p, and ¢ are applied in the same way as in the
original protocol with ¢ replaced by cp + cy.

For special soundness, consider two accepting conversations (a, cp; cy;r) and (a, cp; ¢); 1)
with ¢y # ¢),. Define ¢ = ¢p + ¢y and ¢ = cp + ¢),. Then (a;¢;7) and (a;c;7’) are two
accepting conversations for the original protocol with ¢ # ¢/, hence special soundness implies
that a witness w can be obtained efficiently.

Finally, for special honest-verifier zero-knowledgeness, let S be a simulator for the original
protocol. The simulator for the transformed protocol proceeds as follows. For any given
challenge ¢y, generate an accepting conversation (a;c;r) using simulator S on input v, and
put ¢p = ¢ —cy. The simulated conversation is defined as (a, ¢p; cy; ), which is accepting by
construction. Moreover, if v € L, honest-verifier zero-knowledgeness of the original protocol
implies that (a;c;r) follows the distribution of conversations of the original protocol. Hence,
in particular, ¢ € C is distributed uniformly at random. Therefore, ¢p is also uniformly
random, and (a, cp; cy; 1) exactly follows the distribution of conversations of the transformed
protocol. O

The particular way in which Definition 5.1 treats the case v € V\Lp is chosen in order to
streamline OR~-composition covered in the next section. For special soundness, extractor E is
required to output a witness w for any v € V', given any pair of accepting conversations with
identical announcements but different challenges—which implies that such pairs of conversa-
tions cannot exist (or cannot be found efficiently under some computational assumption) if
v € V\Lpg. Similarly, for special honest-verifier zero-knowledgeness, simulator S is required to
output an accepting conversation for any v € V—without any constraints on the distribution
of these conversations if v € V'\ L.

As a simple illustration we show that Schnorr’s protocol (see Figure 4.3) is a Y-protocol
for proving knowledge of a witness x € Z,, satisfying h = ¢g*. Note that from now on we will
not explicitly indicate anymore that all calculations involving elements of the finite field Z,,
are actually done modulo n (e.g., “c # ¢” is short for “c # ¢ mod n,” and hence division by
¢ —  is well-defined modulo n).
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Prover Verifier
(z = log, h)
U ER ZZ
a <+ g* —a_>
C ER Ly
P
rép,Ccu+ T
r
DR

FIGURE 5.3: Insecure variant of Schnorr’s protocol

PROPOSITION 5.3 The protocol in Figure 4.3 is a ¥-protocol for relation {(h; x) : h = g*}.
PROOF Completeness clearly holds, as

gr — gu+cm — QU(gx)c — ahc,
using that the prover computes r such that r = u + czx.
For special soundness, we note that given accepting conversations (a;c;r) and (a;c’;r')
with ¢ # ¢/, we have:

gr _ ahc’ g’r’ _ ahc’
- gr—T' _ hc—c’

/
T—T

Hence, the witness = satisfying h = ¢g* is obtained as = = (r — ') /(c — ).

Finally, to show special honest-verifier zero-knowledgeness, the distributions for the con-
versations with an honest verifier (following the protocol, using witness = as input) and the
simulated conversations (deviating from the protocol, using only common input h) are, re-
spectively:

{(a;¢;7) s u €R Zp;a < g7 < u+ cx},
{(a;¢;7) i 7 €R Znsa < g"h™ ¢},

given an arbitrary challenge ¢. These distributions are identical (each conversation occurs
exactly with probability 1/n). O

EXERCISE 5.1.1 To understand why honest-verifier zero-knowledgeness does not imply zero-
knowledgeness for arbitrarily cheating verifiers, consider the protocol given in Figure 5.3.
Show that the protocol is complete, special sound, and honest-verifier zero-knowledge. Also,
show that the protocol is completely insecure against a cheating verifier.

EXERCISE 5.1.2 The protocol in Figure 5.3 avoids the case u = 0, but this is not essential.
Show that the protocol remains complete, special sound, and honest-verifier zero-knowledge
(and insecure against a cheating verifier) if one uses u € Z,, instead of u € Z, by exhibiting
a slightly more involved simulation.
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Prover Verifier
(G1 =7 Ghp) (Go,Gh)
UV ER SX
H + UGl
H
S
CER {0, 1}
c
%
o Jverm ifc=0
p v, ife=1
p
——

pG. = H

FIGURE 5.4: X-protocol for graph isomorphism Rqp

REMARK 5.4 By applying the transformation of Proposition 5.2 to the protocol in Fig-
ure 5.3, we obtain a X-protocol which is completely insecure against a cheating verifier.

The next exercise considers a Y-protocol for graph isomorphism, which not only lets a
prover convince a verifier that two graphs are isomorphic but also that the prover actually
knows an isomorphism between these two graphs (by running multiple instances in series or
in parallel). This is an example of a basic X-protocol for which deciding language membership
is presumably hard.

EXERCISE 5.1.3 Let Sx denote the set of permutations of a finite set X. Recall that for
permutations 7,7’ € Sx, their composition 7’ = 7/ o 7w satisfies 7”(z) = 7'(w(x)) for all
xr € X. Also, for m € Sy, its inverse 71 satisfies 7= (r(z)) = 7(7~!(x)) = x for all z € X.
Two directed graphs Gy = (Vo, Ep) and G = (V1, Ep) with Vy = V) = X are isomorphic if
there exists a m € Sx such that (z,y) € Ey < (7w(x),n(y)) € E1 holds for all z,y € X. We
write G1 = 7 Gy and also Gy = 7' G1. Computing such a permutation 7 given Go and G
is conjectured to be a hard problem (beyond the complexity class BPP). Let

RGI - {(GO7G1§7F) : G1 = 7TG()}.
Prove that the protocol of Figure 5.4 is a ¥-protocol for relation Rgy.

EXERCISE 5.1.4 Consider the following commitment scheme for a sender and a receiver,
similar to Definition 3.1. Given a X-protocol for relation R of the form shown in Figure 5.1,
let S denote a p.p.t. simulator for the »-protocol. For any fixed v € L, the protocols for the
commit and reveal phases are defined as follows:

Commit Phase. The sender commits to a value ¢ € C' by running (a;c;r) < S(v;¢) and
sending a as commitment to the receiver.

Reveal Phase. The sender opens commitment a by sending ¢ and r to the receiver. The
receiver checks if ¢(v;a;c;r) holds.
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Prover Verifier
(z = log, h)
ui,u2 €R Lnp
ai < g
al,a
as gu2 1,d2
c1,C2 €R L
C1,C2
F—__
T < UL+ 1T
T, T
ro 4 ug+eor D%
g7”1 ; alhcl
grg ; agh®?

FIGURE 5.5: Parallel composition of Schnorr's protocol

Note that the sender’s randomness sits inside simulator S, and that we obtain basically
Pedersen’s commitment scheme by using Schnorr’s ¥-protocol for relation {(h;x) : h = g*},
as the simulator outputs (a;¢;r) with a = ¢"h~¢ and r € Z,, for given h and value ¢ € Z,.

The construction works for an arbitrary nontrivial X-protocol, assuming it is hard to find
any witness w satisfying (v;w) € R. Show that (i) the receiver’s check succeeds if both parties
follow the protocol steps, (ii) the commitment scheme is computationally binding, and (iii)
the commitment scheme is information-theoretically hiding.

5.2 COMPOSITION OF :-PROTOCOLS

By means of examples we introduce five forms of composition of X-protocols: parallel composi-
tion,> AND-composition, EQ-composition, OR-composition, and NEQ-composition. We will
use Schnorr’s protocol as the basic X-protocol for constructing more advanced -protocols.

5.2.1 PARALLEL COMPOSITION

Running two instances of a nontrivial X-protocol for relation R in parallel results in a 3-
protocol for R with a larger challenge space. Figure 5.5 shows the parallel composition of two
instances of Schnorr’s protocol for proving knowledge of z = log, h.

PROPOSITION 5.5 The protocol in Figure 5.5 is a ¥-protocol for relation {(h; x) : h = g*}.

PROOF Completeness follows immediately from the completeness of Schnorr’s protocol.
More concretely, we have:

grl — gu1 +cir

g7‘2 _ gug “+cox

UL(gT) = gy h,

U2 (g%)°2 = aqh?,

Q@ @

using that the prover computes r; and r9 such that r; = u; 4+ c1x and ro = ug + cox.
3 . . ) /. /
To show special soundness, let (a1,as2;c1,c2;71,72) and (ai,ag;cy, ch;ry,75) be two ac-
cepting conversations with (c1,c2) # (¢},¢5). Then ¢; # ¢ and/or co # . If ¢; # ¢,

3Parallel composition is also known as parallel repetition.
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Prover Verifier
(71 = log, h1, 22 = log, ha)
Ui, u2 €R Lnp

ai < g
ai,a
as gu2 1,d2
cER Ly
c
<—
T —p Ul + cxq
r1,T
T2 —p U2 + CT2 v
?
g't= a1h1
9" = ash§

FIGURE 5.6: AND-composition of Schnorr’s protocol

it follows from the special soundness of Schnorr’s protocol that the witness is obtained as
x = (ry —r})/(c1 — ¢}). More concretely, we have:

/ /
grl = alhcl’ grl = alhcl

/ /

T1—T c1—cC

= g 1 1 — h 1 1
U
=T

& h=ga .

Similarly, if ca # ¢}, the (same) witness is obtained as x = (ro — 1) /(c2 — ¢4). Hence, the
witness = satisfying h = g* can be recovered in either case.

Finally, special honest-verifier zero-knowledgeness follows from the fact that the Schnorr
protocol is so, and parallel composition uses two independent runs of Schnorr’s protocol.
More concretely, we have that for an arbitrary (fixed) challenge (c1,c2), the distribution of
the real conversations is identical to the distribution of the simulated conversations, which
are respectively given by

{(ar,a2;c1,c2;71,7m2) 1 ur, ug €R Zpy a1 <+ "' az <+ g% 11 <= urtc1; 1o Sy U2},

{(a1,a2;c1,c2;7r1,72) 171,72 €R Zpsar <— g h™ Y ag < g™ h™ 2}

Note that in both cases each conversation occurs exactly with probability 1/n?. 0

5.2.2 AND-COMPOSITION

Given two relations R; = {(v1; w1)} and Ry = {(v2;w2)}, a X-protocol is obtained for relation
Ri A Ry := {(v1,v9;wr,w2) : (v1;w1) € Ry, (ve;wz) € R} by running a Y-protocol for Ry
and a Y-protocol for Ry in parallel, using a common challenge (assuming that both protocols
use the same challenge space).

Given two public keys hy and hg, a proof of knowledge of both log, h1 and log, ho is
obtained, by running two instances of Schnorr’s protocol in parallel, using a common challenge,

as shown in Figure 5.6
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PROPOSITION 5.6 The protocol in Figure 5.6 is a 3-protocol for relation
{(h1, ho; 1, m2) : by = g*™', hg = g™ }.

PROOF Completeness is easily seen to hold, as

grl — gul—i—czl — gul (gml)c _ a].h/i:)

gt = g"rter = g"2(g"?)¢ = ashs.

Special soundness is proved as follows. Given accepting conversations (a1, ag; ¢;r1,7r2) and
(a1, ag; ;5 r, rh) with ¢ # ¢, we have:

r c r/ c
gt =aihf, g =ahf
e A
- grl o hi: c

rl—rll

= hlzg c—c |

By symmetry, we also have:
7‘2—7"2

h2 =g c—c! |

Thus, the witness (z1, z2) satisfying hy = ¢™ and hy = ¢*2 is obtained as 1 = (r1—7])/(c—¢)
and zg = (ro —14)/(c — ).

Finally, for special honest-verifier zero-knowledgeness, let ¢ be a given challenge. The
honest-verifier distribution and the simulated distribution are, respectively:

{(a1,a2;¢;m1,72) s w1, u2 €R Zp;ar < g“t;ag <— g"2;1r1 <= U1 + cx1; T2 <y U2 + CT2},

{(a1,a2;¢;m1,72) : 11,72 €R Ly a1 < g hy % ag <+ g™ hy “}.

These distributions are identical, each conversation occurring with probability 1/n?. ([l

EXERCISE 5.2.1 By considering the special soundness property, explain why running the
Schnorr -protocol (see Figure 4.3) in parallel for h; and hg does not yield a 3-protocol for
relation {(hy, ho; x1,x2) : b1 = ¢*', ha = ¢*2}. Hint: consider a prover who knows x; = log, I
but does not know x9 = logg ho.

EXERCISE 5.2.2 Consider the protocol in Figure 5.7 as a possible Y-protocol for relation
{(h1,h2;x1,22) : h1 = g™, ha = ¢g™}. (i) Show that the protocol is complete and special
honest-verifier zero-knowledge. (ii) Why does special soundness not hold for this protocol?
Hint: consider a prover who knows z; = log, h1 but does not know z9 = log, ha. (iii) Show
that soundness holds in the following sense: for any (h1, h2) € (g) X (g), given three accepting
conversations (a;c;r), (a;c;r'), (a;c";r") with ¢ # ¢, ¢ # ", ¢ # ¢ one can efficiently
compute witness (x1, ze) satisfying hy = g™ and hy = g*2.

5.2.3 EQ-COMPOSITION

As another important example of composition of Y-protocols, we consider a special case of
AND-composition, in which the prover uses a common witness for two instances of a relation.
That is, we give a Y-protocol for relation {(v1,ve;w) : (v1;w) € R, (ve;w) € R}, given a
Y-protocol for relation R.
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Prover Verifier
(1‘1 = logg hl, o = logg hg)
U ER Loy,
a <+ g¥
a
B
CER Zn
c
%
T4 U+ Cr1 + 023:2
r
_—

TlahchCQ
g =anihy

FIGURE 5.7: Alternative to AND-composition of Schnorr’s protocol?

Prover Verifier
(r = log,, h1 = log,, h2)
U ER Ly,
a < g7
as gél, ai, a2
CER Ly
c
%
T 4—pn U+ CT
r
=
T 7 C
g1 = a1h1
?
gy = azhj

FIGURE 5.8: EQ-composition of Schnorr's protocol

The basic idea is to use AND-composition of the >-protocol for R, but this time the prover
uses the same random tape up (see Figure 5.1) in both cases (and the same witness w).

We give an example based on Schnorr’s protocol. Note that it does not make much sense
to consider a single generator g and two public keys hy and hs, for which we prove knowledge
of an z such that = log, h1 = log, ho: this would imply that iy = hy. Therefore, we will
work with two generators g1, go.

Given two public keys g1, 71 and gg, ha, one proves knowledge of z = log,, h1 = logg, ha,
by running two instances of the Schnorr protocol in parallel, using a common random nonce
u, a common challenge ¢ and a common response 7.

PROPOSITION 5.7 The protocol in Figure 5.8 is a Y-protocol for relation
{(g1,h1, 92, ho;2) : ha = g7, ha = g3 }.

PROOF Completeness is easily checked:
g1 = gi"" = gt (97)" = arhf,

u+cx c

g5 = g5 = g5(95)° = azhs.
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To show special soundness, consider accepting conversations (ag, az; ¢;r) and (aq,ag; c’;r’)
with ¢ # ¢’. Then we have:

r c r c r’ c r/ c
g1 = aithy, gy =aghy, g1 =aihy, gy =aghy
r—r’ __ 3c—c r—r’ _ pc—c
= g1 =hT", g =hy

r—r’ r—r'
7 7

< hy :glc_c s ho :gzc_c .

Hence, the witness x satisfying h1 = g7 and he = ¢3 is obtained as x = (r — ') /(¢ — ).

Finally, for special honest-verifier zero-knowledgeness, let ¢ be any given challenge. The
distributions for the conversations with an honest verifier and the simulated conversations
are, respectively:

{(ar,a2;¢;7) :w €R Zpjar < gi'5a2 < 9537 < u + cx},
{(a1,a2;¢;7) 1 17 €R Ly a1 < gihy S a2 <+ gyhs °},

These distributions are identical provided log, hi = logg, ha, cf. Definition 5.1; furthermore,
if log,, h1 # log,, ha, the simulated conversations are accepting, as required. g

5.2.4 OR-COMPOSITION

Our next goal is to construct a X-protocol for relation Ry V Ra = {(v1, v2; w1, we) : (vi;wy) €
RV (v2;w32) € Ra}, given Y-protocols for relations Ry and Rg. This turns out to be possible,
using a Y-protocol of similar complexity as used for AND-composition.

Suppose that the prover knows a witness (wy,ws) with (v1;w;) € Ry. Hence, the prover
knows a witness for Ry V Rs. The prover is able to run the X-protocol for Ry. However,
the prover need not be able to do so for Ry as it need not know a witness wsy such that
(vg;wa) € Ry. Of course, if the prover knows a witness (wq,ws) with (vg;wg) € Re and
possibly (v1;wi) € R; the same problem arises.

The way out is that the verifier may let the prover “cheat” a little bit by allowing the
prover to use the simulator of the Y-protocol for the relation R; for which the prover does
not know witness w; (i =1 or ¢ = 2). The verifier will do so by providing a single challenge
¢ which the prover is allowed to split into two challenges c1, co provided c1, co satisfy a linear
constraint in terms of c¢. For example, the constraint may be ¢ = ¢; @ co if the challenges
happen to be bit strings. Essentially, the prover gets one degree of freedom to cheat.

Given two public keys hy and hg, a proof of knowledge of either z1 = log, hy or z2 = log, h2
(or, possibly, both) is obtained, by composing one run of Schnorr’s protocol with one run of the
simulator for Schnorr’s protocol, as shown in Figure 5.9. The respective challenges c¢1,co € Zy,
must sum to ¢ (modulo n). If the prover knows z; it follows the steps on the left-hand side of
the vertical bar. The values (a1;c1;71) are generated as in a normal run of Schnorr’s protocol
(note that ¢; €g Z, since ¢ €g Zy,). The values (ag; co; r2) are simulated. If the prover knows
To9, it is the other way around.

PROPOSITION 5.8 The protocol in Figure 5.9 is a Y-protocol for relation

{(h1,ho;x1,22) : b1 = g™* V hy = g*%}.
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Prover Verifier
(using 21 = log, h1) | (using zo = log, ha)
C2,T2,U] €ER L €1,71,U2 €R Ly
ay + g aj < g h{
_ al,a
ay gT2h2 Cc2 ag gu2 1, 42
c €R L
c
% JR—
Cl < pnC—C2 Cy <p C—C1
€1,C2, 71,7 ?
Tl < U1+ C171 T2 <—p U2 + C2X2 T2 e ey =c
?
g’r’l - Cblh?
?
gTQ - a2h§2

FIGURE 5.9: OR-composition of Schnorr’s protocol

PROOF To show completeness, consider the case that the prover uses x1. Then we have:
c1+cy=c—c+co=c,
and also, by inspection of the protocol,

ng — gu1+01931 — gul (gfvl)cl — alh?,

g"? = agh3?.

Similarly, completeness also holds if the prover uses xs.

Next, we show special soundness. Suppose accepting conversations (ai, as;c; ¢, ca,71,72)
and (a1, ag; c;c}, chy, i, rh) are given, with ¢ # /. Since ¢ = ¢; + ¢a # ¢} + ¢y, = ¢, it follows
that ¢; # ¢} or ¢ # ¢, (or, possibly, both). We also have:

/ /

o c1 ro __ c2 o €1 rho__ Cy

gt =aihi', g7 =aghy?, g¢"' =ahy', g™ = ashy
r—r! _ pc1—c) ro—rh _ 7C2—Ch
= g' "t =h , g 2 = h, .

If ¢1 # ¢}, we obtain witness z1 = (r1 — r})/(c1 — ¢}) satisfying h; = ¢g™; otherwise co # ¢,
and we obtain witness o = (ro — r4)/(ca — ¢) satisfying he = ¢g"2. So, we either obtain a
correct witness z1 or a correct witness xa (or both).

Finally, we show that special honest-verifier zero-knowledgeness holds. The honest-verifier
and simulated distributions are, respectively (again considering the case of a prover using x1):

. e . . . —C2, .
{(a1,az;¢;c1,¢2,m1,72) U1, 72,02 €ER Lpjar < g";az <— g™ hy 5c1 < € — €23
T 4 U1 + 121},
—C —C:
{(a1,a2;¢;¢1,¢2,m1,72) : €1,71,72 €R Ly €2 < ¢ — c15a1 < g hy Y5 ag < g™ hy P},

for any given challenge c¢. These distributions are identical (uniform distribution on all ac-
cepting conversations, each one occurring with a probability of 1/n3). ]
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Prover Verifier
(z1 = log,, h1,z2 = log,, ho)
U1, U2, U3, U4 €R Zn

ay < Sffl
ag < gy°
az < (9192)"*(h1h2)™ 1,42, 43
c E€ER L
L
71 < U1 + CT1
T 4—p U2 + CT2
3 <= u3 + cx1 /(21 — T2)
r1,72,73,T4

’
T4 0 Ug + ¢/(x2 — 1) 91" = a1h§

T2 ? c
9o~ = a2h2
?
(9192)" (h1h2)™ = a3zgs

FIGURE 5.10: NEQ-composition of Schnorr's protocol

EXERCISE 5.2.3 As a slight optimization of the protocol of Figure 5.9, note that the prover
?

may omit sending the value of ca, in which case the verifier must replace the test ¢ +co =, ¢
by the assignment ¢y <, ¢—c1. (Thus, the prover omits sending co independent of whether it
knows x; and/or x3.) Prove that the resulting protocol is a X-protocol for the same relation
as before.

5.2.5 NEQ-COMPOSITION

Finally, as the counterpart of EQ-composition, we consider NEQ-composition, which is a form
of AND-composition with the additional property that the two witnesses are different from
each other. We consider NEQ-composition for two instances of a given relation. That is, we
give a Y-protocol for relation {(vi,ve;wr, we) : (v1;w1) € R, (vo;we) € R,wy # we}, given a
Y-protocol for relation R.

As a first step, note that it is easy to use AND-composition of the Y-protocol for R to
prove knowledge of both witnesses. The protocol then needs to be extended to show that the
witnesses are indeed different.

We give an example based on Schnorr’s protocol. Again, we work with two generators
g1, g2, this time assuming that log, g2 is unknown. Given two public keys g1, h1 and g2, ha,
we know how to prove knowledge of 1 = logg1 h1 and zo = logg2 ha. Moreover, since x1 # xo
we have that 21 — x5 # 0, hence we know that the multiplicative inverse of 1 — 22 modulo
n is defined. Starting from

L2 —T1

hihy = 97" 95% = (9192)"" 95 )

we therefore have
g2 = (g1g2)™"/ 1772 (hy hy) V(27 (5.1)

Using Okamoto’s protocol we may thus prove that we can write go as a product of powers of
g1g2 and hiho. This will suffice to get the desired protocol as the AND-composition of two
instances of Schnorr’s protocol and one instance of Okamoto’ protocol.
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PROPOSITION 5.9 The protocol in Figure 5.10 is a ¥-protocol for relation

{(g1,h1,92, ha; T1,2) - h1 = g7, ho = g52, 1 # w2},

assuming that log,, g is unknown.

PROOF As for completeness, clearly g;* = a;h§ holds for i = 1,2. Furthermore, we have:

(9192)" (hih2)™ = (g192)"* (h1h2)"*((g1g2) "/ @17%2) (hy hg)e/ 2771y = a5,

using Eq. (5.1).

For special soundness, let (a1, ag,as;c;r1,r2,r3,74) and (a1, a2, ag; sy, rh, v, 1)) be two
accepting conversations with ¢ # ¢/. This implies that we can extract witness (z1,x2), with
z1 = (ry —r1)/(d —¢) and g = (rh, —12) /(' — ¢) satisfying hy = g7 and hy = g32. Moreover,
this implies that

g2 = (g1g2) 3778/ (=) (py pg) ra—ri)/ (e=)

Now, suppose x1 = x2. Then, we can write go = (g192)® for a known value of « # 0,1 (using
that g1,g92 # 1), hence gy = gf‘/ (1704)7 contradicting that log, g2 is unknown. Therefore,
x1 # x4 follows, and we have shown that (x1,x2) is a valid witness.

Finally, for special honest-verifier zero-knowledgeness, let ¢ be a given challenge. The
distributions for the conversations with an honest verifier and for the simulated conversations

are, respectively:

{(a1,a2,a3;¢;71,72,73,74) : U1, U2, U3, Ug ER Lnsar < gy a2 < G575
as < (g192)"3 (hih2)";r1 <=y u1 + cx1; 19 <y U2 + cx9;
r3 < uz +cx1 /(X1 — 22);74 ¢ ug + ¢/(x2 — 1)},

rip— rop —
{(a1,a2,a3;¢;71,72,73,74) 1 71,72,73,74 €R Lpsar < g1 hy a2 < g5*hy %
az < (9192)" (h1h2)™g5 “}.

Using Eq. (5.1), these distributions can be seen to be identical provided log,, h1 # log,, h2, cf.
Definition 5.1; furthermore, if log, h1 = log,, hs, the simulated conversations are accepting,
as required. ]

5.3 MISCELLANEOUS CONSTRUCTIONS

In this section we explore some more examples of 3-protocols, using various applications of
AND-composition, EQ-composition, OR-composition, and NEQ-composition. We start out
with an elaborate example, followed by several exercises.

EXAMPLE 5.10 Let g, h denote generators of a group of large prime order n such that log, h
is unknown to anyone. Suppose we need to design a 3-protocol for the following (arbitrary)
relation:

R={(A,B;z,y,2) : A= g"h¥ A B=g"hl1=2)% A 2 {0,1}}.

To break down the problem, we distinguish the cases x+ = 0 and x = 1 for a given pair
(A,B;z,y,2) € R. If v = 0, then we have for a such a pair that A = h¥ A B = h* holds.
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Prover Verifier
(case z =0) (case z = 1)
UoA, U0B ER Ln uy €R L
aga < htoA aia < h*t
app < h'op a1B < g
€1,71 €R L €0,T0A,T0B €R Zn
aja < h"(A/g)~ | apa < h"0A A=
aip < g"*B™“ app < h"BB~
apA, 0B, 1A, 1B
c E€ER Ly
c
Co<ntC—2C1 Cl < nC—C
T0A $n UoA +COY | T1 $n UL+ C1Y
€0, C1,7T04,7T0B,T'1 ?

co+c1=nc
hrOA ; CL()AACO
h'oB ; CLOBBCO
WL aya(Afg)"
7 Ly

T0B $n UoB + C0Z

FIGURE 5.11: Y-protocol for {(A, B;x,y,2) : A= ¢g*h¥ A B = g"vh(1=)2 Az € {0,1}}

Similarly, if x = 1, then we have that A = ghY N B = ¢Y holds. Therefore, it suffices to
design protocols for the following two relations and combine these using OR-composition:
Ry = {(A,B;y,z): A=hY AN B=h"},
Ry = {(AB;y): A=gh? A B=g"}.

To obtain a Y-protocol for relation Ry, we apply AND-composition to the following relations:

Roa = {(4y): A=n¥},
Rop = {(B;z):B =h*}.

To obtain a X-protocol for relation Ry, we apply EQ-composition to the following relations:

Ria = {(Ay):A/g=n},
Rip = {(Biy): B=g"}.

Each of the relations Rya, Rop, R14, and R1p can be handled by an instance of Schnorr’s pro-
tocol, or a slight variation thereof. Hence, ¥.-protocols for these relations are easily obtained.
The complete protocol is given in Figure 5.11.

Protocols for relations such as in Example 5.10 should be correct by construction. Never-
theless, to exclude mistakes or errors in the construction, a direct proof showing that the
Y-protocol is correct may be prudent and instructive. In particular, to check that the sound-
ness and zero-knowledge properties indeed hold.
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EXERCISE 5.3.1 Prove that the protocol of Figure 5.11 is a Y-protocol for relation R, as
defined in Example 5.10.

EXERCISE 5.3.2 Let g,h denote generators of a group of large prime order n such that
log, i is unknown to anyone. Let B = g“h? denote the common input to prover and verifier,
where =,y € Z, is private input to the prover. In each of the following cases, design a
Y-protocol for proving knowledge of x,y € Z, such that B = ¢g”hY and ¢ (x,y) holds, for
given predicate ¢(z,y). In each case, prove that your protocol is indeed a X-protocol for the
relation {(B;z,y) : B = g*hY,¢¥(x,y)}; see hints below.

B
@

T s & s 2SS s S 5 S
&
\_/\./\_/\_/\./S\_/\_/\./\_/\_/
Il
8
N
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Hints: for part (a) use Okamoto’s protocol (see Figure 4.5); for part (b) consider modifications
of EQ-composition of Schnorr’s protocol (see Figure 5.8), or eliminate variable z or y directly
using that « = y; for part (c¢) eliminate variable z using the given equation for z and y; for part
(d) use OR-composition as in Example 5.10; for part (e) consider the binary representation
of z and use ¢ instances of the protocol of part (d); for part (f) use an instance of Okamoto’s
protocol by isolating g on one side of the equation B = ¢g*hY, similar to Eq. (5.1) in NEQ-
composition; parts (g) and (h) are generalizations of part (f); for part (i) isolate g on one
side of the equation for BY and use EQ-composition with equation for B; for part (j) use
AND-composition and EQ-composition; for part (k) eliminate one of the variables and use
OR-composition.

EXERCISE 5.3.3 See Figure 4.5. Is the protocol of Figure 5.12 a 3-protocol for the relation
{(h;w1,22) : h = g7"g5°}?

EXERCISE 5.3.4 Let g, h denote generators of a group of large prime order n such that log, h
is unknown to anyone. Design Y-protocols (and prove correctness) for the following relations:

(a) {(AvB?xvyaz) A= gxhy7B = gl/xhz,x 7é O},

(b) {(A1, A2, B;x1,22,y1,y2,2) : A1 = g hY', Ay = g™2h¥?, B = g"'"2h*}.
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Prover Verifier
(h=g7'95%)
ui,u2 €R Lnp

ap < g1t
U, ai, az
ag < 922 ;)
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C
%
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?
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FIGURE 5.12: Alternative to Okamoto's protocol?

EXERCISE 5.3.5 Let g,h denote generators of a group of large prime order n such that
log, h is unknown to anyone. Consider an instance of the 3SAT problem for Boolean variables
v1,..., 0, given by a Boolean formula ® consisting of m clauses, which each consist of three
literals:

b = (l1,1 vV lLQ V 11’3) Ao A (lm71 V lm72 vV lm,g).

Each literal is of the form [; ; = vy, or l; j; = T = 1 — vy, (negation of vy), 1 <k < £. Construct
a Y-protocol (including a correctness proof) for the following relation:

RgSAT = {((I),Bl, .. .,Bg;xl,yl, ... ,xg,yg) : <I>(x1, ... ,a:@,Vilek = gw’“hy’“,xk S {0, 1}}

EXERCISE 5.3.6 See the previous exercise. A X-protocol for R, actually proves knowl-
edge of witnesses to open the given commitments By, ..., By. Construct a more flexible way
for proving that @ is satisfiable, by considering the following relation instead:

Rssar = {(®;21,...,2¢) : P(x1,...,20)}.

EXERCISE 5.3.7 Let g, h denote generators of a group of large prime order n such that log, h
is unknown to anyone. Design two alternative X-protocols (and prove correctness) for relation

Rner = {(A7B7xay7 Z) A= gmhy,B = gxnilhz}.

(i) By applying OR-composition distinguishing cases x = 0 and = # 0 for the first proto-
col. (ii) By applying an appropriate form of EQ-composition for exponent x for the second
protocol (not using OR-composition at all). The Y-protocols you are looking for both have
announcements consisting of four (g)-elements each, but the response for (i) will comprise
six Zp-elements (using the optimization of Exercise 5.2.3), whereas (ii) can be done with a
response comprising four Z,-elements only.

5.4 NONINTERACTIVE X-PROOFS

Recall that there are basically two forms of authentication schemes: interactive authentica-
tion schemes (e.g., identification schemes) and noninteractive authentication schemes (e.g.,
digital signature schemes). Similarly, one may distinguish two forms of zero-knowledge proof
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schemes: interactive proof schemes and noninteractive proof schemes. An interactive proof
scheme comprises a protocol by which a prover convinces a verifier that a certain statement
holds. A noninteractive proof scheme comprises an algorithm by which a prover generates a
proof for a certain statement and another algorithm by which a verifier may verify a given
proof.

It turns out that there is a simple but effective way to make any Y-protocol noninteractive,
known as the Fiat—Shamir heuristic. To emphasize the difference between an interactive -
protocol and its noninteractive counterpart, we will refer to the noninteractive version as a
Y-proof.

A distinctive feature of a noninteractive Y-proof is that any entity may play the role of the
verifier. As a consequence, a noninteractive Y-proof can be verified independently by many
entities—just as a digital signature can be verified by anyone who is interested in its validity.

5.4.1 DIGITAL SIGNATURES FROM X-PROTOCOLS

A digital signature scheme consists of three algorithms: a key generation algorithm, a signa-
ture generation algorithm, and a signature verification algorithm. By means of an example
we will show how to convert any X-protocol (used for identification) into a corresponding
digital signature scheme, when given a cryptographic hash function H : {0,1}* — {0, 1}*, for
a suitable value of k (see below).

Consider Schnorr’s protocol (see Figure 4.3) for proving knowledge of z = log, h, for a
given public key h. The Schnorr signature scheme is obtained by applying the Fiat—Shamir
heuristic to Schnorr’s protocol. This means that—rather than picking challenge ¢ uniformly
at random (and independent of announcement a)—challenge ¢ is computed as a hash value
of announcement a and message M, that is, ¢ - H(a; M). In this way, no interaction with
the verifier is required anymore, as the prover may compute challenge ¢ on its own. The
security of the resulting signature scheme follows if one views H as a random oracle. The
intuition is that if H is a random function, then the value of challenge ¢ = H(a; M) will appear
completely random to the prover for each new message M to be signed, hence ¢ follows the
same distribution as when the prover interacts with an honest verifier. Moreover, the prover
must first choose announcement a before challenge ¢ can be computed.

We will assume that 2¥ < n. As a consequence, bit strings in {0, 1}’“ can be identified
with integers in {0,1,...,2¥ — 1} C Z,. The Schnorr signature scheme is composed of the
following three algorithms, where all users may share the group (g) of prime order n and hash
function H : {0,1}* — {0, 1}*.

Key generation. A key pair (h;z) is generated by choosing private key = €r Z,, and then
setting public key h by h < g*.

Signature generation. On input of a message M and a private key z, choose u € Z,, set
a < g%, ¢+ H(a; M), and r <, u + cz. The signature on M is the pair (¢, 7).

Signature verification. On input of a message M, a pair (¢, ), and a public key h, accept
(¢,7) as a signature on M if and only if ¢ = H(¢g"h™¢ M) holds.

Clearly, the Schnorr signature scheme is quite efficient. The computational cost of signature
generation is dominated by the time to perform a single exponentiation of the form g¢%; if
desired, this exponentiation can be done beforehand, that is, before the message M is known.
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FIGURE 5.13: Parametrized insecure variant of Schnorr’s protocol

The computational cost of signature verification is dominated by the time to perform a “dou-
ble” exponentiation of the form ¢g"h~¢; such an exponentiation can be computed considerably
faster than just computing ¢" and h~¢ and multiplying the result. Since a Schnorr signature
(c,r) consists of two numbers in Z,,, the size of a signature is rather small (in practice, n may
be a 256-bit number, hence a signature is just 512 bits.)

The Fiat—Shamir heuristic for converting Y-protocols into signature schemes can be proved
secure (against adaptive chosen-message attacks) in the random oracle model. The next exer-
cise, however, shows that for contrived cases the resulting signature scheme may be insecure.

EXERCISE 5.4.1 To see that the Fiat—Shamir heuristic does not necessarily lead to secure
signature schemes, consider the following variant of Schnorr’s protocol, see Figure 5.13. The
function F' : (g) — Z, can be replaced by your favorite hash function; for simplicity it is
assumed that the hash function maps into Z,. Note that the constant function F(w) = 0, for
w € (g), yields the protocol of Exercise 5.1.1.

(i) Show that the protocol is complete, special sound, and honest-verifier zero-knowledge
(for any function F': (g) — Zy).

(ii) What happens if we generate the challenge as ¢ <+ F(a) to obtain a noninteractive
version of the protocol? That is, what happens if we instantiate the random oracle with
H=F.

5.4.2 PROOFS OF VALIDITY

Consider a Pedersen commitment of the form B = g*hY, where x € Z,, is the committed value
and y €g Z, (cf. Section 3.2.2). Now, suppose that it must be ensured that the committed
value z is actually a bit, that is, x € {0,1}. We may do so by requiring the committer
to execute a Y-protocol proving that indeed = € {0,1}, for a given commitment B (see
Exercise 5.3.2(d)).

In many applications, however, it is undesirable that the committer would need to engage
in an interactive protocol with every potential verifier (of which there may be many). A
better approach is therefore to apply the Fiat—Shamir heuristic to the X-protocol for proving
the given statement. The resulting noninteractive »-proof may then be verified by anyone
who is interested in its validity.
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DEFINITION 5.11 Let H be a cryptographic hash function. For any Y-protocol as in
Figure 5.1, a (noninteractive) X-proof for relation R is defined in terms of two algorithms.

Proof generation. Given (v;w) € R, a X-proof is a pair (a(v; w;up); p(v; w; H(a;v);up)).

Proof verification. Forv € V, (a;r) is accepted as X-proof if and only if p(v; a; H(a;v);r).

In general, a X-proof thus consists of an announcement a and a response r. Often, however,
it is possible to reduce the size of a X-proof by replacing (parts of) a by the challenge c. A
well-known example is the above Schnorr signature scheme, in which (¢; r) is used as signature
instead of (a;r), exploiting the fact that a can be recovered from (¢;r) as a = g"h™¢. Another
typical example is the following X-proof for relation {(B;x,y) : B = g*h¥Y,z € {0,1}}, where
the reduction in size is quite substantial.

EXAMPLE 5.12 The X-protocol of Exercise 5.3.2(d) is converted into a X-proof as follows.
Let B = g”hY be given and let x € {0,1},y € Z, be the private input for the prover. Write
T=1-—u forx €{0,1}.

Proof generation. Choose ug,cz, 1z €r Zn, and set a; < h% and az < h'=(B/g%)" .
Set the challenge ¢ as ¢ < H(ag,a1; B), and compute the responses ¢; <, ¢ — cz and
Tz <—n Uy + czy. The X-proof is the tuple (co,c1,70,71)-

Proof verification. Given commitment B, a tuple (cg, c1,r0,71) Is accepted as a Y-proof if
and only if cg + ¢1 =, H(h™ B~ h™(B/g)~; B).

It is important to note that for a X-proof, value v is included in the input to the hash
function, as well as announcement a. This way the “context” (statement to be proved) is fixed,
and forgery of proofs is prevented. Hence, in Example 5.12, it is important that commitment
B is included in the input to the hash function. Otherwise the Y-proof can be forged, that is,
valid ¥-proofs can be generated without knowing any x € {0,1},y € Z, satisfying B = g*hVY.

EXERCISE 5.4.2 Show how to forge a X-proof (¢, c1,70,71) for a commitment B if proof
verification is changed into ¢y + ¢1 =, H(R"™° B~ h™(B/g)~“) by making a suitable choice
for B. Hint: B can be set after ¢ = H(ag,a1) is computed.

5.4.3 GROUP SIGNATURES

As a simple application of the techniques we have seen so far, we consider the problem of
designing a group signature scheme. An (anonymous) group signature scheme allows users to
sign on behalf of a group, in such a way that a signature does not disclose which user actually
produced the signature. If desired, e.g., in case of disputes, a group manager is still able to
prove which group member produced any given group signature.

DEFINITION 5.13 A group signature scheme for a group formed by a group manager
Py and group members Py, ..., Py, m > 1, consists of the following four components.

Key generation. A protocol between Py, P1, ..., P for generating a public key h for the
group, a private key xq for the group manager Py and a private key x; for each group
member P;, 1 <1 < m.
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Signature generation. An algorithm that on input of a message M, the public key h of
the group, and a private key x; of a group member P;, outputs a group signature S.

Signature verification. An algorithm that on input of a message M, the public key h of
the group, and a signature S, determines whether S is a valid group signature on M
with respect to public key h.

Signature opening. An algorithm that on input of a message M, the public key h of the
group, a valid group signature S, and the private key x( of the group manager, outputs
the identity of the group member who generated S.

A group signature scheme must meet similar security requirements as a basic digital signa-
ture scheme. In addition, there are requirements related to the anonymity of a group member
and the role of the group manager. Given a signature, no-one except the group manager
should be able to tell which group member produced the signature.* More generally, given
two signatures, no-one except the group manager should be able to tell whether these signa-
ture were produced by the same group member or not (this property is called unlinkability).
Of course, group members should not be able to produce signatures on behalf of other group
members. Similarly, a group manager should not be able to frame a group member P; by
opening a signature produced by P; as if it was produced by P; (i # j).

We next describe a simple group signature scheme, where we assume that all parties have
access to a generator g of order n. As a warm-up exercise we first consider the problem of
proving knowledge of 1-out-of-m private keys. The base case m = 1 is just a Schnorr proof.
The case m = 2 can be solved by an OR-composition of two Schnorr proofs. The general case
may be solved by repeating OR-composition m — 1 times starting from m Schnorr proofs,
noting that OR-composition of a 1-out-of-m, proof and a 1-out-of-msy proof yields a 1-out-of-
(my 4+ mg) proof.

EXERCISE 5.4.3 Construct a X-protocol for the following relation
Rm = {(hl, P ,hm;x) : El?;lhi = g‘r}
by generalizing the technique of OR-composition, and show that it is indeed a X-protocol.

Ignoring the role of the group manager for a moment, we obtain a group signature by
applying the Fiat—Shamir heuristic to the Y-protocol of Exercise 5.4.3. To do so, we would
set ¢ <~ H(ay,...,am; M) for a given message M. The group signature for M is then defined
as S = (c1,71, -+, Cm, m)-

The complete group signature scheme is now as follows, where group member P; is required
to include an ElGamal encryption of ¢g* under the group manager’s public key in each group
signature produced by P;.

Key generation. Each group member P; picks its private key x; €r Z,. Similarly, the
group manager picks its private key zg €r Z,. The public key of the group is then set
to h = (ho,h1,...,hp), where h; = g%, 0 < i < m.

4For simplicity, we assume that group members do not keep track of which signatures they produced and
SO on.
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Signature generation. Group member P; computes an ElGamal encryption of h; = g%
under the group manager’s public key ho: (A, B) = (9%, h{jg**), where u €p Z,. Next,
P; produces a Y-proof showing that (A, B) indeed encrypts one of the values hq, ..., hy,
and that it knows the corresponding private key. More precisely, a Y-proof for the
following relation is given

R, ={(A,B,ho,h1,....,hp;u,z) : A= g" B =hig", 3" h; = ¢"}.

The given message M is also included as an additional input to the hash function in
the X-proof (similar to the way a Schnorr signature is generated).

Signature verification. The Y-proof contained in the group signature is verified (similar
to the way a Schnorr signature is verified).

Signature opening. The group manager decrypts the ElIGamal encryption contained in the
group signature, and proves that it performed decryption correctly. More precisely,
given ElGamal ciphertext (A, B), the group manager outputs d = A®™ and a 3-proof
for zg = log, hg = log, d, using EQ-composition. From d anyone may compute B /d
which matches the public key of the group member who produced the signature.

EXERCISE 5.4.4 Give a X-protocol for relation R/, and prove its correctness, in each of the
following cases: (i) m =1, (ii) m = 2, and (iii) arbitrary m > 1.

5.5 BIBLIOGRAPHIC NOTES

The notion of a ¥-protocol was identified and studied in [Cra97], as a further abstraction of
the (special) honest-verifier zero-knowledge, special-sound protocols considered in [CDS94].
Nowadays many variants of Y-protocols exist in the cryptographic literature.” The defining
properties of completeness, soundness, and zero-knowledgeness in this text (cf. Definition 5.1)
have been chosen as strong as reasonably possible. Special attention has been paid to ensure
that the notion of a Y-protocol is preserved under the compositions treated in Section 5.2.

It is well-known that X -protocols are in fact proofs of knowledge because of the extractor
demanded by the (special) soundness property (e.g., see [Dam10]). The formal notion of proofs
of knowledge, pioneered in [TW87, FFS88] and further developed in [GMR&9, BG92], leads
to precise bounds on the success probability of a cheating prover (not knowing a witness).

The transformation from plain honest-verifier zero-knowledgeness to special honest-verifier
zero-knowledgeness in Figure 5.2 is from [Dam10]. The Y-protocol for graph isomorphism in
Figure 5.4 is directly based on the perfect zero-knowledge proof from [GMWO91]. The com-
mitment scheme constructed from any X-protocol in Exercise 5.1.4 is also from [Dam10]. OR-~
composition is from [CDS94], whereas Exercise 5.3.2(d) is from [CFSY96]. EQ-composition
is based on the protocol for proving equality of discrete logarithms from [CP93]. The -
protocol for linear relations (Exercise 5.3.2(c)) and the “not” proof (Exercise 5.3.2(f)—(h))
are from [Bra97]. NEQ-composition is related to (but different from) both the “not” proof
and the disavowal protocol in undeniable signature schemes (see, e.g., [BCDP91]). The %-
protocol of Exercise 5.3.4(b) is from [CD98].

5Since 2001, the name SIGMA (“SIGn-and-MAc”) is also used by Hugo Krawczyk for a certain type of
authenticated key exchange protocol. Incidentally, there is also the thriller “The Sigma Protocol” by Robert
Ludlum (October 2001).
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The Fiat—Shamir heuristic is from [F'S87]. Group signatures are due to [CH91], and the
scheme considered in the text using ElGamal is from [Cam97]. However, the 1l-out-of-m
signature scheme based on the X-protocol of Exercise 5.4.3 already dates back to [CDS94,
Section 5].



CHAPTER 6

Threshold Cryptography

In many situations it is undesirable that access to valuable items is controlled by a single
party only. For example, opening a personal safe at a bank requires the use of two keys,
one kept by the owner of the safe and one kept by a bank employee. Similarly, in many
cryptographic schemes it is undesirable that ownership of a secret key is limited to a single
party only. Instead, the ownership (i.e., knowledge) of a secret key needs to be distributed
between a number of parties.

Threshold cryptography, or more generally group-oriented cryptography, comprises tech-
niques to distribute basic cryptographic schemes between a number of parties. For example,
in a threshold version of a digital signature scheme the private key is shared between ten
parties, such that each subset of seven parties (or more) is able to issue signatures, while
subsets of six parties (or less) cannot produce valid signatures.

6.1 SECRET SHARING

Secret sharing schemes form the basis for threshold cryptography. The idea is to split a secret
into several shares, such that the secret can be reconstructed whenever a sufficient number
of shares is available; if an insufficient number of shares is available, it should not be possible
to reconstruct the secret, nor any part of it.

In constructing secret sharing schemes one should be aware of certain pitfalls, as demon-
strated in the following example.

EXAMPLE 6.1 Consider the RSA cryptosystem with public exponent e = 3 and modulus
N, ged(e,¢(N)) = 1. Two persons like to split the private key d = 1/e mod ¢(N) into
two halves such that both halves are required to recover d. What about splitting d into its
most-significant half and its least-significant half?

Let N = pq, with distinct primes p,q > 3 of the same bit length. Then 3d = 1 + l¢(N)
for some integer [. Since 0 < d < ¢(N) it follows that | =1 or | = 2. Since p and q are not
divisible by 3, ¢(N) # 2 (mod 3), it follows that | = 2 (mod 3). Hence | = 2. Consequently,
d = (14 2¢(N))/3, which we may approximate by

g 1+2(N —2VN+1)
- . .

69
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The approximation error is equal to

P 1+2(N—2\/N+1)J 1+ 26(N) _ {2

. A 2+ a-2vm)|.

Since p + ¢ > 2v/N (which follows from (/p — /q)* > 0), we have 0 < d—d < VN, using
that w.Lo.g. \/N/2 < p < VN < q < V2N (as p and q are of equal bit length). But this
means that the most-significant half of d is equal to the most-significant half of d. (See also
Mathematica notebook d3.nb.)

Thus, the person receiving the least-significant half of d is able to construct all of d’s bits!

The example shows that breaking a bit string into two (or more) pieces is, in general, not
a secure way to share a secret. Another problem with this approach is that it does not cover
the case of a bit string of length one. How do we “split the bit”?

The critical step in “splitting the bit” is to use some additional randomness. To split a
secret bit s € {0,1} into two shares, we choose an additional bit u € {0, 1} and set as shares
s1 = s @ u and so = u. Then neither of the shares s1, so on its own reveals any information
on s, but together s; and so completely determine s, as s1 ®so =sPudu =s.

EXERCISE 6.1.1 Suppose u is uniformly distributed. Show that s; and sy are also uniformly
distributed, irrespective of the distribution of s.

As a direct generalization, we may split a bit s into m shares s1, ..., S;m, by picking m — 1
random bits wu, ..., un €r {0,1} and setting as shares s; = s D ua @ -+ D Uy, and s9 = ug,
..y Sm = Um. The secret may then be recovered by computing s = s1 @ - -+ @ s,,, given all
shares si,...,8y. Less than m shares do not yield any information on secret s. In general,
though, it is not required that the secret can be recovered only when all shares are available.

DEFINITION 6.2 A secret sharing scheme for a dealer D and participants P1, ..., Pp,
comprises the following two protocols.

Distribution. A protocol in which dealer D shares a secret s such that each participant P;
obtains a share s;, 1 <1 < m.

Reconstruction. A protocol in which secret s is recovered by pooling shares s;, i € @), of
any qualified set of participants Q C {P1,...,Pn}.

The set I' of all qualified (or, authorized) subsets of {Pi,...,Pn} is called the access
structure. More formally, access structure I' is a subset of the powerset of {Pi,...,Pn},
or in symbols, I' € 2{P1Pm} where 2% = {4 : A C X} for a set X. Usually, an access
structure I' is monotone, which means that I' is closed under taking supersets: if A € I' and
A C B, then also B €T, forall A,BC {Py,...,Pmn}

The following security requirements are imposed on a secret sharing scheme:

(i) any qualified set of participants is able to determine the value of s by pooling their
shares, and

(ii) any nonqualified set of participants cannot determine any information on the value of
s when pooling their shares.


https://www.win.tue.nl/~berry/2WC13/d3.nb
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Secret sharing schemes satisfying these requirements are called perfect.!

For the purpose of threshold cryptography, we will be concerned with (¢, m)-threshold
secret sharing schemes only, where the access structure is defined asT' = {Q C {P1,...,Pm}:
|Q| > t}, 0 <t < m. In (t,m)-threshold schemes, also referred to as t+1-out-of-m threshold
schemes, any group of t 4+ 1 participants is able to recover the secret, but no group of t or less
participants can do so.

6.1.1 SHAMIR THRESHOLD SCHEME

Shamir proposed a simple and elegant (¢, m)-threshold secret sharing scheme, 0 < t < m.
The scheme can be applied whenever the secret belongs to a finite field F, of order g, where
q > m. For simplicity, however, we will describe Shamir’s scheme for the case ¢ = p only,
where p is prime, since this allows us to treat the elements of F, = Z,, as integers modulo p.
Shamir’s (¢, m)-threshold scheme for sharing a secret s € Z, is defined as follows.

Distribution. The dealer picks a random polynomial a(X) €r Z,[X] of degree at most ¢
satisfying a(0) = s. It sends share s; = a(7) to participant P;, for i = 1,...,m.

Reconstruction. Any set @ of ¢t + 1 participants may recover secret s from their shares by
Lagrange interpolation:”

s= sidqu with dgi= [] J_

i@ seviir? T

To see why reconstruction works, recall that the Lagrange interpolation formula for the unique
polynomial a(X) of degree at most ¢ passing through the points (i, s;), ¢ € @, is given by

a(X) :Zsi H )z(—_]j

i€Q  jeQ\{i}

Since we are interested in the constant term s = a(0) only, we may substitute 0 for X.

Next, we need to argue that nonqualified sets of participants cannot find the secret s.
Suppose that participants P; pool their shares s;, i € A, where |A| = t. Fix any (hypothetical)
value § € Z, for the secret, as used by the dealer. Lagrange interpolation of the points (0, §)
and (i,s;), ¢ € A, implies that there exists a unique polynomial a(X) of degree at most ¢
passing through these points. In other words, given shares s;, i € A, any value § for the secret
is equally probable, which means that from these shares no information on the secret s can
be gained. Therefore, the scheme is perfect.

Note that the security of Shamir’s scheme does not depend on the size of p. The only
condition on p is that p > m holds.

6.2 VERIFIABLE SECRET SHARING

A basic secret sharing scheme is defined to resist passive attacks only, which means that its
security depends on the assumption that all parties involved run the protocols as prescribed

'If nonqualified sets of participants are able to determine some (partial) information on secret s then the
scheme is not perfect. Without going into detail, we mention that such schemes are also of use.
2Note that we frequently write i € Q as a shorthand for P; € Q.
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by the scheme. After (honestly) taking part in the distribution protocol, a nonqualified set
of participants is not able to deduce any information on the secret.

In many applications, however, a secret sharing scheme is also required to withstand
active attacks. This is accomplished by a verifiable secret sharing (VSS) scheme, which
is designed to resist (combinations of) the following two types of active attacks:

¢ a dealer sending incorrect shares to some or all of the participants during the distribution
protocol, and

e participants submitting incorrect shares during the reconstruction protocol.

Clearly, Shamir’s scheme is not a VSS scheme, since it does not exclude either of these active
attacks. During the distribution protocol, there is no guarantee that the shares s; received
actually correspond to a single polynomial a(X) of degree at most ¢. Similarly, during the
reconstruction protocol, there is no guarantee that a share s; provided by participant P; is
actually equal to the share received by P; during the distribution protocol: nothing prevents
P; from using a random value s; €g Z, instead of the correct value s;; the reconstructed value
5 will be useless, but if P; is the only cheating participant during reconstruction, P; will still
be able to find the value of s using the other ¢ correct shares.
We will consider two basic VSS schemes.

6.2.1 FELDMAN VSS

The idea behind Feldman’s VSS scheme is to let the dealer send additional values to all
participants based on which each share can be checked for validity. The scheme assumes a
DL setting.

Let (g) be a group of order n, where n is a large prime. Feldman’s (¢, m)-threshold VSS
scheme for sharing a secret s € Z,, is defined as an extension of Shamir’s scheme.

Distribution. The dealer chooses a random polynomial of the form
a(X)=s+wu X+ +uX’,

where u; €r Z,, 1 < j < t. The dealer sends shares s; = a(i) to participant P; in
private, for i = 1,...,m. Set ug = s. In addition, the dealer broadcasts commitments
Bj = g%, 0 < j <t. Upon receipt of share s;, participant P; verifies its validity by
evaluating the following equation:

t
g =] Bi (6.1)
§=0

Reconstruction. Each share s; contributed by participant P; is verified using Eq. (6.1).
The secret s = a(0) is then recovered as in Shamir’s scheme from ¢ + 1 valid shares.

The commitments B; broadcast by the dealer, commit the dealer to a single polynomial a(X)
of degree at most ¢ over Z,. If s; = a(i), then Eq. (6.1) will indeed hold:

t t
g% = ga(i) - gz;:o ugel H g“jij = H B;.j,
=0 =0
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Therefore, any attempts at cheating by the dealer or by one or more participants is detected.
This security property does not depend on the DL assumption (or any other computational
assumption).

To complete the security analysis of Feldman’s scheme, however, we need to argue that
any set of t participants is not able to find the secret from their shares, given the fact that
they also get to see the commitments Bj, j = 0,...,t. In particular, note that By = g“° = ¢°
is available, hence it is possible to find s if one is able to compute discrete logs w.r.t. g. Thus,
we will prove that if the DL assumption holds for (g), it follows that ¢ or less participants are
not able to find the secret s.

Let h € (g) be given, such that log,h is unknown. Suppose w.l.o.g. that participants
P1, ..., P (hence, collectively forming the adversary) are able to find the secret s. We show
how to compute log, h, which contradicts the DL assumption.

Given h we construct a modified instance of Feldman’s VSS as follows. The distribution
protocol is modified by letting the dealer set By = h (which means that the secret is s = log, h
is not known to the dealer). The dealer also chooses s1,...,s; €r Zy,, and computes B; for
j=1,...,tsuch that Eq. (6.1) holds for participants Py, ..., P;. (The shares for participants
Pit1,- .-, Pm are irrelevant.)

It is essential that the dealer is able to compute B; for j = 1,...,t without knowing
s = log, h by setting:

B; = [] (g% /n)i+. (6.2)
k=1

Here ¢ x t matrix (7; ) is the inverse of the following Vandermonde matrix:

1 1 1
9 92 ... 9t
t t? tt

EXERCISE 6.2.1 Verify that Eq. (6.1) holds for 1 <i <t if By = h and Bj, 1 < j <'t, are
defined by (6.2).

The view of participants Pi,...,P; in the above modified instance of Feldman’s scheme
is identical to their view in a regular instance of the scheme. Therefore, any successful attack
on the regular instances will be equally successful on the modified instances. However, in the
modified instances the dealer itself does not even know the secret s, and breaking a modified
instance actually means computing the “embedded” discrete logarithm log, h. Any successful
attack on Feldman’s scheme, recovering the secret from ¢ shares only, would thus contradict
the DL assumption.

EXERCISE 6.2.2 The special case of an m-out-of-m threshold scheme for secrets s € Z,, can
be solved simply by setting the shares as follows: choose s; €g Z, for i = 2,...,m and set
s1=(s—>.1"5s;) mod n. Extend this basic secret sharing scheme to a Feldman VSS scheme,
and provide a security analysis of the resulting VSS scheme.
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6.2.2 PEDERSEN VSS

There is one caveat for Feldman’s scheme which we have ignored so far. We have tacitly
assumed that the a priori distribution of the secret s used by the dealer is the uniform
distribution on Z,. In some applications, however, the a priori distribution of s may be very
skewed. For example, it may already be known that the secret is actually a bit, hence that
Pr[s =v] =0 for all v € Zj, \ {0, 1}.

Pedersen’s VSS scheme allows one to share a secret s in a verifiable way such that the
security does not depend on the a priori distribution of s. In fact, the secret s will remain
hidden without relying on a discrete log assumption. Hence, the secrecy of s is guaranteed
in an information-theoretic way, just as for the basic Shamir scheme. The critical difference
compared to Feldman’s scheme is to use Pedersen commitments (see Section 3.2.2) for the
commitments broadcast by the dealer.

The DL assumption is still relevant, however, since we need it to show that the dealer
cannot cheat by sending inconsistent shares to the participants.

Let (g) be a group of order n, where n is a large prime. Let h €r (g)\{1} denote a random
group element (such that log, A is not known to any party). Pedersen’s (¢, m)-threshold VSS
scheme for sharing a secret s € Z, is defined as the following modification of Feldman’s
scheme.

Distribution. The dealer chooses random polynomials a(X), b(X) of the form
a(X) =ug+u X + -+ +u X!
b(X)=vyp+v1 X + -+ v X,

where wj,v; €g Zpn, 0 < j < t, subject to the condition a(0) = s. The dealer sends
shares s; = (a(i),b(i)) to participant P; in private, for ¢ = 1,...,m. In addition,
the dealer broadcasts commitments C; = g“/h%, 0 < j < t. Upon receipt of share
si = (si1, Si2), participant P; verifies its by evaluating the following equation:
t
gsL Rt = H C;:J_ (6.3)
§=0

Reconstruction. Each share s; contributed by participant P; is verified using Eq. (6.3).
The secret s = a(0) is then recovered as in Shamir’s scheme from ¢ + 1 valid shares.

Informally, the security of Pedersen’s VSS scheme is analyzed as follows. Using that
ug = s, note that the dealer broadcasts commitment Cy = ¢g°h". Since this is a Pedersen
commitment, it follows that the secret s is hidden in an information-theoretic way. This line
of reasoning can be extended to show that even when ¢ shares are known in addition to the
commitments Cj, 0 < j < ¢, nothing can be deduced about the value of s (other than what
already follows from the a priori distribution of s).

A technical detail is that the dealer would be able to cheat if it would know log, h. The fact
that Pedersen’s commitment scheme is computationally binding (under the DL assumption),
however, ensures that the dealer is committed to the polynomials a(X) and b(X) once it
broadcasts the C; values.

EXERCISE 6.2.3 See Exercise 6.2.2. This time extend the basic m-out-of-m scheme, where
shares s;1 €g Zy for i =2,...,mand s1; = (s — Y ;"5 s;1) mod n, to a Pedersen VSS scheme,
and provide a security analysis of the resulting VSS scheme.
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6.3 THRESHOLD CRYPTOSYSTEMS

In a basic public key cryptosystem the private key is held by a single party. The object of a
(t, m)-threshold cryptosystem is to distribute the knowledge of a private key between parties
Pi1,...,Pm such that at least ¢ + 1 of these parties are required for successful decryption,
0 <t < m. As a concrete example we will consider a (¢, m)-threshold ElGamal cryptosystem.

Recall from Section 2.1.4 that the basic ElGamal cryptosystem consists of a key generation
algorithm, an encryption algorithm, and a decryption algorithm. To appreciate the definition
of a threshold cryptosystem (Definition 6.3), we first consider a simple but flawed approach
for obtaining a threshold version of the ElGamal cryptosystem.

The idea is to incorporate a (verifiable) secret sharing scheme as follows. A dealer first
runs the key generation algorithm of the ElGamal cryptosystem, resulting in a private key x
and a public key h, say. Subsequently, the dealer runs the distribution protocol of a (¢, m)-
threshold secret sharing scheme, using x as the secret (e.g., using Feldman’s VSS scheme).
As a result, party P; gets a share x; of the private key. The encryption algorithm remains the
same, using public key h. Finally, for decryption, the reconstruction protocol of the secret
sharing scheme is run first to obtain the private key x, which is then used as input to the
decryption algorithm.

However, this simple method suffers from two major drawbacks. Firstly, the dealer gets to
know the private key x, hence the dealer must be trusted not to use x on its own. Secondly,
during decryption the private key x is reconstructed, hence the parties involved must be
trusted not to use z on their own as well.

To address these problems, a threshold cryptosystem is defined as follows.

DEFINITION 6.3 A (t,m)-threshold cryptosystem, 0 <t < m, is a scheme for parties
P1, ..., Pn consisting of the following three components.

Distributed key generation. A protocol between P4, ..., P, for generating a public key
h such that party P; obtains a private share x; (of the private key x corresponding to
h) and a public verification key h;, 1 < i < m. The protocol depends on t.

Encryption. An algorithm that on input of a plaintext M, a public key h, outputs a
ciphertext C' of M under public key h.

Threshold decryption. A protocol between any set of t + 1 parties P, ..., P;, that on
input of a ciphertext C, private shares x;,,...,x;,, and verification keys h;,, ..., h;,,
outputs plaintext M.

A basic security requirement for a threshold cryptosystem is that the private key x remains
secret at all times, unless ¢ + 1 or more parties decide to cheat by pooling their shares.
Therefore, the distributed key generation (DKG) protocol is symmetric with respect to the
roles of Pi,...,Ppn, hence the DKG protocol does not rely on a specific party acting as
a (trusted) dealer in a secret sharing scheme. Similarly, the threshold decryption protocol
should be such that it does not rely on reconstructing the private key x.

EXERCISE 6.3.1 See Section 2.1.4. Assuming honest behavior of parties Py, ..., Pp,, design
an m-out-of-m threshold ElGamal cryptosystem with public key h = [[;~, h;, where z; € Z,,
is the private share of P; and h; = g% is the corresponding verification key, 1 < i < m.
Discuss its security against passive attacks.
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6.3.1 THRESHOLD ELGAMAL CRYPTOSYSTEM

As usual let (g) be a group of order n, where n is a large prime. In the basic ElGamal
cryptosystem, a public key is of the form h = ¢®, where x €g Z,, denotes the private key. For
a (t,m)-threshold ElGamal cryptosystem, a public key will be of the form h = ") where
a(X) € Zy[X] is a random polynomial of degree at most t. Each party P; gets a private
share x; = a(i), 1 <i < m, hence a(X) is the unique polynomial passing through the points
(1,21),...,(m,xy,). Furthermore, the corresponding verification keys are defined as h; = g*:.

Distributed Key Generation Protocol

The object of the DKG protocol is to let parties Pi,..., P, jointly generate the random
polynomial a(X). We will do so by having each party P;, 1 < i < m, pick a random polynomial
a;(X) € Zn[X] of degree at most ¢ and then defining a(X) = > """ a;(X). Feldman’s VSS is
used to share these polynomials between the parties. For simplicity we assume that each party
behaves honestly (the protocol is able to identify cheating parties, but it is a bit cumbersome
to describe how the cheating parties are to be eliminated).

The DKG protocol then consists of the following steps, using an auxiliary commitment
scheme:

1. Each party P; picks a random polynomial a;(X) € Z,[X] of degree at most ¢, and
broadcasts a commitment to the value of g%, where s; = a;(0).

2. Each party P; opens its commitment to ¢g* and the public key h is set as h = 92111 5,

3. Each party P; runs an instance of Feldman’s VSS scheme, using s; € Z, as secret
value. Party P; plays the role of the dealer, and parties P, ..., Py, play the role of the
participants. (Hence, P; plays a double role, namely as the dealer and as a participant.)

4. Let s;; denote the share of s; as sent by party P; to party P;, for 1 <¢,5 < m. Each
party P; sums all its received shares s;; to obtain its share x; = E;n:l sj; of the private
key x. The verification key of party P; is defined as h; = ¢g™.

Note that sj; = a;(¢). Since a(X) = >, a;(X), it follows that z; = a(i).

The use of the auxiliary commitment scheme in the first two steps of the protocol ensures
that no party is able to influence the value of the public key h, other than by contributing a
random share s;.

Threshold Decryption Protocol

Let C' = (A, B) be an ElGamal ciphertext for public key h. The threshold decryption protocol
consists of the following two steps:

1. Each party P; takes A as input and uses its share z; to produce d; = A% along with a
Y-proof showing that log, h; = log 4 d; holds (using EQ-composition, cf. Figure 5.8).

2. Let Q be a set of ¢ + 1 parties who produced valid d; values. Then the plaintext M can
be recovered by evaluating:

B/ [ 4% = B/A® = M,
1€Q

where Ag; =[] JeO\{i} ﬁ denote Lagrange coefficients as in Shamir’s scheme.
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As long as t + 1 or more parties produce a correct decryption share d;, decryption succeeds.
Hence, the protocol breaks down at m — ¢t or more faulty parties, who are unable or unwilling
to participate in the decryption of a given ciphertext.

6.4 BIBLIOGRAPHIC NOTES

The observation that for small e the RSA cryptosystem leaks the most-significant half of the
private key d can be traced back to [BDF98, p. 29]. Example 6.1 builds on this idea, using a
slightly better approximation d and optimizing for the case e = 3.

The Shamir threshold secret sharing scheme is from [Sha79]. Independently, Blakley dis-
covered another way to do threshold secret sharing [Bla79]. Threshold cryptography was in-
troduced as a new concept together with some first solutions in [Des88, DF90], see also [Des94].
The Feldman VSS and Pedersen VSS schemes are from [Fel87] and [Ped92], respectively. The
threshold ElGamal cryptosystem is based on [Ped91].
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Multiparty Computation

Imagine a constellation of parties Py,..., P, each holding a value x1,..., ., respectively,
for which they like to evaluate the function value f(x1,...,x,,) for some given function f.
The problem of (secure) multiparty computation is to find a protocol for P,..., Py, which
enables them to jointly compute output value f(xi,...,z;), however in such a way that
their respective input values z1, ..., z,, remain secret, except for the information that can be
inferred logically from the output value.

For m = 2, a classical example is Yao’s millionaires problem. Parties P; and Py are two
millionaires (or, billionaires by today’s standards) who want to compare their wealth, hence
to see who is the richer one. That is, writing x1 and xo for their respective wealths, they want
to evaluate the function f(z1,z2) = x1 > x2 (we do not care about the improbable case that
x1 = x2). They could simply do so by telling each other the values of 21 and x5 but obviously
this way much more information than the value of x1 > w9 is revealed. What they need is a
protocol for evaluating the value of 1 > x5 without leaking any further information on the
input values z1 and xs.

The beauty of the theory of secure multiparty computation is that a protocol for evaluating
a given function f securely can be found, as long as f is an efficiently computable function.
In this chapter we first cover electronic voting as a simple case of multiparty computation,

corresponding to function f(z1,...,Tm) =21 + -+ + &y,. Subsequently, we will consider the
problem for general functions f, such as f(x1,...,2p) = x1 -+ -z and f(x1,...,25) =
max(x1,...,Tn,), which are harder to handle.

7.1 ELECTRONIC VOTING

The problem of finding a secure and efficient electronic voting scheme has been a challenge
since the beginning of the 1980s. Assuming that votes are binary (that is, either “yes” or
“no”), electronic voting can be viewed as an instance of a multiparty computation, where
the function to be evaluated is f(z1,...,2m) = x1 + -+ + zp, for votes z1,...,z, € {0,1}.
Given the techniques developed in the preceding chapters it is possible to arrive at a practical
solution in just a few steps.

Let us briefly state the basic security requirements for an electronic voting scheme.

¢ Eligibility means that only eligible voters can cast a vote, and also that each eligible
voter can cast at most one vote.
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e Privacy of an individual vote is assured against any reasonably sized coalition of parties
(not including the voter herself). Depending on the implementation some cryptographic
assumptions need to be assumed as well.

¢ Universal Verifiability ensures that any party, including a passive observer, can check
that the election is fair, i.e., that the published final tally is computed fairly from the
ballots that were correctly cast.

¢ Robustness (or, fault-tolerance) means that the faulty behavior (either benign or ma-
licious) of any reasonably sized coalition of participants can be tolerated. In large-scale
elections this means that no coalition of voters of any size can disrupt the election; in
other words, any cheating voter can be detected and discarded.

We will formulate a solution in terms of two types of roles: voters and talliers. Let
Vi,..., Vy denote the voters and 7q,..., 7, denote the talliers taking part in the election.
The role of a voter is simply to cast a vote as an encrypted and authenticated message. The
talliers will take care of computing the final tally (i.e., the sum of the votes), however, without
compromising the privacy of the votes. The problem is to resolve the apparent contradiction
that in order to compute the sum of the votes, the talliers need to decrypt the individual
votes thereby compromising privacy.

A single party (person or entity) may take part as a voter, as a tallier, or as both a
voter and a tallier. Two typical cases are large-scale elections with m’ > m and boardroom
elections with m’ = m. In large-scale elections the number of voters may range from 100 to
1,000,000 say, while the number of talliers is limited, e.g., between 5 and 50. In a boardroom
election every person plays the role of both voter and tallier. The voting scheme below is
suited for large-scale elections, limiting the work for voters to sending a single message.

For the solution presented below, the main tool is a threshold homomorphic cryp-
tosystem. As a concrete example of such a cryptosystem, we will consider the threshold
homomorphic ElGamal cryptosystem. This version of the ElGamal cryptosystem is the same
as the threshold ElGamal cryptosystem of Section 6.3.1 with the modification that the plain-
text space is Z, instead of (g), where encryption of a plaintext M € Z, under public key h
is defined as

(A, B) = (g“, h“gM), U ER L.

In other words, a value M € Z, is encoded as a value g™ € (g). Note that during decryption
we need to apply the reverse transformation, that is given g™ for some M € Z,, we need
to compute M. In general, we would need to solve the discrete log problem to do so, which
we assume to be infeasible. The way out is that we will see to it that M belongs to a small
subset of Z,,.

This modified ElGamal cryptosystem then enjoys the following (additive) homomorphic
property. If we multiply an encryption (A, B) of M with an encryption (A’, B’) of M’ we
obtain an encryption of M + M’:

(A7 B) * (AI7 B/) = (AA/, BB/) = (g“Jr“/, hu+u/gM+M/).
The electronic voting scheme is now as follows.

Key generation. The talliers 71, ..., 7, run the DKG protocol of the (¢, m)-threshold El-
Gamal cryptosystem, for an agreed upon value of t. Let h denote the resulting public
key.
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Voting. Each voter V; casts a vote v; € {0,1} ~ {“no”, “yes”} by broadcasting a ballot'
which is a message consisting of an ElGamal encryption (A4;, B;) = (g"¢, h%g"*), where
u; €r Zn, and a X-proof that (A4;, B;) is correctly formed.

Tallying. The talliers decrypt the product (A, B) = Hﬁl(Ai, B;) to obtain g2-i=1" as inter-
mediate result, from which Z?L v; is easily determined using that 0 < Z;nz/l v; <m'?

If all (A;, B;) are correctly formed, it follows from the homomorphic property that (A, B) =
(g%, h*g2i=1") for some u € Z,, which ensures the validity of the final tally.

EXERCISE 7.1.1 Construct a ¥-protocol (and prove its correctness) for proving that (A;, B;)
is correctly formed, and turn it into a X-proof (see Section 5.4.2).

In practice, voter V; needs to authenticate its ballot, say by producing a digital signature
on (A;, B;) and the accompanying proof. The officials running the voting scheme must know
the public keys of the voters. During an election, the officials will check the signature on each
submitted ballot. At most one ballot will be accepted and recorded for each voter.

The property of universal verifiability is that anyone is able to check that (i) all ballots
(A;, B;) used to calculate the product (A4, B) are correctly formed (by checking the accom-
panying proofs), (ii) each ballot (A;, B;) is correctly signed w.r.t. the public key of voter V;,
(iii) product (A, B) is computed correctly, (iv) each tallier produced a correct share of the
decryption of (A, B) (by checking the proofs, see Section 6.3.1), and finally (v) that the final
tally corresponds to the decrypted value of (A, B).

EXERCISE 7.1.2 The topic of this exercise is a boardroom election scheme involving voters
(doubling as talliers) Vi,...,Vmy, m > 1. Each voter V; has a public key h; = g%, where

x; €r Ly is V;’s private key. Let H; = h,, H;;l hj, for 1 <i <m.
First, voter V), publishes the following encryption of its vote v, € {0,1}:

(Am’ Bm) = (gum’ H#ngvm)7

where u,, €g Zy,. Next, for i =m —1,...,1 (in this order), voter V; publishes the following
encryption of its vote v; € {0,1}:

(Ai, Bi) = (Aiy19", Bis1 AT H  g"),
where u; €g Zy. Finally, voter Vy;,, publishes log, BAT™.

Let t; = 377", vj, for 1 <4 < m. (i) Prove by induction on i that (A;, B;) is an ElGamal
encryption of g% under public key H;. Hence, that V,, publishes Z;n:l v; at the end of
the protocol. (ii) Show how Vi, Vi,...,V;—1 for any i, 2 < i < m, are jointly able to
decrypt (A;, B;), hence that they are able to determine the intermediate election result t;.
(iii) Describe the relations that need to be proved in each protocol step to show that the
voter’s output is formed correctly.

'The word “ballot” derives from the Ttalian “ballotta.” Small colored balls (like peas or beans) were first
used for secret voting in Italy in mid 16th century. Here, we use “ballot” as a shorthand for “voted ballot,”
which literally means “a sheet of paper filled out to cast a secret vote.”

2Given h = g%, where 0 < < m’ < n, the Pollard-\ (kangaroo) method finds = in O(v/m’) time using
O(1) storage.
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FIGURE 7.1: Matching without embarrassments

7.2 BASED ON THRESHOLD HOMOMORPHIC CRYPTOSYSTEMS

The homomorphic ElGamal cryptosystem introduced in the previous section provides an easy
way to compute an encryption of z + y (modulo n), given encryptions of x and y. We will
express this fact in a somewhat abstract way by saying that given homomorphic encryptions
E(x) and E(y), we may compute the encryption E(x + y) = E(z)E(y). Here, E(z) stands
for a homomorphic ElGamal encryption of z € Z, under some understood, fixed public key
h; hence, E(z) = (g%, h*g") for some u € Zy,.

So, addition is easily covered. What about multiplication, that is, computing E(zy) from
E(x) and E(y)? This is indeed an important question as a solution to this problem basically
implies that we would be able to compute any function f : Z, x Z, — Z,. To compute
E(f(z,y)) from E(z) and E(y) we express f(z,y) as a polynomial in Z, [z, y], and repeatedly
apply addition and multiplication to evaluate the polynomial. For example, to compute
E((z+y)?) we first use addition to compute E(x+y) and then use multiplication to compute
E((z + y)(x +y)). Without going into details, we state that a solution for multiplication
allows us, in principle, to handle any efficiently computable function.

We will now focus on the computation of E(zy) given E(x) and E(y), considering the
special case that x,y € {0,1}. Also, we restrict ourselves to the case of two-party computation
(m = 2), writing A and B for parties P; and P2. Despite these restrictions the problem of
computing E(xy) is still nontrivial.

We first consider the case where party A knows x and party B knows y. In other words, x is
the private input of A and y is the private input of B. Securely computing zy in this case may
be interpreted as a way to implement the ultimate dating service, as may be concluded from
Figure 7.1. The idea is as follows. Say, Alice and Bob like to find out if they want to go on a
date (with each other). They might simply tell each other whether they are interested or not.
In case they are both interested, this simple solution is satisfactory. However, if for example
Alice is not interested in Bob but Bob is interested in Alice, Bob might feel embarrassed
afterwards because he expressed interest in her; if he would have known beforehand that
Alice was not interested anyway, he would have told Alice that he was not interested.

In terms of bits, we see that if zy = 1 it follows that x = y = 1 and there is nothing to
hide. If zy = 0, then x = 0 and/or y = 0. If z = 0, then it follows that xy = 0 regardless
of the value of y; in this case, a secure computation of xy is required to completely hide the
value of y. Hence, if Alice is not interested in Bob, and she knows that there is not going to
be a match anyway, she should not be able to find out whether Bob was interested or not.
The same reasoning applies to the case y = 0.

Let x € {0,1} be the private input of party A, and let y € {0,1} be the private input of
party B. To compute zy securely, the following protocol is executed, assuming that A and B
have set up a (1, 2)-threshold ElGamal cryptosystem with public key h.
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1. Party A sends encryption (4, B) = (g%, h*g"), where u €r Z, to party B.

2. Party B raises the encryption to the power y and sends the randomized result (C, D) =
(9" AY, h" BY), where v €R Z,, to party A.

3. Parties A and B jointly decrypt (C, D) to obtain the value of xy.

The protocol is described for the passive case, that is, the case in which the parties follow
the protocol exactly. If A and B follow the protocol, we see that (C, D) = (g%, hvTW g%y),
hence decryption of (C, D) indeed results in the value of zy.

To prove the security of the protocol in the passive case, we still need to do some work
though. Namely, we must show that party A is not able to deduce any information on y other
than implied by the values of its own input  and the common output xy. The only additional
information A gets on y is the encryption (C, D), but note that (C, D) = (¢"AY, hV BY), where
v €R Zy, is only known to party B. Under the DDH assumption, it follows that (C, D) does
not give any information on y. Similarly, the only additional information B gets on x is the
encryption (A, B) which gives no information on x, again under the DDH assumption.

To cover the active case, zero-knowledge proofs should be added to enforce parties A and
B to follow the protocol. In this case, A is required to prove that (A, B) is an encryption of a
bit value, and B is required to prove that (C, D) is indeed of the form (¢g°AY, h*BY) for some
s € Zy, and some y € {0,1}.

Next, we consider the more general case where values z and y are not known to parties
A and B, respectively, but x and y are only given by encryptions E(z) and E(y) say. (This
case arises for example when x and y result from earlier intermediate computations.) In
order to compute an encryption E(zy) we will decrypt some information related to x but
without revealing any information on x. For convenience, we will assume that the bits z,y
are represented as X = (—1)% and Y = (—1)¥ respectively, mapping {0,1} to {1, —1}.® The
protocol for the passive case is as follows, where each E(0) denotes a “fresh” encryption of 0:

1. Party A chooses u €r {1,—1} and sends encryptions E(Xu) = E(0) E(X)" and
E(Yu)=E(0) E(Y)" to party B.

2. Party B chooses v €r {1,—1} and sends encryptions F(Xuv) = E(0) E(Xu)" and
E(Yuv) = E(0) E(Yu)" to party A.

3. Parties A and B jointly decrypt E(Xwuv) to obtain the value of z = Xwuv. The output
of the protocol is set to E(Yuvz) = E(Yuv)?.

It follows that the output of the protocol is indeed E(Yuvz) = E(YuvXuv) = E(XY).
Moreover, the value z = Xwuv as decrypted during the protocol is statistically independent of
the value of X, both from A’s point of view and from B’s point of view: A does not know v,
which is chosen at random in {1,—1} by B, and similarly B does not know w.

EXERCISE 7.2.1 Show how to obtain E(zy) efficiently from E(z), E(y), E(XY) using the
homomorphic property of E(-).

3Since (—1)® = 1 — 2z for « € {0,1} we have that E(X) = E(1)/E(x)?. The reverse transformation is
given by E(z) = (E(1)/E(X))*?. These transformations can be computed efficiently using the homomorphic
property of E(-).
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Sender Receiver
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FIGURE 7.2: (3)-OT protocol

7.3 BASED ON OBLIVIOUS TRANSFER

As an alternative approach to secure computation we will now consider a solution based on
oblivious transfer (OT). The most basic form of oblivious transfer is a protocol between a
sender and receiver, achieving the following functionality. The sender uses one bit b as its
private input to the protocol; the receiver does not provide any private input to the protocol.
At the completion of the protocol, the receiver either gets the bit b or an undefined value
1. Both cases occur with probability 50%, and the receiver knows whether it gets b or L.
However, the sender does not know whether bit b was transferred successfully or not.

Despite the somewhat strange functionality of an oblivious transfer protocol, it turns out
that OT is sufficiently powerful to achieve secure multiparty computation for any efficiently
computable function. To argue why this is true, it is more convenient to use @)—OT instead
of the above “raw” version of OT. In a (%)—OT, the sender uses two private input bits zg, 21
and the receiver uses one private input bit s. At the completion of the protocol, the receiver
now gets the bit x4, whereas the sender does not get any information on the value of s, i.e.,
the sender does not know which bit was selected by the receiver. This functionality is denoted
by OT(zg, z1;s) = xs.

These two types of oblivious transfer are equivalent in the sense that either type can be
constructed from the other one, using a polynomial time transformation. For the remainder
of this section, we will only use (f)—OT.

In Figure 7.2 an example of a (?)—OT protocol for a discrete log setting is given. The
common input to the protocol consists of a group (g) and a group element h € (g), for which
log, h is not known to any party. The receiver is supposed to pick elements hg, hy such that
hoh1 = h, which implies that the receiver cannot know both logg hg and logg hi. Given hgy
and hqp, the sender returns homomorphic ElGamal encryptions of bits x¢ and x1, respectively,
using hg and hi as public keys. The receiver is then able to decrypt one of these encryptions,
to recover either xg or x.

If both parties follow the protocol, the receiver learns exactly one of the bits g and z;
(obtaining no information about the other bit), and the sender does not learn which bit the
receiver gets. Hence, the (?)—OT protocol of Figure 7.2 achieves its goal in the passive case.

Next, we show how parties A and B, holding private input bits x and y respectively, may
use such an OT protocol for computing the product xy. Hence, this is an alternative solution
for matching without embarrassments. Focusing, again, on the passive case, we see that this
problem can be handled using just a single run of a (?)—OT protocol, say in which A plays
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the role of sender and B the role of receiver. The important observation is that
OT(z0,r1;5) = s = 05 D 215,

which implies that if A uses 0 and z as values to send, and B uses y as selection bit, then we
get OT(0,z;y) = 0(1 —y) & zy = zy.

EXERCISE 7.3.1 Show how each of the 16 Boolean functions f : {0,1}? — {0,1} with two
private input bits z and y held by parties A and B, respectively, can be evaluated using a
single run of a (%)—OT protocol of the form OT(xg,x1;s) with zg,z1 € {0,2,7,1} and s = y.

More generally, it is possible to let two parties A and B multiply bits x and y securely,
such that neither of them learns the values of z, y, and z = xy. This is done by letting A
and B additively share these values, that is, at the start of the protocol A holds bits x4, ¥a
and B holds bits xp, yp satisfying x = x, & xp and y = y, D yp, and at the end A will hold a
bit z, and B a bit z;, satisfying z = z4 @ 2.

Of course, the shares held by A should be independent of the values x,y, z and the same
should be true for B. Only if the shares are combined, the values z,y, z will result. A first
attempt is to write xy = (24 ® 1) (Yo B Up) = TalYa D Ta¥p B ToYa B TpYp, but it is unclear how
to split this into shares z, and zp. Surely, the terms z,y, and xpy, can be computed by A
and B on their own, whereas the terms z,y, and zpy, can be computed by two applications
of the above protocol for the case of private inputs. However, by assembling z, and z; from
these values, shares z, and z; will not be completely independent of shares xy, ¥y, and xq, Ya,
respectively, which is also necessary for security.

The way out is to let both A and B contribute some randomness to the protocol. Con-
cretely, each of them chooses a random bit ug, up €g {0, 1}, respectively, and uses it in a run
of the OT protocol. The shares of z = zy are computed symmetrically like this:

Za = TqYa D Uq B OT (up, Tp B Up; Ya) = TalYa B Ug B up B TpYq
2 = xpyp D up D OT (ug, To D Ua; Yp) = TpYp D Up B Ug D TaYp-

Clearly, the share z, is now uniformly distributed and independent of all other values if wuy is
selected uniformly at random (as an honest B will do), and similarly for z;.

EXERCISE 7.3.2 Show how each of the 16 Boolean functions f : {0,1}> — {0,1} with
two input bits z and y, both secret-shared additively between parties A and B, can be
computed using at most one run of the above secure multiplication protocol such that the
output z = f(z,y) is also secret-shared additively between A and B.

7.4 BIBLIOGRAPHIC NOTES

The basic results for secure multiparty computation date back to Yao’s papers [Yao82a,
Yao86], who focuses on the two-party case (and considers the millionaires problem as a con-
crete example), and to [GMWS87, BGW88, CCD88] for the multiparty case. The electronic
voting scheme is from [CGS97]; see [Sch10] for a survey of cryptographic voting schemes. The
general approach for multiparty computation based on threshold homomorphic cryptosystems
is due to [CDNO1], whereas the adaptation to ElGamal is from [ST04]. Interestingly, the use
of homomorphic cryptosystems for secure computation was already put forward in [RAD78],
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as a positive twist to the insecurity of plain versions of RSA, in which the RSA encryption
and digital signature schemes are used without any message padding [RSA7S].

The basic form of oblivious transfer in which the receiver gets the bit with 50% probability
(and otherwise an undefined value) is due to Rabin [Rab81]. The (%)—OT protocol of Figure 7.2
is due to [BM89]. The (polynomial time) equivalence to (%)—OT was shown in [Cré87]. Kilian
showed that OT is complete for secure multiparty computation, which basically means that
protocols for securely evaluating any given efficiently computable function f can be built from
OT only [Kil88]. His result covers the active case by showing how to implement the required
commitments and zero-knowledge proofs from OT, whereas the case of passive adversaries
had already been covered by [GMWS87] (for which the sub-protocol described in Section 7.3
is an efficiency improvement due to [GV88]).



CHAPTER 8

Blind Signatures

A digital signature scheme provides the basic functionality of message authentication, allowing
the holder of a private key to produce signatures on arbitrary messages. In many applications,
however, there is a need for cryptographic schemes which are similar to digital signatures but
not quite the same. The group signatures of Section 5.4.3 are an example. In this chapter,
we will consider blind signature schemes as another variation.

Suppose we like to build an electronic payment scheme in which a bank issues electronic
money to users who may then spend it at various shops. In such a scheme the bank may issue
electronic money by sending the users digitally signed messages saying “This is a banknote
worth $20. Serial number: P01144099136.” To spend electronic money at a shop, the user
will include such an electronic banknote in a payment to the shop. Since these banknotes are
trivial to duplicate, however, the shop needs to deposit any received banknotes immediately
at the bank to make sure that these banknotes have not been spent already at some other
shop. The bank keeps a database containing all spent banknotes, and each banknote can be
used for payment only once. If a payment to a shop contains a banknote that was already
spent before, the payment is rejected.

Now, a basic property of any such payment scheme is that the bank is able to trace exactly
at which places a user spends its money. This is due to the fact that in a digital signature
scheme the signer gets to see all the messages it signs, and obviously, the signer knows all
the signatures it produces for these messages. To achieve the level of anonymity as provided
by cash payments using (metal) coins, where payment transactions need not leave any trace
about the identity of the payers, one may use blind signatures instead of (ordinary) digital
signatures.

8.1 DEFINITIONS

Like digital signatures, blind signatures are unforgeable and can be verified against a public
key. The difference is that blind signatures are generated by means of a protocol between
the signer and a receiver such that the signer does not see the message being signed. And, in
addition, the signer does not learn any useful information on the signature being produced.

DEFINITION 8.1 A blind signature scheme consists of the following three components.

Key generation. An algorithm that on input of a security parameter k, generates a key
pair (sk,pk) consisting of a private key and a public key, respectively.

86
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Signature generation. A two-party protocol between a signer S and a receiver R with a
public key pk as common input. Private input of S is a private key sk, and private
input of R is a message M. At the end of the protocol, R obtains a signature S on M
as private output.

Signature verification. An algorithm that on input of a message M, a public key pk, and
a signature S, determines whether S is a valid signature on M with respect to public
key pk.

The two basic security requirements for a blind signature scheme are unforgeability and
unlinkability, which we state informally as follows. Let (sk,pk) be a key pair for a blind
signature scheme. A pair (M, S) is valid if signature verification of M and S with respect to
public key pk succeeds.

A blind signature scheme is unforgeable if for an adversary (not knowing sk) the only
feasible way to obtain valid pairs (M, S) is to execute the signature generation protocol with
a signer holding private key sk. More precisely, a blind signature scheme should withstand a
one-more forgery: if an adversary is able to obtain £ valid pairs of messages and signatures,
then the signer executed the signature generation protocol at least ¢ times. Preferably, we
like this to hold for any positive £ bounded polynomially in the security parameter k.

A blind signature scheme is unlinkable if for an adversary (colluding with a signer) it is
infeasible to link any valid pair (M, .S) to the instance of the signature generation protocol in
which it was created. More precisely, suppose a signer S and a receiver R play the following
game. First they run the signature generation protocol resulting in a pair (M, Sp) and then
they run it once more, resulting in (M, S7). Then R flips a coin, that is, chooses b € {0, 1}
and sends (My, Sp), (M1—_p, S1—p) (in this order) to S. Finally, S makes a guess for the value
of b. Unlinkability means that the probability of S guessing b correctly is %, except for a
difference negligible in the security parameter k.

8.2 CHAUM BLIND SIGNATURE SCHEME

Recall the RSA digital signature scheme, in which a public key consists of an RSA modulus
N = pq and a public exponent e, with ged(e, (N)) = 1, and a corresponding private key
consists of prime factors p, ¢ and the private exponent d = 1/e mod ¢(N). A signature S on a
message M € {0, 1}* is generated as S = H(M)% mod N, where H is a suitable cryptographic
hash function.! A signature is verified by checking that S¢ = H (M) mod N.

Chaum’s blind signature scheme is a modification of the RSA scheme, where signature
generation is done using the protocol of Figure 8.1. The role of the signer is simply to extract
an eth root for any value y € Z}% it gets from a receiver. Thus a receiver is able to get
signatures on arbitrary messages M € {0,1}*. Instead of simply sending H (M) to the signer,
however, the receiver blinds it by sending y = H(M)/u® mod N, where u is a random value,
called a blinding factor. After receiving z = y'/¢ mod N, the receiver is able to unblind it
such that a signature on M is obtained after all:

S = (zu)® = (y°u)® = yu® = H(M) mod N.

'A so-called full-domain hash function H : {0,1}* — Z} should be used.
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FIGURE 8.1: Chaum'’s blind signature protocol

The use of a blinding factor u € Z} ensures that the pair (M, S) is statistically inde-
pendent of the pair (z,y), implying (perfect) unlinkability. On the other hand, it is not
known whether unforgeability holds for Chaum’s blind signature scheme under the standard
RSA assumption (cf. Exercise 1.3.7). Under a special type of RSA assumption it is possible,
however, to prove that the scheme is unforgeable.

EXERCISE 8.2.1 Consider Chaum’s blind signature protocol (Figure 8.1) for a fixed message
M. Show that the pair (z,y) is distributed uniformly random by proving that Pr[(x,y) =
(x0,y0)] = 1/¢(N) for any xg, yo € Z} satistying yo = zf mod N.

EXERCISE 8.2.2 In this exercise, we use the extended Euclidean algorithm to let a receiver
obtain two blind signatures Sy, S for two messages My, My satisfying S{* = H(M;) mod N
and S52 = H (M) mod N, respectively, from just one interaction with the signer. That is,
the signer follows the same steps as in Chaum’s protocol (Figure 8.1), but this time with
e = ejeg, where not only ged(e, »(IN)) = 1 but also ged(ey, ez) = 1.

Suppose that the receiver sends y = H(M;)®* H(M2)*' /u® mod N with v € Z}, and
the signer replies with 2 = /¢ mod N. Find an efficient method for the receiver to extract
signatures S; and Sy w.r.t. public exponents e; and e, respectively, from S = xu mod N, in
the same vein as the extended Euclidean algorithm is used to establish special soundness for
Guillou—Quisquater’s protocol in Section 4.5.3. Prove that your method works.

8.3 BLIND SIGNATURES FROM X-PROTOCOLS

Almost all of the X-protocols we have seen so far enjoy the property that the verification
relation is homomorphic. For example, referring to Schnorr’s protocol of Figure 4.3, we have
the following homomorphic property for two accepting conversations (a;¢;r) and (a’; ¢';r'):

/ / / /
g =ah®, ¢ =dh° = gt = ad heTe.

That is, (aa’;c + ;7 + ') is an accepting conversation as well. For this reason it is easy
to obtain blind signature schemes from 3-protocols. Figure 8.2 shows a blind signature
protocol based on Schnorr’s protocol. The output of the protocol is a signature S = (¢, ')
on message M satisfying ¢ = H (grlh_c/; M), which is the same verification relation as for
Schnorr signatures.
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Signer Receiver
(z = log, h)
U ER Loy,
a <+ g* L) s,t €ER Ly,
a' < ag®h~t
'+ H(d; M)
¢ c+ypc —t
T $—p U+ cx
r
_—
T +s
g’r’ ; CLlhc’

FIGURE 8.2: Schnorr-based blind signature protocol

The completeness of the protocol is easily checked:
gr’ _ ngrs — ahcgs _ agshc’ft _ a/hCI.
One may think of the triple (g°h~%;t; s) as a simulated conversation, which is composed with
conversation (a;c;7) to obtain a blinded conversation (a’; ;7)) = (ag*h™ % c+t;r + s), using
the above-mentioned homomorphic property for accepting conversations.

It is also clear that the triples (a; ¢;7) and (a’; ¢; ') are statistically independent, ensuring
(perfect) unlinkability.

As for unforgeability, however, it turns out that one-more forgeries can only be provably
excluded when the adversary is limited to a relatively small number of interactions with the

: 2

signer.

EXERCISE 8.3.1 Consider the Schnorr-based blind signature protocol (Figure 8.2) for a fixed
message M. Show that the triples (a;c;7), (a';¢;r’) are distributed uniformly random and
independent of each other by proving that Pr[(a; ¢;7) = (ag; co; o) A (a';¢57") = (ah; ch; )] =
1/n3 for any (ag; co; o), (af; ch;rh) satisfying g™ = agh®, )y = H(a}; M), and g"o = afh%.

The next two exercises show how the approach for Schnorr’s protocol generalizes to arbitrary
Y.-protocols.

EXERCISE 8.3.2 Construct a blind signature protocol based on Okamoto’s protocol of Fig-
ure 4.5 and show completeness.

EXERCISE 8.3.3 Construct a blind signature protocol based on Guillou—Quisquater’s pro-
tocol of Figure 4.4 and show completeness. See the solution of Exercise 3.3.1 to get an idea
of how to compose two conversations homomorphically for Guillou—Quisquater’s protocol.

8.4 BIBLIOGRAPHIC NOTES

The notion of blind signatures was introduced by Chaum at CRYPTO’82 [Cha83], who also
presented the first blind signature protocol at CRYPTO’83 [Cha84] (see also the corresponding

?In fact, when many interactions with the signer can be executed in parallel a one-more forgery becomes
possible under certain circumstances.



90 CHAPTER 8 Blind Signatures

patent [Cha88]). Originally, one of the main applications of blind signatures was anonymous
electronic cash, which formed together with follow-up patents the core technology of the eCash
system (developed by Chaum’s company DigiCash when the world wide web was spun in the
early 1990s, see also [Sch97]). The optimization of Exercise 8.2.2 by batching Chaum blind
signatures is based on [Cha90] (see also [Sch97], where a connection with [Sha83] is made;
see [Fia97] for techniques to handle the case of multiple co-prime public exponents e, ..., ey
more efficiently than the obvious solutions).

The idea that for many protocols, including Y-protocols, one may render blind signature
schemes in a systematic way is from Okamoto and Ohta [O0O90]. The technique is called
divertibility, and in the case of ¥-protocols, divertibility boils down to an intermediate party
blinding and unblinding the messages exchanged between a prover and a verifier. This way
unlinkability is ensured, but whether the resulting blind signature scheme is unforgeable as
well depends on more specific properties of the underlying Y-protocol.

For instance, Pointcheval and Stern [PS00] have shown that by diverting Okamoto’s
witness-indistinguishable Y-protocol (see Exercise 8.3.2), one obtains a blind signature scheme
which is unforgeable as long as the number of parallel runs in which an attacker may engage
is sufficiently small as a function of a security parameter. The attack by Benhamouda et
al. [BLL"21], extending earlier work by Wagner [Wag(02], shows that the number of parallel
runs should certainly not be allowed to exceed logyn. A possible countermeasure for this
type of attack is to limit the number of parallel runs that can be active at any given mo-
ment in time, but such a limitation may be undesirable in some situations and may be hard
to enforce. Using more advanced—but also costlier—techniques, it is possible to get blind
signature schemes without such limitations; see, e.g., [Fis06]. Also, the “clause” variant of
the Schnorr-based blind signature protocol due to Fuchsbauer et al. [FPS20], which roughly
doubles the cost compared to the original protocol, is not affected by parallel attacks under
a seemingly reasonable assumption.
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1.2.1 We have
w(n) .
n P 141
LA < — =w(n)+1=0(ogn),
as p%lzl—i—]ﬁ < 1—}—%:% follows from p > i+1 for the ith smallest prime factor p of n.

1.2.2 For n odd, we have

w(n)
n D i+2 (wn)+1)(w(n)+2) 9
= — < — = = O(log“n).
p2(n) P—Q_H i 2 (log"n)
pln =1
as 13%2:1—%1)%2 < 1+%:# follows from p > i+2 for the ith smallest prime factor p of n.

1.2.3 Recall that we write n = ord(g). Let h € (g).

To prove (i) = (ii), assume h € (g)*, so h = g* for some x € Z}. Write r = ord(h). Then,
by definition, h" = ¢g*" = 1. This implies n | zr and since ged(xz,n) = 1, we must have n | r.
Since 1 < r < n as well (and even r | n), we conclude r = n.

To prove (ii) = (iii), assume ord(h) = n. Clearly, (h) C (g) as (g) is a group. Since
1,h,...,h" 1 are all different, we have |(h)| = n, hence (h) = (g).

To prove (iii) = (iv), assume (h) = (g). Let h = g%, then x € Z} must hold: otherwise
we would have ged(z,n) = d > 1, hence h/% = 1 and |(h)| < n = |(g)], a contradiction. We
conclude (h)* ={W:yeZ:}={g"™W :y € Z:} ={g*: 2z € Z:} = (g)".

To prove (iv) = (i), assume (h)* = (g)*. Since h € (h)*, even for n = 1, we immediately
conclude h € (g)*.

1.2.4 (a) Indeed, we have that a,b € (h) as well, using the result from Exercise 1.2.3.

Therefore,
alogh b _ hlogh alog, b _ blogh a

(b) Since g € (g)* we immediately see from part (a) that axb = bxa, hence the DH product is
commutative. By definition log, a,log, b € Z;, for a,b € (g)*, hence a * b = glo8a 18 b ¢ ()
as well. The DH product is also associative because

(CL % b) xc= (aloggb)loggc _ aloggbloggc — aloggbloggC —ax* (b* C).

Generator g is the identity element as g * a = ¢'°%« = a. Finally, for a € (g)* we have as
inverse a~! = ¢/1°8¢ yging that log, a € Z;,. Clearly, alsxa= (gl/logga)logga =g.

Another way to view the DH product * is to note that ¢g* x g = ¢®¥. And that the inverse
of g% w.r.t. % is equal to ¢%/*, for x € Zy,.

91
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1.2.5 (a) Recall the triangle inequality
|a+ 0| < a] + 0]

for any a,b € R, with equality if and only if ab > 0.
Clearly, A(X;Y) > 0. Putting a = Pr[X = v] and b = —Pr[Y = v] in the triangle
inequality one sees that, for any v € V,

| Pr[X =] — Pr[Y = ]| < Pr[X =v] + Pr[Y =u].

Hence, A(X;Y) < (30, oy Pr[X = v] + Pr[Y = v]) = 1 with equality if and only if Pr[X =
v]PrlY =v]=0forallv e V (i.e., X and Y are disjoint). This proves parts (i) and (iii).

Part (ii) simply states that A(X;Y) = 0 if and only if the probability distributions of X
and Y are identical, which follows directly from the definition of A(X;Y). Similarly, part
(iv) follows directly.

Finally, part (v) follows from the fact that, for any v € V,
|Pr[X =] - Pr[Z = v]’ < {Pr[X =] —PrlY = UH + ’Pr[Y =] —Pr[Z = UH,

as can be seen from the triangle inequality by putting a = Pr[X = v] — Pr[Y = v] and
b=Pr[Y =v] —Pr[Z =]

(b) To see that (i) holds, we first write:

A(X;Y):%( > (PrX =0 —Pr[Y =v]) + > (Pr[sz]—Pr[sz])).

veV+ vgV+

Since }_,cy+ Pr[X = v] + 3 op+ Pr[X =] =1 =3 s Pr[Y = 0] + 3 o+ Pr[Y = 0],
the sums on the right-hand side are equal to each other, hence both are equal to A(X;Y).
Part (ii) is clearly equivalent to part (i), because Pr[X = v] = Pr[Y = v] is equal to
Pr[X = v] — Pr[Y =] if v € VT and otherwise it is equal to 0.
Rewriting (ii) results in (iii):

Z (Pr[X =v] = Pr[Y =v]) = Zmax(Pr[X:v]—Pr[Y:v},O)
veV veV
= Z (Pr[X = v] — min(Pr[Y = v], Pr[X = v]))
veV
= I—Zmin(Pr[X:v],Pr[Y:v]).
veV

Finally, to obtain (iv), write W+ = {v € W : Pr[X = v] > Pr[Y = v]} for any set W C V,
and observe, splitting the sum over W in its positive terms and its nonnegative terms in the
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second step, that the maximum is attained in the third step if either W =V or W = V\V*:

max |Pr[X € W] —Pr[Y € W]|
wcv

veW

= max< > (Prix

veV+

= A(X;Y),

> (Pr[X =] = Pr[y =)

=] — Pr[Y =1]), Z (PrlY =] — Pr[X :v])>

vgV+

using part (i) twice in the final step.

1.2.6 Recall that f~(W) = {v € V : f(v) € W} denotes the preimage of W under f. Then

we have:

A(f(X) f(Y)) =

IN

<

using Proposition 1.8(iv) twice

Jmase | Pr(f(X) € W] = Pr{f(¥) € W]

f—glvfa/))(gv|Pr[X € fﬁl(W)] —Pr[Y € fﬁl(W)H

A(X;Y),

. The first inequality can actually be shown to be an equality,

but the second one cannot in general (e.g., consider functions f for which |f(V)| = 1).

1.2.7 So, X takes on values in {0,...,n— 1} and Y takes on values in {d,...,d+n—1}. If

d > n, these ranges are disjoin

t, hence A(X;Y) = 1. If d < n, we split the combined range

V ={0,...,d+n— 1} as follows:

2A(X;Y) = ) |Pr[X =] — Pr[Yy = ]|

veV

d—1 1 n—1 1 1 d+n—1 1
= Y-+ Xl X -4
v=0 v=d v=n

d d

= —+0+—.
n n

Hence, A(X;Y) = d/n, which

is also equal to 1 if d = n.

As an alternative solution, based on Proposition 1.8(i), we can shorten the above calcula-
tion as follows, noting that Pr[X = v] > Pr[Y = v] holds only for 0 < v < d:

AX;Y)= )

(Pr[X = o] = Pr[Y =v]) = <770) =

veV+ v=0
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1.2.8 Since Y and Z are disjoint, clearly A(Y;Z) = 1. For any n, we have:

2A(X;Y) = ) |Pr[X =] —Pr[Y =]
0<v<2n
1 1’ 1 1
SN S T SR PR D S
0<v<n, v even n n 0<v<n, v odd n n<lv<2n, v even n
1
= — 1
DR SR
0<v<n, v odd n<v<2n, v even
and
2A(X;Z) = > |Pr[X =v] - Pr[Z =]
0<v<2n
1 1 1 1
D R S ED DR e KD DI (B
0<wv<n, v even n 0<wvw<n, v odd n n n<v<2n, v odd "
1
= — 1 .
(X o
0<v<n, v even n<v<2n, v odd

If n is even, one sees that each of the above four sums is equal ton/2,s0 A(X;Y) = A(X; Z) =
1/2. For odd n, we have that

1= > 1=(n-1)/2

0<wvw<n, v odd n<v<2n, v even
> 1= > 1=(n+1)/2,
0<v<n, v even n<v<2n, v odd

so A(X;Y)=(n—-1)/2nand A(X;Z) = (n+1)/2n.
1.2.9 (a) We determine A(X;Y) as follows:

2A(X;Y) = > |Pr[X =] - Pr[Y =]
VELn,
11 1
= Yl X 50
vEZE VEL\Z,

SLURLINEL

n

9

hence A(X;Y) =1— ¢(n)/n.

Note that, if n is prime, then A(X;Y) =1— (n—1)/n=1/n. And, if n = pq is an RSA
modulus (p and ¢ distinct primes), then A(X;Y)=1— (p—1)(¢—1)/n=1/p+1/q¢—1/n.
(b) To show that A(X 4+ Y;XY) = 0, we show that both X +Y and XY are uniformly
distributed on Z,,. For any v € Z,,, we have:

1 1 1
PX Y =0 = Y PY vy —u= Y AL
wEZ;‘l GZ*nqﬁ(n) n

and
1 1

1
PriXY =v] = ZPr —v/w,Y:w]: E¢() .
wEZL,
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1.2.10 For any pair (A, B) € {(g) x (g), clearly Pr[X = (A, B)] = 1/n?. Since (u, M)
(g%, h*M) is a bijection from Z, x {(g) to (g) x (g), it follows that Pr[Y = (A, B)] = 1/n? as
well. Hence, A(X;Y) = 0.

Next, we have:

M(Y5Z) = Y \Pr = (g", h"M)] = Pr[Z = (", h"M)]|
UELn , ME(g
1
n
UEZy ,M=My UGZn,M€<g>\{MO}
= n|(1—n)/n?+n(n—1)/n?
= 2n(n—1)/n?

hence A(Y;Z)=1—-1/n.

Since X and Y are identical, clearly A(X;Z) = 1 — 1/n as well, which is proved by
observing that if A(X;Y’) = 0, Proposition 1.7(v) says that A(Y;Z) > A(X; Z) and that, by
interchanging X and Y, also that A(X;Z) > A(Y; Z), hence A(X;Z) = A(Y; Z).

1.2.11  For any v, we have that Pr[X + U = v] = Zi_:lo Pr[X = w|Pr[U = v — w], hence
that 0 < Pr[X + U =v] <1/n, and, if d — 1 < v < n, that Pr[X + U = v] = 1/n. Thus,

d+n 2
AU; X +U) = Z | Pr[U —Pr[X + U =]

1 d+n—2
< %(§1i—0\+v§11i—i\+ > p-sl)
= (d—1)/n.

Take X = d — 1 (constant) to conclude that this bound is tight.
Incidentally, note that A(U; X 4+ U) = E[X]/n, where E[X] denotes the expected value of
X. Therefore, equality A(U; X +U) = (d — 1)/n holds if and only if X =d — 1.

1.2.12 First, note that for any v, w such that d — 1 < v < n and 0 < w < d we have both
Pr[C =wv] =1/n and Pr[U = v — w| = 1/n, and hence

Pr[X:w]C:v]:Pr[X:w’X+U:v]:Pr[ w] Pril = ]:Pr[X:w].

Pr[C = v] Pr[C = ]
Therefore, H(X|C') can be bounded below as follows:
d+n—2 d—1
HX|C) = = ) PrlC=v]) Pr[X =w|C=0]log, Pr[X =w | C =1
v=0
n—1 -
> — Pr[C:v]ZPr[X:w|C:v]log2Pr[X:w|C:v]
v=d—1 w=0
n—1 1 d—1
= (— ZPr[X:w] log, Pr[X :w]>
v=d—1 " w=0
1
= —(n—d+1H(X).
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Thus, I[(X;C)=H(X)—- H(X|C) < H(X) — %(n— d+1)H(X)=H(X) (d—1)/n.
1.2.13 With X and Y uniformly random on sets S and T', resp., Proposition 1.8(iii) yields:

AX;Y) = 1-— Z min(Pr[X = v], Pr[Y =v])
veSUT

. 1 1
= 1- Z m1n<|5‘,|T|>

vesSNT
~|snT
max(|S|, [T1)’

as Pr[X =v]=0forv ¢S and Pr[Y =v]=0forv ¢ T.
1.3.1 For any Boolean distinguisher D, we have

| Pr[D(X;) = 1] = Pr[D(Y;) = 1]| = | Pr[D(X;) = 0] — Pr[D(Y;) = 0],
hence

Advp(X;,Y5)
= |Pr[D(X;) = 1] = Pe[D(Y}) = 1]]
= §|Pr[D(X;) = 0] = Pr[D(Y;) = 0]| + 3| Pr[D(X;) = 1] = Pr[D(Y;) = 1]]
= A(D(X;); D(Y7)).

1.3.2 The point is that A(D(X;); D(Y;)) < A(X;;Y;) for any deterministic Boolean distin-
guisher D (or even for any, possibly noncomputable, Boolean function D), as follows directly
from Exercise 1.2.6. Equality holds when the distinguisher is such that D(v) = 1 if and only
if Pr[X; = v] > Pr[Y; = v].

The same bound holds if D is any p.p.t. algorithm, since any probabilistic algorithm can
be viewed as a deterministic algorithm (function) if its random coin tosses are viewed as an
additional input—uniformly distributed and independent of anything else. So, in general, we
have, where Dy (Z) denotes a p.p.t. algorithm D using uniformly random bit string U (of
polynomial length) applied to input Z:

A(Dg(Xi); Ds(Y:)) < A(R, X5 8,Y;) = A(Xi; V7).

The inequality holds on account of Exercise 1.2.6. The equality holds because A(R;S) = 0,
noting that R and X; are independent as well as S and Y;.

1.3.3

AXSY) = 5 (Xeyzez, | PrIX = (g%, ¢%,9%)] — Pr[Y' = (gx,gy,gz)]D

> el emny | PIIX = (9%, 9Y, 97)] = Pr[Y’ = (%, ¢", g7)]|

Za},y,zeZn,z#xy { Pr[X = (9%, ¢%,9%)] — PI‘[Y/ = (gx,gy’gz)]’)

= 37— k] + 00— w0~ k)

= 1-1/n.

NI—= N

+
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1.3.4 (a) Any given instance I = (g%, g¥) with z € Z}, and y € Z,, is solved as follows:

1. Transform I into I’ = (¢*', g¥") = ((¢°)!, g¥¢") with t € Z* and u €R Zy,.
2. Solve uniformly random instance I’ yielding g%V = g*t(utu) = gryt+atu,
3. Extract the solution as g®¥ = (g*'¥ )}/ /(g")".

Note that I’ = (g%, g¥') is distributed uniformly on (g)* x (g), as required.
(b) Any given instance I = (g%, g¥) with =,y € Z, is solved as follows:
19¥) = (9", (g")") with t,u R Z;,.

2. Solve uniformly random instance I’ yielding ¢*'¥ = g*tv.

3. Extract the solution as g*¥ = (g*'¥")1/(tw),

/

1. Transform [ into I’ = (¢°

Note that I’ = (g%, g¥") is distributed uniformly on (g)* x (g)*, as required.

1.3.5 (a) Any given instance I = (¢*, ¢¥, ¢*) with = € Z}, y, z € Z,, is solved as follows:

1. Transform I into I’ = ((¢%)%, (¢¥)tg%, (¢7)*t(¢%)**) with s,t €g Z* and u €g Z,,.
2. Solve instance I’ yielding bit b'.
3. Output b=10'.

Let I' = (¢, ¢¥', g*"). We have
2 =2y e zst+asu=wxs(yt +u) & z = w2y,

using that st € Z*. If z = xy, then clearly the triple I’ is uniform among all DH-triples
(gxl, gyl, gx/y/), independent of I. If z — zy € Z}, then s,t,u are determined uniquely by
s=ax,t = (2 —2'y)/(s(z — zy)), and u = ' — yt, implying that I’ is uniform among all
triples (¢*',¢¥', g*') with 2’ — 2y’ € Z*, independent of I as well.

More precisely, if z = xy then for any values v € Z; and w € Z,, we have

1
Prjz' = v,y = w,? = vw] = .
| 1= Sm
And if z — 2y € Z}, then
_ 1
Prx’:v,ylzw,ZIZTZPrszgyt: i U =W — yt| = J
[ J=Prls= 2t = s 1= G

for any values v € Z;, and r,w € Z,, with r —ovw € Z},.

(b) First note that the DDH** problem is trivial for n even, as z — zy € Z, is not possible for
x,y,z € Z. Hence, all triples are of the form (g%, g¥, g*), which can simply be randomized
uniformly by the transformation of part (a) with u = 0.

For n odd, we proceed as follows. Any given instance I = (g%, ¢¥,¢*) with x,y,z € Z,
is solved as in part (a), except that we try values for I’ = (gr/,gy/,gzl) in step 1 until both
g¥ € (g)* and g¥ € (g)*. On average, this takes at most n/@s(n) = O((loglogn)?) iterations,
where ¢2(n) denotes the Schemmel totient function from Section 1.2.1, as we show next.

To obtain the lower bound
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we have:

Pr[g¥ € (9)*, g7 € (g)"]

= Prly €Z), 2 €Z]
[

[z

Prlyt +u € Z;, zst+xsu € Zj)|
= Priz(yt+u) € Z,, x(yt +u) + (z — zy)t € Z}].

If z — zy € Z7, this probability is equal to

using the definition of ¢o(n) and the fact that féyt;gz is distributed uniformly on Z,. And,
if z = zy, this probability is equal to ¢(n)/n, using the fact that z(yt + u) is distributed
uniformly on Z,; since ¢(n) > ¢2(n), the lower bound follows in this case as well.

If z = xy, we have that triple I’ is uniform among all DH-triples (gx/,gy/,gx/y,) with
2’y € Z}, independent of I. In particular, we see that gy/ = (g¥)!g" is uniformly random
on (g)* and independent of g¥, because u is generated uniformly at random on Z,, and g¥ is

used only if g% € (g)*. Hence,

Prfe’ = v,y = w, 2’ = vu] =

for any values v, w € Z7.
If z—xy € Z7, then s, t, u are determined uniquely by s = z'/z, t = (2 —2'y') /(s(z —xy)),

and u = 3 — yt, implying that I’ is uniform among all triples (g%, ¢¥', ¢* ) with 2’ —a'y/ € Z,
independent of I as well. The test for g¥" € (g)* and ¢g° € (g)* in step 1 leaves exactly ¢o(n)

possible values for u, any of which is “hit” with equal probability. So,

r—ow
tl=———u=w-—yt] =

/ v
x’ s(z — zy)

Py ol — =r| =Pr[s = s
Prla’ = v,y = w, 2’ =r] = Pr (¢(n))?¢2(n)

for any values v, w,r € Z;, with r —vw € Z;,.
1.3.6
(a) Any given instance h = ¢* with x € Z,, is solved as follows:

1. Transform h into uniformly random b/ = ¢ = hg" with u €g Zy,.
2. Solve instance A’ yielding g @ = g("“’“)2 = g$2+2x“+“2.
3. Extract the solution as ¢ = g%~ /((g%)2“g"").

(b) Any given instance h = ¢* with = € Z, is solved as follows:

1. Transform h into uniformly random b/ = ¢* = h* with u €p Zy,.
2. Solve instance 1/ yielding ¢!/* = g1/(=w).
3. Extract the solution as g'/* = (g'/*")®.

(¢) Any given instance I = (g%, ¢¥) with z,y € Z? is solved as follows:
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1. Transform I into uniformly random I’ = (¢*', g¥') = ((¢*)!, (¢¥)") with t,u € Z%.
2. Solve instance I" yielding g*'/¥" = g=t/(vu),
3. Extract the solution as g®/¥ = (¢*'/¥')u/t.

(d) Any given instance I = (g%, ¢¥) with « € Z,, y € Z}, is solved as follows:

1. Transform I into I’ = (g%, ¢¥') = (¢*(g¥)%, (¢¥)*) with t €g Zy, u €, Z~.
2. Solve instance I’ yielding ¢*'/¥" = g=+vt)/(yu),
3. Extract the solution as ¢*/¥ = (¢%'/¥)*/g4t.

Note that I’ is distributed uniformly on (g) x (g)*.
(e) Any given instance h = ¢* with = € Z} is solved as follows:

1. Transform h into uniformly random b/ = ¢* = h* with u €p Zy,.
2. Solve instance &’ yielding ¢** = g(*¥*.
3. Extract the solution as g% = (¢ )1/v’.

2

v g"’“" ) with = € Z,, is solved as follows:

(f) Any given instance I = (g

2. Solve instance I’ yleldlng g gl@tw?,

1. Transform [ into I’ = (g* ) (99", g% (g%)2%g"") with u € Zy.
3. Extract the solution as g = g* 3/((912)3“(91)3u2g“3).

Note that I’ is distributed uniformly among all pairs (¢, g$/2) with 2’ € Z,,.
(g) Any given instance I = (g%, g¥) with z,y € Z,, is solved as follows:

1. Transform I into uniformly rand(;m I'= (gx/,gi/) = (¢%¢', gYg") with t,u €g Zy.
2. Solve instance I' yielding ¢(@'t¥)" = glaty+t+u)®,

3. Extract the solution as g(”"er)2 = g(x/+y/)2/((gxgy)29t+“)t+u.

(h) Any given instance I = (g%, ¢¥) with =,y € Z,,,x —y € Z, is solved as follows:
1. Transform T into I’ = (¢, ¢¥") = ((¢%)'g", (¢¥)'g") with t €g Z*, u €g Zn.
2. Solve instance I’ yielding g'/('—¥) = gl/(at+u—yt—u)
3. Extract the solution as g'/(*=¥) = (gl/(x/*yl))t.

Note that I” is distributed uniformly among all pairs (g%, g¥') with 2/, 5/ € Zy, 2’ —y' € Z*
ast € Z), u € Zy, are determined uniquely by t = (' —¢/)/(x —y) and u = 2’/ — «t.

1.3.7 Any given instance y € Z} is solved as follows:

1. Transform y into uniformly random y’ = yu® mod N with u €g ZY.
2. Solve instance y’ yielding 2’ = y/*/¢ = y/¢y mod N.

3. Extract the solution as z = 2’ /u mod N.

1.3.8 Given any instance y € Jy, we form ¢ = yu? mod N with u € Z%. Then y' € Z}
and (y'|N) = (y|N)(u|N)? = (y|N) = 1, hence 3/ € Jy. Moreover, ' is uniformly distributed
on QRy if y € QRy, and otherwise 3’ is uniformly distributed on Jy \ QRy. We solve the
QR problem for 3/, telling us whether y' € QR ), hence whether y € QR .
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1.3.9 The probability is bounded below by

1= (1 =1/m)(1=2/m)---(1—-(t—1)/m)

Z 1— e_l/me_z/m e e_(t_l)/m
_ | _ e 3tt-1/m

again using that e > 1+ x for all x € R and that 1 —x > e for 0 <z < 3/4.

1.3.10 Let || denote concatenation of bit strings. Define H' by H'(x) = zq || H(x), that is,
the first bit of the input is copied to the output (defining xy = 0 if x is empty). Then, by
construction, H' is not partial preimage resistant as it leaks the first bit of its input.

However, H' inherits the preimage resistance property from H. To see why, suppose to the
contrary that H' is not preimage resistant, which means that given a bit string 3’ € {0, 1}*+1,
a preimage x satisfying H'(z) = v’ can be found efficiently (with a certain success probability).
Then, given a bit string y € {0,1}*, we can use this fact to find a preimage of H' for bit
strings 0 || y and/or 1 || y. By construction, such a preimage = will satisfy H(z) = y, hence
contradicting the preimage resistance of H.

1.3.11 First note that 2 # 2’ necessarily holds if H(z) = H(z'). And also H(z') = H(z),
hence these “complementing” pairs (x,2’) can be thought of as unordered pairs of distinct
values (similar to collisions).

Consider t hash queries on distinct inputs z1,...,xs. Let E denote the event that at least
one complementing pair of hash values is present among H(x1),..., H(z;). Writing m = 2%
we have, similar to the probability of at least one collision occurring:

PrlE] <1—m(m—1)(m—2)---(m—t+1)/m.

This upper bound follows by counting the number of ways one gets no complementing pairs
among H(z1),...,H(x:). We observe that this number is at least m(m —1)(m —2)--- (m —
t 4+ 1), since there are m possibilities for H(z1), leaving m — 1 possibilities for H(z2), then
leaving at least m — 2 possibilities for H(x3) (if H(x1) = H(x2), there would even be m — 1
possibilities left for H(z3)), and so on.

From the proof of Proposition 1.19(iii) we conclude that Pr[E] < t?/2F.

1.3.12 Let w = H(x), hencey = H(w). Adversary £ finds a preimage of y if w € {x1,...,2¢},
which happens with probability € since w is distributed uniformly at random. Otherwise, that
is, if w & {x1,...,2¢}, adversary & still finds a preimage if y € {H(x1),...,H(z;)}, which
also happens with probability € since each hash value is distributed uniformly at random.

The overall success probability for £ thus becomes € + (1 — €)e = €(2 — €). There is
no contradiction with Proposition 1.19(i) because in the proposition y is an arbitrary k-bit
string, whereas in this exercise y is the H-image of a k-bit string (namely y = H(w), where
w = H(z) € {0,1}*). For small ¢, the success probability effectively doubles as with each
hash query the adversary may hit preimage w directly or hit any other preimage of y.

2.1.1 For x4,xB €R Z;,, the value of x4z is also uniformly distributed on Z}, hence any
possible value for the secret key K is equally likely.
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For z/y, )3 €R Zy, we have that Pr[2/yzj; = 0] = (2n—1)/n?, hence 2/,2/; is not uniformly
distributed on Z,. The value K/ = 1 is more likely than other values for K’. However, if n is
large, the event 2/, = 0 occurs with negligible probability only.

Phrased differently, there is no noticeable difference between keys generated in either way,
as the statistical distance between K and K’ is negligible for large n:

A(K;K')=Pr[K'=1]-Pr[K =1] = (2n—1)/n* =0 < 2/n,

using Proposition 1.8(i) and noting that Pr[K’ = v] > Pr[K = v] holds only for v = 1. In
other words, K and K’ are statistically indistinguishable, cf. Definition 1.13.

2.1.2 Recall that the DDH assumption says that it should be hard to decide whether z = xy
(mod n) given g%, g¥, g*. The reasoning in the text for the case that n is even, hence 2 | n,
shows that we get some partial information on z,y, z as we are able to determine these values
modulo 2. Therefore, we may check whether z = zy (mod 2) holds. If this is not the case,
then we know for sure that z #Z zy (mod n).

This line of reasoning can be extended to the case of other small prime factors. For
instance, if 3 | n, then we are able to evaluate z = xy (mod 3), which already gives us some
information. Note the connection with the Pohlig—Hellman algorithm for computing discrete
logs modulo small factors of the group order.

2.1.3 Assume without loss of generality that py < p;. Then the best strategy to guess f(u)
for a random group element u is to guess that f(u) is equal to 1, which achieves a success
probability of p;.

Suppose an attacker £ achieves Pr[€(hg, hg) = f(K)] > p1 + ¢, for some nonnegligible
value €. Then, using the same distinguisher D as in the text, we have

Pr[D(ha, hp, K) =1] = Pr[f(ha,hp) = f(K)] > pi+e
And, for u = ¢* with z €r Z,, we have

Pr[D(h, hg,u) = 1]
= Pr[&(ha, hp) = f(u)]
Pr[€(ha,hp) =0 f(u) = 0] Pr[f(u) = 0] + Pr[E(ha, hp) = 1| f(u) = 1] Pr[f(u) = 1]
Pr[€(ha,hs) = 0] po + Pr[E(ha, hs) = 1] p1
= po+Pr[E(ha,hs) =1] (p1 — po)
< Dp1,

using that pg < p1. Hence, we get a nonnegligible difference € in this case as well, contradicting
the DDH assumption.

2.1.4 Assume without loss of generality that py < p1, hence the best strategy to guess f(u)
for a random group element u is to guess that f(u) is equal to 1. This guess will be correct
with probability p;.
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As before, we let L denote the event that £ queries H on g*A*8. We now have:

Pr[E(ha, hi) = f(K)]

Pr&(ha, hp) = f(K) | L] Pr[L] + Pr[€(ha, hs) = f(K) [ =L] Pr[-L]
Pr[L] + Pr[E(ha, hg) = f(K) | 7L] Pr[-L]
Pr[L] + p1(1 — Pr[L])

p1 + po Pr[L].

VANVA

Here, we use the fact that Pr[€(ha, hg) = f(K) | =L] < p; in the random oracle model: £ has
no information on K = H(g"A*B) if it does not query H on g*A*8, so f(K) can be guessed
correctly with probability at most p; (as K is uniformly random).

By the same argument as before we have that Pr[L] is negligible under the DH assumption,
so no p.p.t. adversary can guess f(K) nonnegligibly better than what already can be achieved
based on the a priori probabilities.

Note that this extended analysis is useful only if pg is nonnegligible; e.g., in the extreme
case pg = 0, any attack on the protocol is trivial.

2.1.5 See Example 2.1 for basic facts on quadratic residues (modulo p).

Let (A, B) = (g%, h*M) be a given ElGamal ciphertext for public key h = ¢g*. Since either
M=1€ QR,or M =g € QR,, it suffices to determine the quadratic residuosity of M from
the given ciphertext (4, B).

The quadratic residuosity of A, B, and h can be computed directly, because A? = 1 mod
p < A€ QR,, and similarly for B and h. Given the quadratic residuosities of A, B, and h,
the quadratic residuosity of M is now fixed, as M = B/A” and h = g*:

MeQR,& (BeQR,< (Ac QR,Vhe QR))).

Hence, M is completely determined.
Note that we have defined key generation for the ElGamal cryptosystem such that actually
h=g*" € QR,, as x € Z;, = Z,,_4 by construction. Therefore, we even have:

Me QR,< (Be QR,< Ae QR)).

2.2.1 For protocol I, we have

M/ — h}j’/iUB — hi‘/gA&UB — (hig)l/amzz; — hl/%c\ _ M,
and for protocol 11

bV =csPbg=cas DbaPbg=caDbgDbaDbg=ca Dby =0

Protocol 1 is secure against passive attacks under the DDH assumption. The attacker
learns h g = M*A, hag = M*A%5 and hg = M™*8 from which it must find M. The connection
with the Diffie-Hellman problem can be seen by letting g = M*ATB ¢® = M%A, g¥ = M?*5,
and ¢g*¥ = M, hence with z = 1/zg and y = 1/x 4.

Protocol I is not secure against active attacks. If A and B want to run the protocol, an
attacker may first impersonate B, using its own value for zg. Once the attacker knows M, the
attacker may run the protocol once more, now impersonating A, using its own value for x 4,
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sending M (or any modified plaintext) to B. Hence, the attacker learns M and may modify
M arbitrarily.

Protocol II is not secure against passive attacks. The attacker recovers b by xor-ing the
messages ¢4, 4B, and cg:

cA®cap®cg = (bDba)®cap® (cap ®ba) =b.

Clearly, protocol II is therefore not secure against active attacks either, as passive attacks are
subsumed by active attacks.

3.2.1 The same reasoning applies as in the case x € {0,1}, except that for showing that
commit; is computationally binding we need a more general argument. Suppose it is fea-
sible to find w, v/, z,2’ € Z, with x # 2’ (i.e., x Z 2’ mod n) such that commit(u,x) =
commity (u/,2'). This means that g“h* = g“/hxl, or equivalently g“_“/ S Hence,
log,h = (u —u')/(2' — x), which is a well-defined because x # x’. Since u,u’,x,2" are all
known, it follows that the discrete log of h with respect to g can be computed, contradicting
the DL assumption.

3.2.2 Since scheme commit; is information-theoretically hiding, the value of the committed
bit  is hidden even if the receiver knows log, h.

For scheme commits, the receiver is able to compute the value of h* = B /Alogg h where
(A, B) = commita(u, z). If z € {0,1}, then h* € {1, h} and the value of x is easily determined.
Hence, scheme commits is not hiding anymore if the receiver knows log, h. (If x € Z,, and no
additional information on z is known, then computing = from A* will be hard under the DL
assumption.)

3.2.3 This scheme is not useful as it is not binding. Let 2’ = zg", for arbitrary u' € Z,.
Then commit(u,z) = gz = ¢* ¥z’ = commit(u — u/,2’). So, commitment commit(u, z)
can be opened as a commitment to any value 2’ with 2’ = z¢g*. The scheme is information-
theoretically hiding though.

3.3.1 Note that x = 0 if and only if commit(u, x) is a quadratic residue modulo N. Therefore,
the scheme is information-theoretically binding and computationally hiding (similar to the
ElGamal-like scheme). The homomorphic property for this scheme is given by

commit(u, z) commit(v, 2') = commit(vu/y@+*)/2] 2z & 2/) mod N,

hence the product of two commitments is a commitment to the zor of the committed bits.
The correction factor yl@+2)/2] is needed because z @ 2/ = (x + 2’) mod 2:

quxUIanc’ _ (uu/yL(a:—i—x’)/?j)Qy(:v-I—:c’) mod 2 mod N,

using that = + 2’ = 2| (x +2') /2| + (x + 2’) mod 2. However, in the particular case of y = —1
the correction factor is redundant as (—1)? = 1 mod N.

4.4.1 With regard to eavesdropping attacks, the situation is exactly the same as for the orig-
inal protocol: the encryption scheme must withstand known-plaintext attacks. With regard
to cheating verifier attacks, the encryption scheme must now withstand adaptive chosen-
ciphertext attacks.
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5.1.1 Completeness follows as for Schnorr’s protocol:
gr — gcu+m — (gu)cgaj — ach'

For special soundness, let (a;¢;r) and (a; ¢;7’) be two accepting conversations, with ¢ # ¢/.

Then we have:

hence the witness is obtained as x = (rd —r'¢) /(¢ — ¢).
As for honest-verifier zero-knowledgeness, we first note that the conversations with an
honest verifier are distributed as follows:

{(a;c;r) cuw €R Z) ;¢ €ER Lpsa <+ g1 <—p cu+ ).

Note that r = z exactly when ¢ = 0, which we need to simulate without knowledge of . We
can do so, however, by first generating r € Z, and then decide what to do. If we are lucky
and pick r = x, which we find out by checking if ¢g" = h holds, we seize the opportunity and
set ¢ = 0 accordingly; otherwise, we pick a random nonzero value for ¢ and go ahead as usual:

) [ e OuerZyag", ifgi=h
{(G,C,T’)-TERZ’M{ cERZ;’;;aF(gr/h)l/c’ ifg"#h |

Both distributions contain the same conversations, each of which occurs with probability
1/n(n —1). In particular ¢ = 0 (and at the same time r = z) occurs with probability 1/n, in
both cases.

Given this protocol, it is trivial for a cheating verifier to obtain the secret value x, namely
by choosing the challenge ¢ = 0, which yields r = z.

5.1.2 Completeness is easily checked. For special soundness, let (a;¢;r) and (a; ¢’;r’) be two
accepting conversations, with ¢ # /. If a # 1, the same argument as before applies. If a = 1,
we note that ¢" = 1°h = h, so the witness can be extracted as x = r.

For honest-verifier zero-knowledgeness, the conversations with an honest verifier are dis-
tributed as follows:

{(a;¢;7) i u €ER Lp;c ER Lpsa + g1 <—p cu+ x}.

So, r = x exactly when cu = 0, which happens with probability (2n —1)/n?. To simulate this
we will now pick two values at random to increase the chances of finding . The simulated
conversations then become:

a<+ gtic < 0;r + s, ifg°=n
{(a;c;r):s,tERZn; a+ lic+ps—tr+t, else if gt = h }
c €g 71 < s;a < (¢"/h)/¢, otherwise
Both distributions contain the same conversations, each of which occurs with probability

1/n2. In particular, ¢ = 0 occurs with probability 1/n, in both cases, and a = 1 occurs with
probability 1/n, in both cases too.
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5.1.3 Completeness follows because pG,. = H clearly holds in case ¢ = 1:
pG1=vG; = H.

And also in case ¢ = 0:

pGo=(vorm)Gy=vG; = H.

To show special soundness, let (H;¢; p) and (H; 5 p') be two accepting conversations with
¢ # . Without loss of generality assume ¢ = 1 and ¢ = 0, hence we have:

1% G1 =H 5 p, GO =H
= pG1=p Go
& Gi=(ptop)Gy.
Thus, a witness 7 satisfying G; = 7 Gy is obtained as 7 = p~! o p'.
Finally, for special honest-verifier zero-knowledgeness, let challenge ¢ € {0,1} be given.
The distributions for the conversations with an honest verifier and the simulated conversations
are, respectively:

{(H;c;p) v €r Sx; H + vGy;p <+ vorl™c},
{(H;c;p) 1 p€R Sx; H = pGe}.

These distributions are identical, each conversation occurring with probability 1/|Sx| =
1/|X|!, provided graphs Gy and G are isomorphic; otherwise, the simulated conversations
are in any case accepting, as required by Definition 5.1. Note that if Gy and G are not
isomorphic the distributions are still identical for ¢ = 1, but for ¢ = 0 the distributions are
in fact disjoint: H is isomorphic to GG; in the real conversations, whereas H is isomorphic to
G. = Gy in the simulated conversations.

5.1.4 (i) The receiver checks if ¢(v;a;c;r) holds, which will succeed because conversa-
tions (a;c;r) produced by S are accepting, as these conversations are distributed identi-
cally to conversations between honest prover and verifier due to special honest-verifier zero-
knowledgeness, and these are in turn accepting due to completeness.

(ii) If the sender would be able to successfully open a commitment a in two ways by
sending either ¢, or ¢,r’ for different committed values ¢ # ¢, we have two accepting
conversations (a;c¢;r) and (a; ;') with ¢ # ¢/. Due to special soundness, we then efficiently
obtain a witness w such that (v;w) € R. But this is assumed hard for relation R, hence the
commitment scheme is computationally binding.

(iii) Due to special honest-verifier zero-knowledgeness, conversations (a;c;r) < S(v;c)
are distributed identically to the conversations between honest prover and verifier in the
Y-protocol. By construction, announcement a < «a(v;w;up) is generated independently
from challenge ¢ in the ¥-protocol. Therefore, a is statistically independent from ¢, and the
commitment scheme is information-theoretically hiding.

5.2.1  Cf. proof of Proposition 5.5. Let (a1,as;c1,c2;7m1,72) and (a1, a9; ¢y, ch;ry,rh) be
accepting conversations and assume that (c1,c2) # (¢}, c,). Then ¢ # ¢} and/or co # .
If ¢y # ¢, it follows that 1 = (r1 — 7])/(c1 — ¢}). And if ca # ¢, we have that zo =

(r2 —15)/(c2 — ).
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So, only if both ¢; # ¢} and ¢y # ¢, hold, we get witness (z1,z2). If (c1,c2) # (c},c)
it is possible that ¢; = ¢} or that ¢ = ¢}, in which case one of z1 and x5 cannot be
obtained. Indeed, suppose a cheating prover P* knows only z1 = log, h1. Then P* may act

as follows: pick wui,c5,75 € Zy, and send a; = g"' and ay = gr3h;c; to the verifier. Now
all challenges (c1,c2) € Zp X Zy, with ca = ¢ can be handled successfully by replying with
r1 = u1 + ciz1 mod n and ro = r3. The number of challenges with cp = ¢} is equal to n out
of n?, hence the success probability of P* is 1/n (which is still negligibly small). However,
for special soundness to hold, a cheating prover—not knowing a full witness—should be able
to reply successfully to one challenge only!

More precisely, one reasons as follows. Suppose that parallel composition of two Schnorr
protocols for proving knowledge of log, h1 and log, ha, respectively, is special sound. Then
we can use the p.p.t. extractor E to solve any given instance h = ¢® of the DL problem as
follows. Pick x1 €r Z,, and set hy = ¢g*' and hy = h. Compute two accepting conversations
with identical announcements but different challenges, as above, and feed these into F. Fi-
nally, extractor E will output the witness (z1,x2), hence by setting z = zo we find log, h,
contradicting the DL assumption.

To circumvent this problem, AND-composition uses a single challenge ¢ = ¢; = co.

5.2.2 (i) Completeness follows straightforwardly:
2 2 2
gr — gu+cx1+c T2 _ gu(g:vl)c(gxg)c — ahih% )

For special honest-verifier zero-knowledgeness, let ¢ be a given challenge. The honest-
verifier and simulated distributions are, respectively:

{(a;e;7) :u €R Zps a 4 g% 1 4—p u + cx1 + 2},
{(a;e;m) i r €ER L a +— grhfch;g}.
These distributions are identical, each conversation occurring with probability 1/n.
(ii) Special soundness cannot hold for this protocol because knowing only x1 = log, h1 one can
compute two accepting conversations (a;c;r), (a;c;r’) with ¢ # ¢ as follows. Pick ¢ €g ZF
and r € Z,, and set a = grhfch502. Clearly, (a;c;r) is accepting. Now set ¢ = —c (hence
¢ #  because ¢ # 0) and ' = r — 2cx1 to make (a;c;7’) accepting as well:
g =g R = ahihs (67) 7 = ah{ k5.
(iii) Given accepting (a;c;r), (a;d57"), (a;d”;7") with ¢ # ¢, e # ¢, ¢ # . Then
2 / / /2 " 1/ 112
9" =ahihy, ¢ =ahihy , g =ahihj
implies
, ;o2 2 / ,
grfr — h<1:—c h; —62 :2 (h1h§+c )cfc
g" " = hE RS = (hyhS Ty,

Hence, witness (21, z2) is obtained as:

= (55 - 525 /e = &)
\

z1 =0 —zy(c+ ).

c—C
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Prover Verifier
(using z1 = log, h1) | (using o = log, ha)
C2,72,U1 €R Ln, €1,71,U2 €R L
ai g™ aj < g h{
_ ai,a
ay g’r‘gh2 Cc2 ag qu 1, 42
c E€R L
c
<—__
Cl <pnC—C2 Co <p C—Cq
C1,71,72 _
T —pn Ul +C121 9 <—p U2 + C2Xo 7% s mc—a
ng = alhil
?
gTQ — a2h§2

FIGURE S.1: OR-composition of Schnorr's protocol (slightly optimized)

5.2.3 The optimized protocol is shown in Figure S.1. To show completeness, consider the
case that the prover uses x1. Then we have co = ¢ — ¢ both for the prover and the verifier.
Also, by inspection of the protocol,

g7"1 — gU1+C1x1 — gm (gm)Cl — a1h(1:1,

g = agh3?.

Similarly, completeness also holds if the prover uses xs.

Next, we show special soundness. Suppose accepting conversations (aq,as;c;c1,71,72)
and (a1, a9;c;c),r],rh) are given, with ¢ # ¢/. Let co = ¢ —¢; and ¢, = ¢ — ¢}. Since
c=ci+ca #d =, it follows that ¢ # ¢} or ca # ¢ (or, possibly, both). We also have:

r c ! ct
gl= a1h11a g?= a2h22

/
ca—Ch
h3e,

'S C T C:
g'= a1h11a g = a2h22,

! c1—c} !
T T T T
= gl l_hl 1’ g2 2 =

If ¢1 # ¢}, we obtain witness z1 = (r1 — r})/(c1 — ¢}) satisfying h; = g*!; otherwise ca # ¢,
and we obtain witness xg = (ro — 15)/(c2 — ¢) satisfying ho = ¢g™2. So, we either obtain a
correct witness x1 or a correct witness xo (or both).

Finally, we show that special honest-verifier zero-knowledgeness holds. The honest-verifier
and simulated distributions are, respectively (again considering the case of a prover using z1):

—
{(a1,a2;¢;c1,7m1,72) 1 ut, 2,72 €R Lps a1 — g*';a < g"hy 5 c1 <—p ¢ — C2;
T 4 U1 +C121},
—C —C
{(a1,a2;¢;¢1,m1,72) 1 1,711,792 €ER Lp;co $—p ¢ — 1301 <= g7 h] P ag < g™ hy Y,

for any given challenge c. These distributions are identical (uniform distribution on all ac-
cepting conversations, each one occurring with a probability of 1/n3).

5.3.1 To show completeness, we assume that the prover knows a witness (z,y, z) satisfying
(A, B;z,y,2) € R. Let us consider the case x = 0 (case x = 1 is similar), hence A = h¥ and
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B = h* holds. Clearly, if the prover follows the protocol, then ¢y + ¢; = ¢. Also, the fact
that A" = a14(A/g)® and g™ = a1pB hold follows directly from the way a4 and a5 are
computed, respectively. Finally, for the remaining two verification equations we have:

hToA — pUoatcoy — puoa (hy)Co — aoAACO, and
hT0B — pUoBt+coz — huOB(hz)CO = agpB.

To show special soundness, let conversations (apa, app, a14,a18;¢; Co, C1,T04,ToB,T1) and
(a0, a0B, a14, 01855 ¢4, €1, T4 Tog, 1) With ¢ # ¢ be both accepting. Then we have:

c=co+c1, W4 = agaA®, h"F = aopB®°, h'* =a14(A/g)", g"* = a1pB“
and
r_ / hr(’)A _ A06 hréB _ B06 hrll _ A o Bc’1
c _CO+Cla = apA 3 = aoB ) _alA( /g) , § - = aip .
Hence,
o o o o o ) o o
RT0ATToA — ACO cO’ RTOB=ToB — BCo Co, BT — (A/g)cl 017 grl L — B&i—

Since ¢ # ¢, it must be the case that ¢y # ¢, or ¢1 # ¢} (or both). If ¢y # ¢, we set

/ /
7oA —Toa ToB — "oB
=0, y=——",", 2=—"7".

Cco — CO Co — CO

Otherwise, ¢; # ¢}, and we set
ry— 1}
1
r=1 y= -

In both cases we have that A = g*h¥ A B = ¢*Yh1=%)% holds, and it follows that indeed
(A,B;x,y,2) € R.

To show special honest-verifier zero-knowledgeness, let ¢ be any given challenge. The
honest-verifier distributions for the cases x = 0 and x = 1 are, respectively:

{(CLOA7CLOB,6L1A,CL13;C; COacl)TOA)TOBarl) :C1,UpA, UOB, T1 ER Zn’
apa < h¥0A5 a0 < hY0B;a14 < h™ (A/g)*cl;alB — g BTy

Co ¢—n C— C13T0A <—n UoA + COY; TOB <—n UoB + CoZ},
{(CLOA7CLOB,CL1A,CL13;C; COacl7rUA)TOBarl) - C0,T0A,TOB, U1 GR Zna
apga ¢ h"0AAT0 qop < h"OBB™%: a1 4 < h"'; a1 < g“;

C1 ¢—n € — CO;T1 < U1 + C1Y},

The simulated distribution is given by

{(GOAycLOBvalAaalB;C; COvclaTOAaTOBv’rl) 1C0,T0A,T0B,T1 €R Zna
C1 $n C— Cp;
aps < h™AAT qop <= h"OB B~ a1 4 < h"™(A/g) a1 < g B~ }.

These three distributions can be seen to be identical with each conversation occurring with
probability exactly 1/n*.

5.3.2
(a) The protocol in Figure S.2 proves knowledge of x,y such that B = g*hY, for given B.
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Prover Verifier
U,V €ER Ly,
a < g“h?
a
—_——
CER Ly,
c
H—
ré—pnU+cT
S4nU+cy
7,8
e —
?
g’f'hS = aBC

FIGURE S.2: Case ¢(x,y) = true

Completeness. Clearly,

grhs — gu—i—cxhv-i-cy — guhv(g:chy)c — ch.

Special soundness. Given accepting conversations (a; ¢;r, s) and (a;c; 7', s") with ¢ #
c, we have:
! / /
grhs:ch7 grhs — aB¢
Y o
:> gr T hs S — BC (&

/ s—S/

= B:gﬁhcfc’_

Hence, a witness is obtained as x = (r —7')/(c— ) and y = (s — ') /(c — ).

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:

{(a;c;7r,8) :u,v ER Zpsa + g"h¥;1 <—p u+ cx; 8 ¢ v+ cy},
{(a;c;ry8) i ry8 ER Lpsa + g"h*B™ ¢}
These distributions are identical.

Note that sending C' = ¢” as additional information in the first step, and using AND-
composition of a Schnorr protocol for proving knowledge of log, C' and a Schnorr protocol
for proving knowledge of log;, (B/C') would spoil the zero-knowledge property. The value
of C' cannot be simulated given just B. See also Exercise 5.3.3 for a similar issue.

The protocol in Figure S.3 proves knowledge of x,y such that B = ¢g*hY with x = y, for
given B. Using that z = y, we eliminate y by writing B = g*hY = (gh)®. Here, gh # 1
can be assumed (hence that gh is a generator as well), because otherwise we would know
that log, h = —1.

Completeness. Clearly,

(gh)" = (gh)"™*" = (gh)"((gh)")" = aB".
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Prover Verifier
U ER L,
a < (gh)"
a
_
CER Ly,
c
(_—
T 4—n U+ CT
r
s

(gh)" £ aBe

FIGURE S.3: Case ¢¥(z,y) =z =1y

Prover Verifier
U ER Dy,
a < (h/g°)"
a
_—
cCER Zn
c
%
T u+cy
r
—> )
(h*/g°)" = a(B*/g7)*

FIGURE S.4: Case ¢(x,y) = ax + By =

Special soundness. Given accepting conversations (a;c;r) and (a; ;') with ¢ # ¢,
we have:

/

(gh)" = aB®, (gh)" =aB°
- (gh)r—r’ _ Bc—c’

Hence, the witness is obtained as x = (r — ') /(¢ — ) and y = (r — ") /(c — ). Clearly,
the witness also satisfies © = y.

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:

{(a;¢;7r) cu €R Znya <+ (gh)";1 <= u + cx},
{(a;e;7) :r €R Zp;a < (gh)"B™ ¢},

These distributions are identical.
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The protocol in Figure S.4 proves knowledge of x, y such that B = ¢*hY with ax+ Gy = 7,
for given o € Z}, 3,7 € Zy, and given B. Note that ¢ (z,y) = x = y corresponds to the
case « = 1,8 = —1,7 = 0. We eliminate = by using the equation z = (v — Sy)/«.

This time h*/¢g® # 1 can be assumed (hence that it is a generator as well), because
otherwise we would know that log, h = 3/a.

Completeness. Noting that B*/g7 = ¢®*~7h® = (h*/¢”)¥, we have:

(h/g°)" = (%] g”)"+ = (h*/¢")" ((h*/¢")")" = a(B*/g")".

Special soundness. Given accepting conversations (a;c¢;r) and (a;c’;r') with ¢ # ¢,
we have:

(h/o°)" = a(B*/g")", (h"[¢°)" = a(B"/g")"
= (g’ = (B )
& BYg = (0)d") =7

/
T—T

o B OPENeLES

Hence, the witness is obtained as x = (y— 8(r —1')/(c—¢))/aand y = (r — ') /(¢ — ),
using that o # 0. Clearly, the witness satisfies ax + By = 7.

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. Honest-
verifier and simulated distributions are, respectively:

{(a;e;7) :u €ER Ly a +— (ha/gﬁ)u;r “—nu+cyt,
{(as5¢;7) i1 €R Znsa < (h*/g°)"(B*/g") "},

These distributions can be seen to be identical.

As in Example 5.10, we distinguish the cases x = 0 and z = 1. If z = 0, then we have
B = hY, and if z = 1, we have B = ghY, hence B/g = h¥Y. Using OR-composition of two
instances of Schnorr’s protocol we obtain the protocol in Figure S.5 for proving knowledge
of x,y such that B = ¢g*hY with x € {0, 1}, for given B. Here, 7 =1 —z € {0, 1}.

As an optimization, the prover need not send ¢; (cf. Exercise 5.2.3, see Figure S.1). The
verifier then sets ¢; <, ¢ — ¢y and proceeds as before.

Completeness. Since x € {0, 1}, we have that ¢, + ¢z = ¢ is equivalent to ¢o + ¢1 = ¢,
and that

hle — huz+czy = hu= (hy)cz = ax(B/gx)cz7
W — af(B/gf)cf.
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Prover Verifier
Uy, Cz, TT GR Zn
ay < h'=
4z W7 (B/g7) "=

ap, a1
_—
c ER Ly
C
%
Cx <nC—Czg
Ty $—n Ug + CxY
C€o,C1,7T0, 71
_—

?
co+cr=nc

?
hro £ ag B

W £ a1 (B/g)>

FIGURE S.5: Case ¢(z,y) =z € {0,1}

Special soundness. We have, given accepting conversations (ag, ai; ¢; ¢, ¢1,70,71) and
RN A A B . /.
(ap,ar;c;cp, ¢y, g, ) with ¢ # ¢

W' = agB®, W' = ay(B/g)™, h'0 = agB%, k't = a1 (B/g)"
= hrofr(') — BCO*Cé7 h”l*rﬁ — (B/g)cl*cll

It follows from ¢ # ¢ that ¢y # ¢, or ¢ # ¢} (or both). If ¢y # ¢, then a witness
is obtained as x = 0 and y = (ro — 7()/(co — ¢). Otherwise ¢; # ¢}, and a witness is
obtained as z = 1 and y = (r1 — r})/(c1 — ¢).

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:
{(a0, a1; ¢;c0,¢1,70,71) * Uz, Tz, €5 ER L ag 4 W' az < W7 (B/g") ™,
Cp $n C— CqyTg $n Ugp + ny},
{(ao, a1;¢;c0,¢1,70,71) * €0, 70,71 €ER L C1 $—n € — Co3 a0 < WO BTY;
ay < h"™(B/g)~“}.

These distributions are identical.

Write x = Ef:[l) 2;2%, with x; € {0,1}. Let B; = g®h¥ for suitably chosen y; € Z,. The
protocol in Figure S.6 proves knowledge of x;,y; such that B; = g“h¥% and z; € {0,1},
using ¢ instances of the basic protocol (case £ = 1). In addition, B = Hf;é B? must
hold.

Note that the protocol avoids sending the values c¢;;, 0 < ¢ < ¢, as these values are
redundant (compare with Figure S.5). As a further optimization one may avoid sending
one of the values B;, 0 <17 < /.
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Prover Verifier
-1
(vi €R Zn)i:l
fa .
Yo “n Y — Doiy Yi2!

o -1
B; < g%ihVi

Uz, iy Cazyiy Tz7,i €R Ln

Qg < htwist

Az < h'wii (Bz/gxl)_cﬁl i=0

(Bi, a0, a1,4);

CERZn

/-1
Czii $n C— Cxyyi
Trii $n Uz, + Ca;,iYi i=0

(co,i» 70,45 Tl,i)f:é

=1 poi 7
Hi:o B =B
Cli <n C—Co;
7 Co.i
hT0.i ao’iB 0.2

= i
R
hrLi =

- al»i(Bi/g)cLi i=0

/-1

FIGURE S.6: Case ¢(z,y) =z € {0,...,2¢ — 1}

Completeness. First, note that:

{—1 (-1
152 = Jlmnw)* = g=m w2 n=id v = o = .
=0 =0

Furthermore, we have for any i, 0 < ¢ < ¢, that x; € {0, 1}, hence that ¢, ; + cz;,; = ¢ is
equivalent to cg; + ¢1,; = ¢, and that

hi@ii — huzi,i+czi,iyi — huzi,i(hyi)czi,i — agﬁm(Bi/gﬂm)ccci,i7

Wi = agi(Bi/g™) .

Special soundness. For accepting conversations ((B;, ag,i, al,i)f;(l); ¢; (€0, 70,1 rl,i)f;l)

0
and ((B;, ao, au)f;é; (i Toin T Z-)f:é) with ¢ # ¢/, we reason as follows.

For each i, 0 < i < ¢, put ¢1; = ¢ — ¢o,; and c’u =c - C{M. It follows from ¢ # ¢’ that
co,i # ¢y Or c1i # ¢ ; (or both).

If co,i # cp, then we have:

) €o.i - [
hoi = ag By, h'0i = ag By

7
!
! ;— .
=  RIiTTo; — BT i

7 )
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Prover Verifier
U,V €ER Ly,
a + B*RhY
a
_
CER Loy,
c
H—

B’I"hs ; agC

FIGURE S.7: Case ¢(xz,y) =2 #0

hence we set z; = 0 and y; = (10, — 70 ;)/(coi — €5 ;)

Otherwise ¢1; # ¢} ;, and we have:

Wi = ay4(By/g)i, W = a1i(By/g)
N th,i*Ti,i _ (Bi/g)cmfc’l}i,

and we set x; =1 and y; = (r1; — r’lvi)/(cu — c’“)
In either case, we get that B; = ¢g**hY holds.

Using that Hffé B2i = B, we thus obtain a witness by setting x = Zz 072" and y =
Zl o Yi2'. Clearly, z € {0,. -1}

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:

-1 l—

{((Bi, a0 4, al,i)f:(l) 6 (CO,i,TO,iarLi)f;é) (Yi)iz1> (Wasis "0 Ca7 ) —g ) GR Zna
Yo <n Y — Zl 1 ‘%e )
( B; < g®"ihYi;ay, ; < h"it; ag; ; h’ﬁﬂ(Bi/gml) iy > -

. h
Ca;i $n C— Cxyiy Ty i $n Uz, i + Cx; il i=0
/—1

{((By, a0,y a1,0)'—0 5 ¢ (cois o> 71,0) 20) = (B)Z1 €R (9); (co.y 70,0 71,0) g €R Zn;
By + B/TI'Z! BY;

K 1
3 70072" I3 . )1
(Cu “n €= Cogiao,; < hiB; Tar; « KB /g) T ) 0}-
1=
These distributions are identical.

(f) The protocol in Figure S.7 proves knowledge of x,y such that B = ¢g*hY with x # 0, for
given B. Similar to Eq. (5.1) in NEQ-composition, we rewrite B = ¢g*h¥ as g = BY/*h~v/%,
which is possible only if  # 0. Next, we let the prover use Okamoto’s protocol to show
that it can write g as a product of powers of B and h, where the prover knows the
exponents.
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Prover Verifier
U,V €ER Ly,
a < B"(gh)’
a
_—
C ER Ly,
c
H—

r<npu+tc/(x—y)

s<nv+ey/(ly—x)
r,s
%

? C
B"(gh)* = ag
FIGURE S.8: Case ¢¥(x,y) =z #vy

Completeness. Since z # 0, we have that g = BY/*h~%/_ Hence,
B'hS = Bu—i—c/xhv—cy/x _ Buhv(Bl/xh—y/x>c _ agc.

Special soundness. Given accepting conversations (a; ¢;r, s) and (a;c; 7', s") with ¢ #
c, we have:

/

Brhs — agc7 B’I”/hsl _ agc
= Br—r’hs—s’ _ gc—c’

s—s’

—c _
= B = gv‘f'r’ h r—rl

Here, we have used that r # r/, since otherwise we find that RS = gC*C/ but this
contradicts the fact that log, h is unknown, as ¢ # c. Hence, a witness is obtained as
z=(c—d)/(r—r")and y=—(s—s")/(r —r'), where x # 0 (but y = 0 is not excluded).

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:
{(a;¢;7ry8) :uyv €ER Zpya + BYhY;r <—p u+c/x;s < v —cy/a},
{(a;c;ry8) i 1,8 €ER Zpya < B"h%g™ ¢}
These distributions are identical.
The protocol in Figure S.8 proves knowledge of x,y such that B = g*hY with x # y,
for given B. Similar to Eq. (5.1) in NEQ-composition, we rewrite B = g*hY as g =
Bl/(z=y) (gh)y/(y_x), which is possible only if x # y. Next, we let the prover use Okamoto’s

protocol to show that it can write g as a product of powers of B and gh, where the prover
knows the exponents.

Note that, as in part(b), gh can again be assumed to be a generator.

Completeness. Since z # y, we have that g = B/ (=% (gh)¥/(¥=*) Hence,
B"(gh)® = BvFe/@=v)prtey/y=2) — pu(gp)v(BY @) (gh)v/ =2y = qg°.
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Prover Verifier
U,V ER L,
a < (B*/g7)“(h*/g")®
a
=
CER Ly,
c
%
74 u+c/(ax+ By —7)
s v —cy/(ax+ By —7)
T, 8
e

(B*/g7)"(h*/g%)" = ag®

FIGURE S.9: Case ¢(x,y) = ax + By # v

Special soundness. Given accepting conversations (a; ¢;r, s) and (a;c;r', s") with ¢ #
c, we have:

/

B"(gh)* = ag®, B (gh)* = ag°
- Br—r’ (gh)s—s’ _ gc—c’_

Now, suppose r = /. Then (gh)*~* = ¢¢=¢ holds. Since ¢ # ¢ it follows that s # s’
as well, we would have log, h = (¢ —¢')/(s — §') — 1, contradicting the fact that log, h is
unknown. Therefore, r # r/, and a witness is obtained as © = (¢ — ¢ + ' — s)/(r — 1)
and y = (s’ — s)/(r —1'). Clearly, z # y as ¢ # .

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:

{(a;¢;r,8) i u,v €ER Zp;a + BY(gh)’sr +—nu+c/(x—y);s+nv+cy/(ly—x)},
{(a;¢;r,8) : 1,8 €ER Zp;a + B"(gh)’g™“}.

These distributions are identical.

The protocol in Figure S.9 proves knowledge of x, y such that B = ¢*hY with ax+ By # ~,
for given B. Let § = ax + By —~, hence § # 0. Similar to Eq. (5.1) in NEQ-composition,
we rewrite B = g*h¥ as g = (B*/g")"%(h®/g®)~¥/%, which is possible only if § # 0.
Next, we let the prover use Okamoto’s protocol to show that it can write g as a product
of powers of BY/g” and h®/ ¢?, where the prover knows the exponents.

As in part(c), h*/g® can again be assumed to be a generator.

Completeness. Since § # 0, we have that indeed g = (B*/g")"/%(h®/g?)~¥/%. Hence,

(Ba/g’Y)r(ha/gﬁ)s — (Ba/g'y)u+c/6(ha/gﬁ)vfcy/6 _ a((Ba/g'y)1/6(ha/g,3)fy/6)c _ agc.
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Prover Verifier

U, V, W ER L,

a < g“h?
b+ BYRY
a,b
_
c ER L
c
-
T $—p U+ cx
S<nv+cy
t4—p W — cy2
r,8,t
_—
grhs ; aB¢
Bsht ; bgc

FIGURE S.10: Case ¢(z,y) =2y =1

Special soundness. For accepting conversations (a; ¢;r, s) and (a; 57/, s") with ¢ # ¢/,
we have:

(B*/g")"(h*/9°) = ag®,  (B*/g")" (h"/g°)* = ag”

= (B (g = g

Now, suppose r = r’. Then (ho‘/gﬁ)s_s/ = ¢ holds. Since ¢ # ¢ it follows that s # s’
as well, we would have log, h = ((c—c)/(s— ')+ )/, contradicting the fact that log, h
is unknown. Therefore, r # r/, and a witness is obtained as * = (v + (¢ — ¢ + B(s' —
s))/(r—7"))/a and y = (s' — s)/(r —r"). We see that ax + Sy — v = ¢ — ¢, hence that
ax + By # v because ¢ # .

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:

{(a;¢;7,8) w0 € Zpsa < (B*/g7)*(h*/g7)"s7 <—n u+ ¢/8; s <= v — cy/5},
{(a;¢;7,8) 17,8 €R Znya < (B*/g") (h*/g") g™}
These distributions are identical.

The protocol in Figure S.10 proves knowledge of x,y such that B = ¢g*hY with zy = 1.
This means that = # 0 must hold and that y = 1/z. To use that zy = 1, note that BY =
gz’“"yhy2 = ghyz, hence g = BYLY, Therefore, we apply EQ-composition to exponent y
in B=g¢g*hY and in g = BYRY’.

Completeness. We have:
grhs — gu+cxhv+cy — guhv(g:rhy)c — ch’
BRt = BUVReVt = BUR(BYRY)C = b(g™)° = by,

using that zy = 1.
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Prover Verifier

Z,U, U, W ER Ly

A +— gXh?
a <+ g“h’
b+ A“hY
A a,b
B
cERp Ly
o
T 4—p U+ CX
S4pU+cz
t < w+c(y —2x)
T, 8,1t
e
gThS ; aAC
Aht £ bBe

FIGURE S.11: Case ¢(z,y) = Iyez, 2 = X2

Special soundness. Given accepting conversations (a, b;c;r, s,t) and (a,b; ;' s, 1)
with ¢ # ¢/, we have:

grhs _ ch’ gr’hs’ _ ch’7 Bsht _ bgc, Bs’ht’ _ bgc’
= gr—r’hs—s’ _ Bc—c’7 Bs—s’ht—t’ _ gc—c’

s—s t—t/

' s—s t—t"
Rt B = gcfc’ hcfc’ , g = Bcfc’ hcfc’

/ ’ ’ ’ / /
r—r rT—1 S5—S8 s—s \2, t—t
(=2)r+ =D

R B = gcfc’ hf::i” g = gcfc’ c—c/ c—c c—c

Hence, a witness is obtained as z = (r—1')/(c—¢) and y = (s —§’) /(¢ — /), and we must
have zy = (r —r')(s — ') /(c — ¢/)? = 1, since otherwise we find a contradiction between
the last equation for g and the fact that log, h is unknown. (Note that ((s —s')/(c —
)2+ (t—t)/(c—c) =0 holds as well.)

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:

{(a,b;c;7,8,t) : u,v,w ER Zp;a < g*hv;b < BYhY;
T U+ T3 8 S U+ CYst 4y w — cy? ),

{(a,b;¢;7,8,t) : 7,5, t €R Znjya < g"h*B~ % b+ B5hig~°}.

These distributions can be seen to be identical for any B satisfying dycz: B = geht/®,
cf. Definition 5.1; for the remaining B, the simulated conversations are accepting, as
required.

The protocol in Figure S.11 proves knowledge of x, y such that B = ¢g*hY and there exists
a x € Z, such that x = x2. In other words, z is quadratic residue modulo n. Let x
denote a square root of x modulo n.
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Prover Verifier
(case y = x) (case y = —x)
C2,72,U1 €R Ln €1,71,U2 €R Ln
ai < (gh)™ aj < (gh)"" B~
_ ai,a
az < (g/h)"?B~ | az < (g/h)"? T
c E€ER L
c
<_—_
Cl <nC—C2 Cy <p C—C1
C1,C2,T1,T ?
répurtax | roépugter  DT2DE o o=, c

(gh)™ < a1 B4
(g/h)™> £ ayB

FIGURE S.12: Case ¢(z,y) = 22 = ¢?

Completeness. We have:
grhs — gu+cxh'u+cz — guhv(thZ)c — CLAC,
Arht _ Au+cxhw+c(y—zx) _ Auhw(Axhy—zx)c _ b(gx2thhy—zx)c — bBC.

Special soundness. For accepting conversations (A, a,b;c;r, s,t), (A,a,b;c;51, s, 1)
with ¢ # ¢/, we have:

g'h* =aA®, ¢"h" =aA®, A'h'=bB¢, A"R' =0bB°

/

o o v AR o
:grrhss:Acc’ Arrhtt:Bcc
r—r! s—s' r—r’ t—t'
Rt A = gcfc’ hcfc’ , B = Acfc’ hcfc’
r—r’ s—s' r—r' t—t'
= B = (g c—c/ hcfc/ ) c—c/ hcfc/
r—r'\2 s—s' r—r' t—t’
Rt B = g( c—c/) hc—c’ c—c! +c—c/ .

Hence, a witness is obtained as = ((r —r')/(c—¢))? and y = (s — ') (r — ") /(c — ¢)* +
(t—1t")/(c— ). Clearly, x is a quadratic residue.

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:
{(A,a,b;c;7r,8,t) : z,u,v,w ER Lp; A < g¥h*;a < g"hV;b < A“hY;
T4 U+ CX;S U+ czit < w+cly —2x)},
{(A,a,b;c;r,5,t) : AER (g);7,8,t € Lpsa <+ g"h* A% b+ ATh'B~°}.

These distributions can be seen to be identical.

The protocol in Figure S.12 proves knowledge of z, y such that B = ¢hY with 22 = 42, for
given B. The protocol is obtained by OR-composition, noting that 22 = y? is equivalent
toy =x Vy = —z. Hence, we have the cases B = (gh)* and B = (g/h)”.
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Completeness. Consider case y = x. Clearly, we have:
ci1+ca=c—c+c=c,
and, by inspection of the protocol,

(gh)m — (gh)ul-‘rcw — (gh)m (gzhz)q — achl,
(9/h)"™ = aa B*.

Similarly, completeness follows in case y = —zx.

Special soundness. Given accepting conversation (a1, as;c; c1, ¢2,r1,72) and accepting
conversation (a1, az; ey, ¢y, r,rh) with ¢ # ¢, we have ¢ = ¢1 + o # ¢} + ¢4, = ¢, hence
that ¢1 # ¢} or ¢ # ¢. We also have:

(gh)"t = a1 B, (g/h)"™ = aaB%, (gh)r/l = achll, (g/h)”/2 = ayB%
= (gh)rl—r’l _ Bcl—c’l, (g/h)rg—ré _ BCQ—C/Q'

If ¢; # ¢, we obtain x = (r; — 11)/(c1 — ¢}) satisfying B = (gh)* and we set y = x;
otherwise co # ¢, and we obtain x = (ry — r4)/(c2 — ¢) satisfying B = (g/h)* and we
set y = —x. So, in any case we obtain a witness (z,y) satisfying B = ¢g*h¥ and 22 = y?
as required.

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively (again considering the case
of a prover with y = z):

{(a1,a2;c;c1,¢2,m1,72) : o, c2,u1 €R Zp;ar < (gh)"*;az < (9/h)"2B~;
€1 ¢ C— C2;T1 U + 12},

{(a1,ag;¢;c1,02,71,72) 1 €1,71,72 ER Lp; Ca 4 ¢ — c15a1 <+ (gh) B~
az < (g/h)"?B~}.

These distributions are identical, where each accepting conversations occurs with a prob-
ability of 1/n3.

5.3.3 It is left to the reader to verify that the protocol is complete and special sound. How-
ever, the protocol is not honest-verifier zero-knowledge (hence, certainly not special honest-
verifier zero-knowledge). When interacting with an honest verifier, the protocol leaks the
value of gi* = (g7"/a1)"/¢ (for ¢ # 0), and hence the value of g3> = h/g{* as well. One
cannot compute these values given only h = gi" g5? (the value of the pair (x1,x2) is not even

determined by h). Therefore, the protocol cannot be simulated given just h.

5.3.4

(a) The protocol in Figure S.13 proves knowledge of z,y, z such that A = g*h¥, B = g*/*h?,
hence that B is a Pedersen commitment to the (multiplicative) inverse of the committed
value in the Pedersen commitment A. The protocol is based on the fact that B* = gh®*,
hence that g can be written as ¢ = B*h™**. Since A = ¢g*hY as well, we apply EQ-
composition for exponent .
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Prover Verifier
U, V, W ER Lin
a <+ g“h’
b BUpv a,b

; CeRZn
T 4—p U+ cx

S<nvU+cy
t <, w—czr r,8,1 g"h? ;aAc

_—
Brht ; bgc
FIGURE S.13: X-protocol for multiplicative-inverse relation

Completeness. We have, using that ¢ = B*h™**:
grhs — gu—l—cxhv—l-cy — guhv(gzhy)c — (LAC,
B'I‘ht — Bu-‘rC.’Eh’UJ—CZ.T — B’I.Lh'LU(BZl‘h—Z(II)C — bgc

Special soundness. Given accepting conversations (a, b;c;r, s,t) and (a,b; ;1’8 1)
with ¢ # ¢/, we have:

g h® = aA°, gr’hs’ _ CLAc/, B™ht = bg©, Br’ht’ _ bgc’
= grfr’hsfs’ _ Acfc” Brfr’htft’ _ gcfc’

r—r’ s—s’ c—c’ t—t

<~ A:gc—c’hc—c/’B:gr—r/h_m’

using that r # / holds as well, since otherwise we find that ht™t = ¢g¢=¢ (which con-
tradicts the fact that log, h is unknown, as ¢ # ). Hence, a witness satisfying the
multiplicative-inverse relation is obtained as

r—r s—s t—t

':1727/7 y:7/’ z =
cC—¢C c—¢C

Clearly, z # 0 and B = ¢'/*h* holds, as well as A = ¢g*hY.

r—r

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:
{(a,b;¢c;7,8,t) s uyv,w ER L a < g“h?; b < B“hY;
T4 U+ Ty S —p U+ cy;t —p w — czal,
{(a,b;c;r,8,t) 17,8, €Eg Zn;a <+ g"h*A™¢;b < B htg=¢}.

These distributions are identical (each conversation occurs exactly with probability 1/n3).

The protocol in Figure S.14 proves knowledge of x1,xs, y1, 42, z such that Ay = g* h¥!,
Ay = g*2h¥2, and B = ¢*'*2h%, hence that B is a Pedersen commitment to the product
of the committed values in the Pedersen commitments A; and As, respectively. The
protocol is based on the fact that A7? = ¢g"™72h¥*2 hence that B can be written as
B = AT*h*~ %172 Since Ay = ¢g™2h¥? as well, we apply EQ-composition for exponent z;.
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Prover Verifier
U1, U2,v1,v2,v3 €R Lnp
a < g“th"

az < g*2hv?
u2 v ai,az,b
b« A?h" e
T1 p U1 + CT1 (_C_ cER Ln

T9 <—p U2 + CT2

81 <p V1 +cy1

Sg <—p V2 + cy2
53 ¢ n V3 +c(z — yrmg) L 2ILIBI - grps L a1 A
g2 h®? Z az AS
Apzhss L ppe

FIGURE S.14: X-protocol for multiplicative relation

Completeness. We have:

g R = guﬁ-cm pUIteL — guipvt (g™ hY)C = a1 AS,
g2 ht? = guatemapuaters — guapu (g"2hY2)¢ = ay AS,
Apss = Aprbesspuatelayias) _ gt g2 p=-vin)e _ ppe,

using that B = A72h*~ 172,

Special soundness. We have, for accepting conversations (a1, ag, b; ¢; 1,72, 1, S2, S3)
and (ay, ag,b; 5 r,rh, s, 85, 85) with ¢ # ¢:

g hs = a1 A, g2 h%? = agA§, AP?h% = bB¢
GRS = a1 A, g2h%e = agA§, AR = bBC

o o _ o o _ ro—rh _g 7
= grl TI5181 :Ai c, gr2 Ty 5259 :Ag c7 Al 2}53—83 — BC—¢
T‘l—’l’ll 51—5/1
Al — g c—c! h c—c!
7‘277‘/2 5275/2

@ A2 p— g C*C, h C*C’
/

/ / / / / /
$3—s3 T1—=T] TQ—T9 §1—81 TQ—To S3

Saq—
B p— c—c! h c—c! J— _c! — ! — ! ! Jr 37 /
= g g c—c c—c h c—c c—c c—c’ |

Hence, a witness satisfying the multiplicative relation is obtained as

/ / / / /

_7“1—7'1 _7"2_712 _31_81 _52_32 . 83_83

L1 = ;o T2 = T Y1 = s Y2 = K Z=y1x2 + ;-
c—¢C c—¢C c—¢C c—¢C c—¢C

Clearly, B = g*'*2h” holds, as well as A; = ¢g"*h¥' and Ay = g*2hY2.
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Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The
honest-verifier and simulated distributions are, respectively:

{(a1,a2,b;c;71,72, 51, 82, 83) : w1, U2, V1, V2,03 €R Ln;
ai < g" h";ag < g“2h"2; b < AJ?h"3;
1 $—p U1 + CT1; T2 < U + CT9;
81 4—n UL + CY1; 82 < U2 + CY2; 83 < U3 + (2 — y122) },
{(a1,a2,b;¢;71, 72,51, 82, 83) : 11,72, 81,52, 83 €ER ZLn;
aj < g hST AT ag <+ g" RS2 AL S b «— APhS BTC)

These distributions are identical (each conversation occurs exactly with probability 1/n?).

5.3.5 The prover knows a witness x1,¥1, ..., Zs, Yy¢, Which consists of a truth assignment for
® with vy := z1,...,vp := x4 satisfying Vf;:lBk = g"h¥ x; € {0,1}. Noting that the latter
part is easily dealt with by using ¢ instances of the X-protocol of Exercise 5.3.2(d), we focus
on showing that ®(x1,...,z,) holds.

For each literal I; j, we define z; ; = ok, v j = yi, if l;; = vp, and ;5 = 1 — g, ¥i j = — Vi,
if l; ; = Ug. Then, writing Z; = ;1 + ;2 + 2;3, we see that the ith clause l;1 V lij2 V13
evaluates to true if and only if Z; # 0.

This immediately leads to the protocol of Figure S.15, writing also y; = y; 1 +Yi2+vi,3 and
E = g% h¥. In addition to proving for each variable Uk that By = g"th¥%, with x € {0, 1},
it is proved for each clause l; 1 V l;2 V [; 3 that B = ¢%ih¥i, with Z; # 0, using m instances of
the X-protocol of Exercise 5.3.2(f). Note that B, can be computed by the verifier as follows:
let Biﬂ‘ = By, if li,j = v, and B@j = g/Bk, if li,j = 7, and set Ez = Bi,lBi,2Bi,3-

It is easily seen that completeness holds by construction.

To show special soundness, let ((ax, ak,l)ﬁ 1 (@) 56 (Cho, Try0, Tlc,l)ﬁ:p (ri,si)i",) and
((ak0, ak1)5ys (@)™ 5 s (cﬁcﬂo,r;ﬁo,rh)i:l, (r}, )™ ) be two accepting conversations with
¢ # . As in Exercise 5.3.2(d), we can extract from accepting (a0, @k 1; C; Ck.0, Tk,0, Th,1)
and (ak,0, ak,15¢5 ¢ 0y .05 Th1) Values xg, yy, satisfying By, = g®*h¥ and z, € {0,1}, for each

E=1,...,0. (As an aside, we note that these witnesses must be unique: we cannot have
witnesses z = 0,y and ), = 1,y for By because then one also knows log, h, which is
assumed to be unknown to anyone.) Similarly, for each i = 1,...,m, we can extract (cf

Exercise 5.3.2(f)) from accepting ((a;)™;¢; (13, 8)7,) and ((a;)y; s (rh, s5)™ ) values @, Ui
satisfying B = ¢%h¥ and T; # 0, using the assumption that log, h is unknown to anyone.
Assigning vy := x1,...,vp := x4 therefore results in a consistent assignment for which each
clause and hence ® evaluates to true.

Finally, to show special honest-verifier zero-knowledgeness, we generate simulated conver-

sations for a given challenge c as follows:

{((ar,0, ar1)feys (@) 715 € (Ch05 Th,05 L) et (7%81)1 K
(Ck(]ark 0, Tk l)k 1,(7'1,81) =1 €R va
(akp — th’OBlC ,ak71 < Rk, 1(Bk//_g)ck 07 C)i:l?
(a; < B]"h%ig=)™ }.

These simulated conversations are identically distributed to the conversations with an honest
verifier (uniform with probability 1/n3+2™ for each conversation) provided @ is satisfiable,
cf. Definition 5.1; otherwise, the simulated conversations are accepting, as required.



124 Solutions to Exercises

Prover Verifier

uk,mk ) ck‘,fka rk,fk €R Zn
Ak xp — hWkzg B
oz, + Rk (B g™) ok

m
U, Vi €ER L
a; Bzuzhvl i=1

k=1

¢
(a0, Ok,1) ey > (@i)isy

c €ER Ly,

¢
Ck‘,l’k nC— Ck‘,fk
Tkay $n Ukay, t Cha Yk ) g
o~ m
Ti <n Ui + /T
Si ¢ Vi — CYi/Ti ),
¢
(Ch,0> Th,05 Th1) e >
m
(Ti, Si)i:l

[~ -~

r Ck,0 ¢
hTk0 ak7oBk
h'et = ag1(Bi/g) "0

(0 2 ),
B;"h% = a;g

k=1
=1

FIGURE S.15: X-protocol for Riq

Note that the more straightforward approach of using a 3-way OR-composition for each
clause leads to a less efficient and more complicated X-protocol for Rjq,p. Moreover, the
protocol of Figure S.15 can be extended—almost for free—to handle general Boolean formulas
® with a variable number of literals per clause: the only difference is that the time to compute
X, ¥i, and Ez will depend on the number of literals of the ith clause.

5.3.6 The idea is to extend the X-protocol of the previous exercise as follows. The prover gen-
erates y1,...,Ys €r Z, and then computes the Pedersen commitments By = g*th¥%,... By =
g*thY using its witnesses x1,...,z¢. The commitments Bi,..., B, are prepended to the
announcement shown in Figure S.15. The challenge and response remain unchanged.

The resulting Y-protocol can be proved correct as before. To generate the simulated
conversations we simply add Bj, ..., By €r (g) as an initial step. Each simulated conversation
will now occur with probability 1/n*+2m,

5.3.7 (i) The protocol in Figure S.16 proves knowledge of x,y, z such that A = ¢g*hY and
B = g:’:n_lhz . The protocol is obtained by OR-composition distinguishing the cases = 0
and x # 0. If z =0, we get A = h¥Y and B = h*, which is proved easily using two instances
of Schnorr’s protocol. If z # 0, Fermat’s little theorem implies that 2"~! = 1, so we get
B/g = h*, which is proved using another instance of Schnorr’s protocol. Finally, we need to
rewrite the remaining part A = ¢g*hY into g = AY*hY/* as in Exercise 5.3.2(f) and prove
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Prover Verifier
(case x = 0) (case x # 0)
1,71, 81, 1,00, Wo ER ZLn, | Co, S0, to, U1,v1, W1 ER L,
ag <+ hY ag < hS0A—co
bo <+ h¥o by < hto B¢
a; + A" hsigTa a1 — A"MpY?
by < ht1(B/g)~< by < A"t

ap, ai, b()a bl
c ER Ly
c
Co <nC—C Cl1 <ntC—C
T $—p U1 + C1/x

S0 ¢—n Vo + CoY 81 ¢ V1 — C1Y/x
to <—n wo + coz t] <p w1 +C12

€0, 71, 80, S1, o, t1

Cl<nC—C

hso Z agA©

hto £ by Beo
ATl hS1 ; algcl
W't < by(B/g)"

FIGURE S.16: X-protocol for Req using OR-composition

this using an instance of Okamoto’s protocol; this way we ensure that = # 0 can actually be
concluded upon extraction of x when showing special soundness below.

Completeness. The values of ¢y, c; as used by the prover and the verifier clearly match as
n—1

co + ¢1 = ¢ holds on both sides. Furthermore, if z = 0, we have ¢* = ¢* =1, so

h#0 = RPOFTC0Y — g (RY) = g A%

plo — pwotcoz _ bo(h*)® = agB%

01g0 = AT g1 — AT
bi(B/g) = W' (B/g) " (B/g)" = h'.

And, if  # 0, we have g = AY*h=¥/* and B/g = h*, so
ag A = h¥0 ATV A = p50

boBY = h' B~ B = }lo
ATTRST — Au1+cl/xhv1701y/x — al(Al/mhfy/z)cl — gcl

Bt = RO — by (RF) = by (B/g)".
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Special soundness. For two accepting conversations (ag, a1, by, b1; ¢; co, 71, S0, 51, to, t1) and
(ag, a1, bo,by; s ¢, 1, 80, 81,10, 1)) with ¢ # ¢/, we have:

% = agA®, Rio = bBO,  ATRS = aig R = by(B/g)
h%o = agA%, h'o =byB%, A"hS =ayg At = b (B/g)
= hSO*SE) _ Acofc{)’ htO*tf) _ BCO*Cf)’ Arlfr’lh.ﬁfs’l _ gclfc’l’ htl*ta _ (B/g)clfc’l,

where ¢; = ¢ —¢g and ¢} = ¢ — ¢,

If ¢ # ¢y, we extract x =0, y = (sp — s()/(co — ¢) and z = (to — t()/(co — ¢}y). We have
A = ¢°hY and B = ¢°h?, so relation Rpeqo is satisfied, using that 2" 1 =0 for x = 0.

Otherwise, ¢; # ¢}. Then we see that 1 # r} must hold: otherwise RS1TS1 = gf17¢ | from
which we would find log, h = (c1 — ¢})/(s1 — s}), contradicting that log, i is unknown. So,
we set . = (cp — ) /(r1—7), y=(s] —s1)/(r1 — 7)), and z = (t1 — t})/(c1 — ¢}). Now we
have A = g®hY and B = g'h?, hence relation Rieqo is satisfied in this case as well, using that
2"~ 1 =1 holds because = # 0.

Special honest-verifier zero-knowledgeness. Let ¢ € Z,, be any challenge. The honest-
verifier distributions for the cases x = 0 and = # 0 are, respectively:

{(ao, a1, bo,b1;c;co, 71, S0, 51, t0,t1) : €1,71, 51,1, Vo, Wo ER Ln;
ag < h'0; by <~ h*0;ay < A" h31g=; by < h'1(B/g)~;
Co —n € — C1; S0 —n Vo + CoY; to <—n Wo + coz},

{{(ao, a1, bo,b1;c; co, 71, S0, 51, 0, t1) : o, S0, to, U1, V1, W1 ER Ln;
ag < h%0 A= by < h'oB=: a1 <~ AYhY; by < h"1;
Cl 4 C—CO;T1 4—p UL + C1/T; 81 4—p V1 — 1y /a1 —p w1 + 12},

and the simulated distribution is given by:

{(a())al’b()abl;c; CO,T’I,SO,Sl,tO,tl) - Co,T1, S0, Sl7t0>t1 €R ZTL?
€1 4 € — o ag < hO AT by « htoB—¢o:
a1 — AT hSg=e b« b (B/g)~o}.

These distributions are all identical (each conversation occurs exactly with probability 1/n°).

(ii) The protocol in Figure S.17 proves knowledge of z,y,z such that A = ¢g*hY and
B = gmnilhz. The protocol is based on the fact that B¥ = ¢“" h** = g”h** (using Fermat’s
little theorem), which implies that A = g®hY can also be written as A = B*hY~**. To
exploit these two equations for A, we apply EQ-composition for exponent x. As can be seen
from the proof of special soundness below, this allows us to extract a valid witness provided
x # 0. To enable the extraction of z in case £ = 0, however, we use an auxiliary commitment
C = g”%?ht, and we extend the EQ-composition for exponent = by adding B = C*h*~t* as
equation for B, which holds because C* = g’gn_lhtr = Bht*==,

The intuition behind this solution is that C'is a Pedersen commitment to the pseudoinverse
2" 2 of z,as 2" 2 =1/ if x # 0 (and 22 = 0 if 2 = 0). This fits nicely with the fact that
B can be viewed as a Pedersen commitment to the value 2”~! € {0,1}, and that A can be
viewed as a Pedersen commitment to the value 2" = =z.
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Prover Verifier
t,u,v1,v2, W ER L,
C + ¢&" ’nt
a1 + g*h"t
ag < BYhv2
b Cuhv Cranazb
T4 U+ cx : ¢ c E€ER L
T] < V1 +CY
r9 < V2 + c(y — zx)
S 4w+ c(z —tx) "7, 8 . g'hm L 4y A
Brh™ £ ayA°
Crhs < bBe

FIGURE S.17: X-protocol for Ry,eqo using EQ-composition

n—1

Completeness. We have, using that B* = ¢g*h** and C% = ¢*  h'*:

grhh _ gu+czhv1+cy — guhm (gxhy)c _ alAC,
BTRT2 — Bu+czhv2+c(y7zx) — BUpv2 (gmhzmhyfzm)c — GQAC,
CThS — Cu+cxhw+c(z—tac) — OUpw (gac"*I htmhz—ta;)c — bBC.

Special soundness. We have, for accepting conversations (C,aq,az,b;c;r,1m1,72,8) and
(C,a1,az,b; 5" v, rh, s") with ¢ # ¢
g'h™ =a1A%, B"h"™ =axA°, C"h® =bB¢
! / / ! / / ! / /
g h"t =a1A°, B"h™ =a3A°, C"h® =bB°
r—r’'yri—r" _ pc—c r—r'yro—rl _ pe—c r—r'1s—s" _ pec—c
= ¢ 7"hATTT=A°¢, B"TR?T2=A°, C""h =B

4 ’ ! ’
r-r r—r r2—rT r— s—s

r—r’ 1 v’
R A = gcfc’ h c—c! R A = Bcfc’ c—c! , B = Ccfc’ hcfc’ .

We set z = (r—71')/(c—¢) and y = (r1 —r})/(c — ) such that A = g®hY. To extract z such
that B = gl’nilhz we distinguish two cases. If z # 0, then 2" ! = 1. Since A = B*hY with
y' = (ry —15)/(c — ¢), we have B® = Ah™Y = ¢g*h¥Y". Hence, B = g'h=¥)/* so we set
z = (y—v')/x in this case. If x = 0, then 2”1 = 0 as well, and we set z = (s—s')/(c—¢) such
that B = C°h* = ¢°h*. In both cases, witness (z,v, z) satisfies relation Rpeqo with (4, B).

Special honest-verifier zero-knowledgeness. Let ¢ € Z, be any challenge. The honest-
verifier and simulated distributions are, respectively:
n—2
{(Ca ai, az, ba cr,ry,re, 8) : t7 u,v1,v2,W ER Zna C <~ gx ht7
a1 + g*h' a0 < BYhY2;b + C"hY;r <, u + cx;
T1 4 U1 + CY;To < U2 + c(y — 22); 8 —p w + ¢(z — tx)},
{(Ca ai, az, ba cGr,ry,re, 8) : C GR <g>a r,ri,r2,Ss GR Zna
aj < g"h" A~ a9 «+ B"h"2 A% b+ C"h®*B~¢}.
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These distributions are identical (each conversation occurs exactly with probability 1/n°).

Note that the protocol in part (i) is slightly more complicated than the protocol in part (ii)
(compare Figures S.16 and S.17). Especially, when commitment C' also happens to be part of
the common input for prover and verifier (next to commitments A and B), the performance
of the second protocol will be superior.

5.4.1
(i) Completeness follows easily:

gr _ g(ch(a))u+x _ (gu)ch(a)gx _ ach(a)h.

For special soundness, let (a;c;r) and (a;c;7’) be two accepting conversations, with
¢ # . Then we have:

gr _ ac—F(a)h’ gr/ _ ac/—F(a)h
. gr—r' _ ac—c'

/
r—rp

& a=ge—“.

r—r’

Then also h = g"af(@—¢ = gr+(F(a)_c) c=< | 80 the witness is obtained as z = r+ (F(a) —
c)(r—r")/(c— ).

As for honest-verifier zero-knowledgeness, we first note that the conversations with an
honest verifier are distributed as follows:

{(a;e;7) cu €R Z) ;¢ €ER Ly a + g1 < (¢ — F(a))u + x}.

Note that r = z exactly when ¢ = F'(a), which we need to simulate without knowledge
of . We can do so, however, by first generating r €g Z,, and then decide what to do:

e { " , .
{(a,7 e1r) T €ER Lp; derZia+ (¢" /W)Y ce—pd + Fla), ifg"#h

Both distributions contain the same conversations, each of which occurs with probability
1/n(n—1). In particular ¢ = F'(a) (and at the same time r = x) occurs with probability
1/n, in both cases.

(ii) The noninteractive version of this protocol will set ¢ <~ H(a), where H denotes a random
oracle. By setting H = F', one sees that r = x will always hold, hence the secret value
x is leaked entirely.

5.4.2 The following forgery can be found by keeping things as simple as possible:

co=H(g,1), cy =rg=r1=0,B =g/,

With overwhelming probability co # 0 and ¢y # —1 (modulo n), and it follows that co+c¢1 =,
H(h™ B~ h™(B/g)~“') holds. By constructing B as a known power of g, where the exponent
—1/¢p is not a bit, in general, it follows that we do not know a witness (z,y) with « € {0,1}
and y € Zj, such that B = g”"hY—unless we are able to find log, h, which is infeasible by
assumption.
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Prover Verifier
Uy €R Ln
a1 +— g“
m
( CiyTi €ER Lin )
. i |, ~Ci
a; < g"th; o -
(ai)izl
CcER Ly
c
%
Cl<pC—C— " "—Cnmp
T —p Ul +C1x
m
(Civ ri)i:l
_—

?
cir+---+cn=nc

( T l hC'L)m
g =ah;" ).
=1

FIGURE S.18: Y-protocol for R, in case the prover knows z = log, hy

A general way to find such forgeries is as follows. Pick tg,t1,up,u1 €r Z, and set ag <
glohuo ay < ghh*t  and ¢ < H(ag,a1). Next, write cg = a, where « is not fixed yet, and
set ¢ < ¢ — co. Finally, pick u €p Z,, write B = ¢°h*, where f is not fixed yet, and set
1o <n Ug + ucy and r1 <, u1 + ucy.

Then we get a successful forgery if ¢ = —aff and t; = (¢ — «)(1 — ). By putting
B = —to/a we see that o must satisfy

f = (c— a)(1 +to/a),
which is equivalent to the following quadratic equation in «:
a2—1—(t0—|—t1 —c)a—toc=10

About 50% of the time, this equation will have two solutions for « in Z,. Namely, when the
discriminant A = (to +t1 — ¢)? + 4tgc is a quadratic residue modulo n. Also, 3 ¢ {0,1} will
hold in general, hence we do not know a witness for B of the required form.

5.4.3 Without loss of generality, suppose that the prover knows xz = log,h1. As in OR-
composition, the prover will execute an instance of Schnorr’s protocol for h1; for the remaining
h;’s the prover will use honest-verifier simulations. This time the challenges cq, ..., ¢, are
required to sum up to the challenge ¢ given by the verifier. The details of the protocol are
given in Figure S.18.

Completeness. In case the prover knows z = log, h1, we see that
gt =gt = g" 4 (¢") = arhf’,

and, for 2 < i < m, that indeed
Ti —

g" = a;h;".
Clearly, ¢; + - - + ¢, = ¢ holds as well.
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Prover Verifier

U1, U2 €ER L

ai] < g“1
Ul
a1g < h[)
ag qu aii, ai2, a2
c €Er L
C
<—
71 $n UL + CU
T, T ?
ry pug+er D 2_) g™ = a; A€
?
h61 = alg(B/hl)C
?
g = azhi

FIGURE S.19: X-protocol for relation R}

Special soundness. Suppose that two accepting conversations ((a;)™q;¢; (ci,ri),) and
((a)q; 5 (e, rh)™ ) are given, with ¢ # ¢/. Then, we have for all 4, 1 < i < m:

g =ahf, gt =ahi = =Rl
Sincec=c1+ - +cm £+ -+, it follows that there exists an i*, 1 < ¢* < m, such

that ¢+ # c}.. Thus, we obtain witness z;» = (ri= — rl.)/(cix — ¢ satisfying hy = g%

Special honest-verifier zero-knowledgeness. Let ¢ € Z,, be any challenge. The honest-
verifier and simulated distributions are, respectively (again considering the case of a prover
using = = log, h1):

{((ai)™ 1565 (cinri)™y) s ur, (¢iy i)y €R Zpsar < g™t (a; <= g"ih; )M y;
Cl4pnC—Cy— " —Cpm;T1 < Ul + 12},

{((az)l 15 € (0177“1,)1 1) (Cz)z 11a (7"2)1 1 €R L Cm $—n € —C1 — __Cmfl;
(a; g”hi Ly

These distributions are identical (uniform distribution on all accepting conversations, each
one occurring with a probability of 1/n?m~1).

5.4.4 (i) The relation simplifies to R} = {(A4, B, ho, h1;u,z) : A = g", B = h{jg",h1 = ¢*},
which may be rewritten as R} = {(A, B, ho,hi;u,z) : A = ¢g*,B/hy = hij,h1 = ¢*}. A
Y-protocol for this relation is obtained by applying EQ-composition to the parts A = ¢* and
B/hy = h{, and combining this with h; = ¢* using AND-composition. The protocol is given
in Figure S.19. The protocol is correct by construction, but we give an explicit proof anyway.

Completeness. We check that

1 u1+cu

gt =y =g""(9")" = an A",
hgt = hg' T = hg' (hg)© = a12(B/h1)",
ug+cr __ 2(

9=y = 9" (9")" = aghi.



Solutions to Exercises 131

Special soundness. Given accepting conversation (a11, ai2, ag; ¢;r1,r2) and accepting con-
versation (a1, a12,a2;c’;r},rh) with ¢ # ¢, we have:

g = a1 A, h{t = a12(B/h1)¢, ¢ = aghs,
g = anA®,  hy' =aa(B/h1)Y, ¢ = ash§

ri—ry _ Acfc/ h7"1*7“/1 — (B/h c—c' ro—rh _ hc—c’
= 9 = Ny =(B/M)°, g =M

/ ri—r} A
ry—r 17" ro—Ty

= A =g c—c’l7 B/h1 = hocicl , h1 =g c—c

Thus, we extract witness (u,x) as

=7 ro — 14

c—c’ c—c

Clearly, A = g", B = h{jg”, and h; = ¢*, so relation R} is satisfied.

Special honest-verifier zero-knowledgeness. Let ¢ € Z,, be any challenge. The honest-
verifier and simulated distributions are, respectively:

u
{(a11, @12, a2;¢;71,72) * U1, U2 ER Lpsarr < g ar2 < hg';ag < g"2;
Tl 4 UL + CU; T2 <y U2 + CT},

{(a11,a12,a2;¢;71,72) 1 11,72 €R Lpsan < g A% a1 < b (B/h1) ™5
as < g"hy}.

These distributions are identical provided (A, B, ho, h1) € L R, cf. Definition 5.1, which means
in this case that there exist u,x € Z, such that A = g%, B = h{jg”, and hy = ¢g°. Otherwise,
the simulated conversations are clearly accepting.

(ii) The relation R} = {(A, B, ho, hi, ho;u,x) : A= g*, B = hijg®, (h1 = gV hy = ¢g*)} can be
obtained as Ry = Ry ; U R} 5, where R | is essentially the same as R} and R} , is essentially
the same as R} but with h; replaced by he. So, we can combine two instances of the protocol
for R} using OR~composition to obtain a protocol for Rf. The resulting protocol is a special
case (m = 2) of the protocol for arbitrary m, see part (iii) of this exercise.

(iii) To handle the general case, we use the generalization of OR-composition treated in
Exercise 5.4.3. Thus we combine m instances of the protocol for R/, where the ith instance
uses h; instead of hi, 1 < i < m. The protocol is given in Figure S.20, for the case that
x = log, hy.

Completeness. Suppose the prover uses z = log, h;. It follows directly from the protocol
that ¢; + -+ 4+ ¢, = ¢ and also that for all ¢, 2 < ¢ < m, we have ¢ = ay;,;A4%, hgl’i =
ai2,i(B/h;)%, and ¢ = ag;h;*. Furthermore, we check that for the remaining case i = 1
that

gh,l — gu1,1+61u — gu1,1(gu)01 — QHJAQ’

h61’1 _ hgl,l"rClu _ hgl,l(hg)cl — a1271(B/h1)617

gr2,1 — gU2,1+Clx — guz,l(gx)m — a271hil.
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Prover Verifier

u1,1,u21 ER Ln
a1 < gt
u,1
ai21 < h‘O
asy < g'»!
CiyT1,i,724 €ER L
a4 g AT
T1.4 -
a1,  ho"'(B/hi) ¢

az; < g">th; o

(@114, 12,4, a2,i);11

CERZn

Cl<pC—C— "+ —Cnp
T1,1 < n U1,1 +clu
o1 < U21 T C1T

(Ci, 71,4, 7“2,1‘):-1

1

?
ci+:---+cn=nc

2 . m
gt = an ;A°
T1,i ? .
ho " = a12i(B/hi)"
7 Ci
gT‘Q,z — a2,ihil i

m?

FIGURE S.20: X-protocol for relation R/, using x = log, h1

Special soundness. Given accepting conversations ((a11, @125, a2,)1%1; ¢ (i, 71, 72,4)1%1)
m ... / / / m : /
and ((a11,; @125, a2,i)iq; ¢'; (¢ T 7"2,2')1':1) with ¢ # ¢
Since ¢1 + -+ ¢y =cand ¢ + -+, = ¢, it follows from ¢ # ¢ that there must exist
an i, 1 <14 <m, for which ¢; # ¢,. For any such i satisfying ¢; # ¢}, we have:

. . 1.4 . . :
g =a11,; A%, hy = a1 (B/hi)%, g™ = ag by

70

! /

rh _ cl T, _ c rl . _ &

gt =a1;A%,  hy' =a(B/hi)%, g% = ag;h;’

. !/ /

. o 7“17 —Try - o el c;—C:

= g = AGTS byt Y = (B/h)T, g TR =Ry
i LT

= A — g c;—¢; , B/hZ — ho Ci—¢; , h’L — g cifc;
Thus, we extract witness (u,z) as

i =T, 72,0 = To,

¢ — ¢ ¢ — ¢

Clearly, A = g", B = h{jg®, and h; = ¢g*, which implies that relation R}, is satisfied.
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Special honest-verifier zero-knowledgeness. Let c € Z, be any challenge. The honest-
verifier distribution (for the case that = log, h1) and simulated distribution are, respectively:

m m m
{((a11,6, @126, 02:); 1 365 (Ciy 71,0, T24) 10 1) S UL, U21 €R Zns (Ciy 71,0572 €ER Ln)jeg s
ul,l. .
a1, < gt a1 < hysagy < gt

. —C T1,i —c;. 1 —c; \M .
(a11,i < g1 AT a19, by (B/hi) ™5 ag; < g™ h; 7). _y

Cl$nC—C— " —CmT11 $n U1+ CLU;T21 <5 U1 + cix},

m m m
{((a11,, @126, a24);" 1 5 ¢ (Cis 1,65 72,0) 70 1) S CLy -+ vy Cm—1 €R L (14572, €R Ln)jeq s
Cm $npnC—C — " —Cn—1;

(11, + g™ AT a0  ho" (B/hi) "% ag; + g"ih; ) ).

These distributions are identical provided (A, B, ho,h1,...,hn) € Lg; , each conversation
occurring with probability 1/n3™~!: indeed, in both distributions we have that log,a11,1 =
logy,, ai2,1, using that A = g“ and B = hghy holds for the case that z = log, h;. Otherwise,
the simulated conversations are clearly accepting, as required by Definition 5.1.

6.1.1 Clearly, so = u is uniformly distributed. And, since v and s are independent, also
Pr[s; = 0] = Prfu = s] = 3 Pr[s = 0] + 3 Pr[s = 1] = 1, for every distribution of s.

6.2.1 Let (53;;) denote the ¢t x ¢t Vandermonde matrix defined by (53;;) := (i), 1 <i,j <.
Then, by definition, (3; ;) and (v;x) are each other inverses, and

t

115/

Jj=1

t

t t
LI LI /myPeamie = T (g% /m)%+ = g% /h,
J=1 k=1

k=1

where (6; 1) denotes the ¢ x ¢ identity matrix (so, d; is the Kronecker delta). Hence, since
By = h and i = 1 it follows that Eq. (6.1) holds.

6.2.2 For distribution, the dealer broadcasts commitments B; = ¢%, 1 < i < m. Each
share s; is sent privately to participant P;, who checks s; by verifying that B; = ¢g*%. For
reconstruction, each share s; contributed by a participant P; is checked by verifying that
B; = g®. If all shares are correct, the secret is reconstructed as s = 27;1 S;.

Clearly, the secret s is uniquely determined by the commitments broadcast by the dealer,
and any attempt at cheating by the dealer or a participant is easily detected.

To show that any nonqualified set of m — 1 participants cannot find the secret s from their
shares, given By, ..., B,, as additional information, we reason as follows for a contradiction
with the DL assumption.

Let h €r (g) be given, such that log, h is unknown. Suppose w.l.o.g. that participants
Pa, ..., Py are able to find the secret s. We show how to compute log, h, which contradicts
the DL assumption.

Given h we construct a modified instance as follows. The distribution protocol is modified
as follows. The dealer sets By = h. The dealer also chooses so, ..., $m €r Z,, and computes
B; = g% for i = 2,...,m. The commitments By, ..., By, are broadcast and the shares s; are
sent to participants P; for i =2,...,m.

The view of participants Po, ..., Py, is now exactly as in a run of the original protocol.
So, if they are able to break the original protocol, they will also succeed for the modified
instance. But if they are able to compute s = log, B, where B = [1:%, Bi, then they are also
able to compute log, h = (s — > ;"5 ;) mod n.
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6.2.3 For distribution, the dealer broadcasts commitments C; = g**h%2, 1 < ¢ < m, where
Si2 €r Zyn. Each share s; = (s;1,8;2) is sent privately to participant P;, who checks s; by
verifying that C; = ¢g®*h®2. For reconstruction, each share s; contributed by a participant P;
is checked by verifying that C; = g1 h®%2. If all shares are correct, the secret is reconstructed
as s =y " Sil.

Noting that the commitments used by the dealer are Pedersen commitments, it follows
that the shares s; and hence the secret s are hidden in an information-theoretic way. The
secret remains hidden even if, say, participants Py, ..., Pm—1 pool their shares: nothing can
be deduced about the value of s = > s;1 (other than what already follows from the a
priori distribution of s) as the only information available on s,,; is the Pedersen commitment
Ch = ¢g°™1h®m2 which hides both s,,,1 and s;,2 information-theoretically.

Moreover, since the Pedersen commitments C; are computationally binding (under the
DL assumption), the dealer and the participants (not knowing log, h) cannot cheat by send-
ing inconsistent shares. Hence, secret s is fixed once the dealer completes the distribution
protocol.

6.3.1 Assuming honest behavior of all parties, an m-out-of-m threshold ElGamal cryptosys-
tem can be implemented as follows.

Distributed key generation. The protocol runs as follows. Each party P;, 1 < i < m,
generates x; € Zy and broadcasts h; = ¢g%i. Party P; keeps x; as its private share of the
private key z, defined as = )" | x;, and the public key h is set to h = [[;~, h; = ¢°.

Encryption. The algorithm remains the same as in the basic ElGamal cryptosystem. Hence,
given public key h and plaintext M € (g), the ciphertext is set to (A, B) = (g%, h*M),
where u € Zy,.

Threshold decryption. The protocol runs as follows. Given ciphertext (A, B), each party
Pi, 1 < i < m, broadcasts d; = A%, using its private share x;. The plaintext is recovered
as M = B/[[;", d;.

The security critically depends on the fact that the private key x is never reconstructed in
one place: throughout the DKG protocol and (multiple instances of) the threshold decryption
protocol, the shares x; are only used privately by the respective parties P;. Under the DL
assumption, the release of the verification keys h; = ¢® nor the release of the decryption
shares d; = A" exposes the shares x;.

The ElGamal encryptions are semantically secure (hiding plaintext M completely) under
the DDH assumption. This holds even if all shares x; except one are known. For instance,
if x1,...,2m—1 are known, we can compute B, = B/AZZEI‘”" = WM/ T he = he M.
Hence, the problem remains to find M given (A, B,,) = (g%, ht, M), which is as hard as
breaking ElGamal.

Note that the verification keys h; are not used in the threshold decryption protocol because
we have assumed that all parties follow the protocol. See Section 6.3.1 for ways to achieve
security against actively corrupt parties.

7.1.1 Write 7; = 1 — v; € {0,1}. The protocol in Figure S.21 proves knowledge of u;,v;
such that A; = g% and B; = h"g" with v; € {0,1}, combining OR~composition w.r.t. v;
as in Exercise 5.3.2(d) with EQ-composition for exponent u;. The protocol is proved to
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Prover Verifier

Uy, , Cozy Ty €R L
Ay, < g /"
by, < h"vi
ap; gT”T'AL
ber ¢ BT (Byfg7)

Vi

ap, bo, a1, by

Cc ER Ly,

Cy; $n C— Cy;

/
Tv; < n Uy, + Co; Ug
€0,C1,70, 71

?
co+c1=pnc

?

9" = ao Ay’
?

: C

h™ = by B;*
?
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g = alAi

ht £ by(Bi/g)"

FIGURE S.21: X-protocol for validity of (4;, B;)

be a X-protocol below. By setting the challenge as ¢ < H(ao, by, a1, b1; A;, Bj) we obtain
(co,c1,70,71) as X-proof, which is verified by checking that the following equality holds:

co+c1=H(g"A O h°B; g A" W (B;/g)"“; As, By).

Completeness. Since v; € {0,1}, we have that ¢y + ¢; = ¢ is equivalent to ¢,, + ¢z = c.
Furthermore,

/ . / .

gl = gtitent = gl (g = a,, AT
/ . 4 .

Rrvi = Mot = i () = by, (B; /g% ),

gTW = G’WA

7 )

W = bi(B/g™)°.

Special soundness. We have, given accepting conversations (ag, bg, a1, b1;¢;co, €1,70,71)
RN S R A : /.
and (ag, by, a1,b1;c; ¢y, ¢y, ry, ) with ¢ # ¢
ro co 1,70 co g <0 prh <o
g :CLQAZ» ,h :b()Bz- , g :a()Ai ,h :b()Bi

! co—c/ ! co—cf,
TO—T 0 TO—T 0
= g 0= Ai , h o= PB,. R

1
and
g = a1 A% R = by(B/g), g™t = ar A% BT = by(Bi/g)
= T = AP W = (Bifg) .
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It follows from ¢ # ¢ that cg # ¢} or ¢1 # ). If ¢y # ¢, then a witness is obtained as v; = 0
and u; = (so — s3)/(co — ¢y). Otherwise ¢; # ¢}, and a witness is obtained as v; = 1 and
ui = (51— s1)/(c1 — c}).

Note that in this case ¢o # ¢, and ¢; # ¢} cannot hold at the same time, as this would
imply the existence of a value z € Z, such that A; = ¢*, B; = h*, and B; = gh?®, which is
clearly impossible (as g # 1).

Special honest-verifier zero-knowledgeness. Let c € Z, be any challenge. The honest-
verifier and simulated distributions are, respectively:

. ! . uy, u’._
{(a()ab07a17b1>c7 6070177107741) . 1) y Copy To €R Znaa’uz %g vi b < hovi
A b W)

Vi nC CQT,” r’Ui n uvi + C’Uiul}7

{(a0,bo, a1,b1;¢;co,c1,70,71) : €0,70, 71 ER Ln; €1 $—n € — Co;
ag < g™ A; by < hOB;
ar = g"A; by < hY(B;/g) "

These distributions are identical provided log, A; € {log), B;,logy(Bi/g)}, cf. Definition 5.1;
furthermore the simulated conversations are accepting in the remaining case, as required.

7.1.2 (i) Define s; = 372, uj, for 1 <4 < m. We prove by induction on i that (4;, B;) =
(g%, H;'g""), which implies that (A;, B;) is an ElGamal encryption of g under public key H;.

Using that t,,, = vy, and s, = u,, it is immediate that the induction hypothesis holds for
i =m. For 1 <17 < m, we have:

(Ai, Bi) = (Aiy1g", Biv1 AT H"g")

g’itigh, HSZHg]t“rl‘cy_a“s“flHuZ g°") (by induction)

(A
(
= (g )
(s Sz+1HUz )
(g%, H;'g").

(ii) Since H; = hy, HZ ! 1 hj, voters Vi, V1, ..., Vi1 may jointly compute log, H; = y, +
23:11 xj. Hence, they are able to decrypt (A;, B;) and will thus find the intermediate election
result ¢; (representing the votes of V;, ..., V).

(iii) Given the public keys hq, ..., hy, of the voters (and hence also given Hj, ..., Hy,,), we
specify a relation for each step of the protocol.
For the first step of the protocol, voter V,, provides a X-proof for relation R,,

Ry, = {(A'rm Bm?“mavm) P Ap = gum7 By = Hﬁqmgvmvvm € {07 1}}
For the subsequent steps, voter V;, 1 < i < m, provides a Y-proof for relation R;:

Ri = {(Ai, Aiy1, By, Big1yui, vi, i) = hy = g%, A JAip = g%,
Bi/Bi+1 = AlffHul Vi, € {0, 1}}

Finally, voter V,, provides a X-proof for relation Ry:

Ro = {(A1, B1, t1;2) : hip = g*™, ¢ /B1 = AT""}.



7.2.1 Observe that XY = (—

is the zor of bits z and y. Hence, we get:
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where % denotes the multiplicative inverse of 2 modulo n.
Alternatively, we could use F(X), E(Y) instead of E(x), E(y), as follows:
1

 (E(XY)E(1)\1
Bly) = ( E(X) B(Y) ) ’

where % denotes the multiplicative inverse of 4 modulo n.
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1)*1Y = (=1)*% = 1-2(2®y), where 2y = z+y—2zxy € {0,1}

7.3.1 Running zp and 7 through all values in {0, x,Z,1} (encoded as 00,01,10,11) yields
all Boolean functions on two bits x and y:

0 0000 OT(O 0;y) =0 false
10001 OT(0,z;y) =z Ay and
20010 OT(0,7;y) =z <=y inhibits
30011 OT(0,1;y) = right
40100 OT(z,0;y) == i> y inhibited by
50101 OT(x,z;y) = left
60110 OT(z,7;y) =Dy XOT
70111 OT(xz,1;y) =z Vy or

151111 OT(1,1;y) =1 true
11110 OT(1,T;y) =z Ay nand
131101 OT(l,z;y) =2 <y  implied by
121100 OT(1,0;y) =7 right negated
111 OT(Z, Ly) =z =y implies
w1010 OT(Z,Z;y) =7 left negated
91001 OT(Z,x;y) =z <y equal
81000 OT(Z,0;y) =z Vy nor

As sender in the OT protocol, party A uses its private bit x to set xg and z; for the desired
Boolean function. As receiver, party B always uses its private bit y as selection bit, hence
does not even need to know which function is being evaluated.

7.3.2 With the same numbering as in the previous exercise, we express each Boolean function
f(z,y) using at most one secure multiplication:

f(l', y) %a 2b

0 0000 0 0 0 false

10001 TY  TaYa DUs DU DTpYa ToYp DUy Dug DTayp and

20010 XY TaVYa DUy DUy DTpYs TpYp D Up D Ug DTqyp inhibits

30011 Y Ya UYb right

40100 XY TaYa BDUa Pup DXpYa ToYp D up Dug B xqyp inhibited by

50101 T Tq Tp left

60110 xDYy Za D Ya Ty D Yp Xor

70111 TY  TaYa DU @ up DTy T ToYp D up D uqg ®Tayp OF

81000 XTY TaUa DU DUy D TpYa TpYp D Up D Ug BTyYp TNOT

91001 TPHy Tq D Yq Ty P Yp equal
10 1010 T Tq Tp left negated
111011 z7y Tala D Ug D Up D TpYq  Tolp D Up D Uq D Tayp implies
12 1100 7 TUa UYp right negated
131101 Ty  Tq¥a Dla Dupy DTpYa TpYp D up O uq ®Tayy implied by
141110 TY  ZTaYa DPUa DU BToYa TpYp D up D Uq B Tayp nand
151111 1 1 0 true
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Signer Receiver
(d =1/e mod ¢(N)) (tie1 +taep = 1)
U ER Z}k\f
y <~ H(My)* H(M3)*' [uc
Y
%
T <N yd
# S —N ZTU
Sl N H(Ml)tl H(Mz)_t2st262
SQ —N S/Sl

FIGURE S.22: Batching Chaum blind signatures with e = ejeg, ged(eq,e2) =1

Functions like T @ y are computed “locally” by letting parties A and B set shares z, and z,
directly using their shares x4, y, and xp, yp, respectively. To negate input bits = and/or y, we
let party A negate its shares x, and/or y,. For the remaining functions like 7 we run the
secure multiplication protocol, negating input bits if applicable. Similarly, if the output bit
needs to be negated as for Ty it suffices to let party A negate its random bit u,.

8.2.1 Below, all equalities hold modulo N.
First, we show that variable = y¢ is redundant, using that xh = Yo:

r=zoAy=y0 < y'=x0Ay=1 & W =z5Ayu=00 < y=1w
Then, we have, using that H(M) € Z}:
Pr{(z,y) = (z0,40)] = Prly = yo] = Pr[H(M)/u® = yo] = Prlu = (H(M)/y0)"] = 1/$(N),
as u is uniformly random on Zj,.

8.2.2 Since e; and ey are relatively prime, we can use the extended Euclidean algorithm to
compute integers t1, t3 such that ¢1e; +t2ea = 1. These numbers can be stored publicly. The
receiver uses t; and tg to compute S7 as shown in Figure S.22.

To prove why this method works, first note that we have for S:

gerex _ (l‘u)e — ydeue — yue — H(Ml)eQ H(MQ)El’

where this equality and all equalities below hold modulo N.
Raising both sides of this equation to the power to, we get:

St = H(M)" ()" = H(My) H(M) ™ H(M)",

using that toeg = 1 — tye.
Therefore we have for Sy:

SO = (H(M)™ H(My)=8252)0 = (H(M)Pe H(My) ™2 52000) — F(y),
hence S; = H(M;)'/¢'. Combining these two results, we also have:

Sy = S/Sy = H(M;)Yr H(My)Y2 ) H(M;)Y* = H(My)"*.
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Signer Receiver
(h=g1'95")
u1,u2 €R Ln,

a
a < g1 gy? % s1,85t€ERZy
a’(—agflg?h*t
'+ H(d; M)

¢ ctpc —t

T —p Ul +cx
1,72

9 —p U2 + CT2

T 4 T1+ S1
Th <—n T2 + S2

T
9,'9° =a’h

FIGURE S.23: Okamoto-based blind signature protocol

8.3.1 First, we note that g" = ah® holds and therefore that (a; c;r) = (ag; co; 7o) is equivalent
to a=agAc=cp as g"° = agh® holds as well. Similarly, since a’ = ag*h~! = ¢g"T5h=<"! =
g"h=¢ and ¢ = H(a/; M), we have that (a’;¢;7) = (ap; ch; r) is equivalent to 1’ = r{), using
that ¢ = H(aj; M) and g"0 = ajh. Thus, we have:

Pr[(a;c;r) = (ag; co;mo) A (a's5r") = (ag; ch;rh)] = Prla = ag, ¢ = co, 7’ = 1(),
which is in turn equal to
Prla = ag,cy —t = co, 70 + s = 1] = Prlu = log, ap,t = ¢y — co, s = 1y — 0] = 1/n3,
using that s, t,u are all uniformly random on Z,.

8.3.2 To construct a blind signature protocol based on Okamoto’s Y-protocol of Figure 4.5,
we combine a conversation (a;c;71,72) with a simulated conversation (g7* g5 h=tt; 51, 82) to
obtain a blinded conversation (a’;c;71,75) = (ag;'gs*h ™' ¢+ t;r1 + 51,72 + s2). This results
in the protocol of Figure S.23.

Completeness is easily checked:

971"1952 — 971“1+S1g£2+52 — ahcg?ggz — agiﬂggzhc’—t _ a'hc/.

Perfect unlinkability can be proved in the same way as for the Schnorr-based protocol, cf.

Exercise 8.3.1.

8.3.3 To construct a blind signature protocol based on Guillou—Quisquater’s Y-protocol
of Figure 4.4, we combine a conversation (a;c;r) with a simulated conversation (s¢y~t;t;s),
where s €g Z and t €g Ze, to obtain blinded conversation

(a';¢sr') = (a5 (c+t) mod e; r syl =D/ely,

Note that for ¢ we have to reduce ¢+t modulo e. However, the exponent of y is not reduced
modulo e, and therefore we need to add the correction factor yl(¢~9/¢l in the computation
of r'. This results in the protocol of Figure S.24.
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Signer Receiver
(z = y"/¢ mod N)
U E€ER Z*N
a 4N u a } s E€R Ly
t €ER ZLe
a <y asy~t
d + H(d'; M)
; ctoc —1t
T 4N uxc
r
=

fr/ <_N r Syt(cl_t)/eJ

? /
7,,/e =N a/yc

FIGURE S.24: Guillou—Quisquater-based blind signature protocol

Completeness can now be checked as follows:

t 1. c

re c.e, | (d—t) _ aseyc’f =a'y°.

e = (TSyL(c’ft)/eJ)e = ay’sty Jele _ asey(c’ft) mod e+|(c'—t)/e]e

using that ¢ —t = [(¢ —t)/eJe + (¢ —t) mod e holds over the integers.
Perfect unlinkability can be proved in the same way as for the Schnorr-based protocol, cf.
Exercise 8.3.1.
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